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FOREWORD

Homo sapiens, our scientific name, indicates that human beings
are thinkers. Anthropologists point out that the name Homo faber (human
beings as makers) is equally applicable to man. Humans, from the very
beginning, were thinkers and makers at the same time and the making of
the chipped stone, the crude tool of our earliest ancestors, represents the
beginning of technology.

Not surprisingly, the march of civilization has been measured by
the technological advances-from the Stone Age to steel age, from the
muscle power of animals to rocket and nuclear power and from hand tools
to mass production lines, computer controlled factories and the use of
robots in surgery. And the pace of progress of technology has been breath-
taking.

The twenty-first century, by all indications, would be a different
world. Rocket-powered aeroplanes, auto-piloted vehicles and poliution-
free hydrogen fuel would change the transport system we know. Commu-
nications will be developed so well that the world would shrink to a global
village. Global position system will aid navigation for all vehicles from au-
tomobiles to rockets. Even manned missions to Mars are on the cands.
Genetic engineering pramises to ¢reate another green revolution. The new
technology may even repair the age-old destruction of natural vegetation
by bringing biodiversity to forms. The scenario appears to from a science
fiction but many of the predictions may turn to realities.

Usage of the term e-government is of recent origin and there is no
commonly accepted definition. E-Government is understood as the use
of emerging ICTs like Internet, World Wide Web and mobile phones to
deliver information and services to citizens and businesses. The term e-
govemment is sometimes confused with e-governance and the two terms
are often used interchangeably. However, e-governance is a broader con-
cept, which includes the use of ICT by government and civil society to
promote greater participation of citizens in the governance of political in-
stitutions. For example, it covers the use of the Internet by politicians and
political parties to elicit views from their constituencies in an efficient
manner, or the publicizing of views by civil society organizations which are
in conflict with the ruling powers. E-government, by contrast, is concemed
specifically with improving access to govemment functions, whether infor-
mation or services. It can include publication of information about govern-
ment services on & website, for example so that citizens can download
application forms for a variety of services. It can also involve the actual



delivery of services, such as filing a tax return, renewing a license, etc.
More sophisticated applications include processing on-line payments.

We may liken the advancement in several fields of technology as
a race amongst them. This race was started from the origin of mankind
and we have progressed with new discoveries and inventions in all fields of
man’s advancement but one area of technology relating to information has
surpassed far beyond the ot' er fields of technology, quite unthinkable and
unimaginable a few decades ago. Itis not the question of inventions and
upgrading of technology but it is up to the administrative system to make
use of it. It is really appreciable and commendable that the State of
Andhra Pradesh has the vision in making attempts in streamlining the
total administrative system in terms of IT paving the way in rendering
services to the public.

E-Governance has a twin policy followed by action. The main
focus is on facilitating diverse services to the public reducing the waiting
time increasing the fastness of service and eliminating corruption on the
part of the render of the service to the public and further impersonalising
the whole operation of service and delivery of goods. E-Governance, pri-
marily, tries to streamline the entire administrative system right from the
state level down to the village level i.e., making the administrative system
in IT terms, a sophisticated instrument in rendering services to the public:

The benefits to citizens and businesses from on-line delivery of
services include convenience (location and time) and shorter waiting peri-
ods. In addition, E-Government systems may lead to greater transpar-
ency, resuiting in reduced adminisirative corruption.

E-Governmenl can only lead to transparency if there is a legal
framework that supports free access to information. E-govemment re-
duces corruption in several ways. It takes away discretion, thereby curb-
ing opportunities for arbitrary action. It increases chances for exposure by
maintaining detaited data on transactions, making it possible to track and
{ink the corrupt with their wrongful acts. By making rules simple and more
fransparent, E-Government emboldens citizens and businesses to ques-
tion unreasonable rules and procedures and their arbitrary application.

Combating corruption can be targeted as a specific objective of e-
govemment. E-Govemment can become one of the key components of a
broader anti-corruption strategy enabling effective communication in addi-
tion to the increased fransparency. Second, service delivery improvement
initiatives can be implemented in corrupt departments.

As one could see, the State Government of Andhra Pradesh un-
der the administrative guidance of Hon'ble Chief Minister of Andhra



Pradesh, Nara Chandrababu Naidu, has made headway in keeping up
and adopting the latest technology in the field of information streamlining
and edu.cating the personnel in administration preparing them to render
services to the entire public making things easy and convenient for them
in meeting their multifarious needs in terms of production, transport and
communication.

It may be mentioned here that the Govemment of Andhra Pradesh
has sponsored the documentation of “E-Governance in Andhra Pradesh”
and the Depariment of Administrative Reforms, Pensions & Public Griev-
ances, Govt. of India was kind enough to provide financial assistance for
documentation of the project.

| appreciate the efforts made by Or. E.D. Setty. Consultant of this
Institute, in documenting the material in respect to e-Governance. | be-
lieve that the documented material would serve as a source of information,
knowledge and guidance to the reader.

PVRK PRASAD, IAS
DIRECTOR GENERAL,

Dr. MCRHRD INSTITUTE OF AP &
EX-OFFICIO SPECIAL CHIEF
SECRETARY
TO GOVT, OF ANDHRA PRADESH
3% January, 2004,

Hyderabéd.
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PREFACE

We may consider electricity or any other alternative source of
power as the parent of the phenomenal and unimaginable revolution hat
has taken place in electronics and information technology. It has made
most of the traditional ways of commercial interaction and communica-
fion obsolete and Information Technology (IT) has gained momentum, which
is really difficult to describe. The present documented volume deals with
the efforts made and initiatives taken by the Staie Govemment of Andhra
Pradesh in introducing IT and making use of IT in sophisticating and sim-
plifying all the services and transactions between the govemment admin-
istration and the public. It deals with details of the software and hardware
infrastructure that has been established in the State.

The introductory part speaks of the concept of good governance
and how it has augmented by Electronic Governance (E-Governance). It
spells out the advantages of e-governance avoiding delays, uncertainty
and eradicating corruption, making every interaction and communication
transparent to the public.

E-govemance covers all the principal administrative services and
it serves as an effective instrument bringing the people and the govern-
ment very close to each other.

Chapter 2, briefly details the vision of e-governance in Andhra
Pradesh spelling out the benefits to the citizens and the government. This
chapter also details the how GOAP has designed suitable frameworks to
meet the egovemance challenges. Further, this chapter provides details of
core applications of e-governance initiatives.

~ Chapter 3 briefly describes electronic hardware policy of
AP Government and details the various products covered under the defini-
tion of Electronic Hardware.

Chapter 4 in continuation of IT policy of 2000 deals with ICT policy
covering the period 2002-2005. Keeping VISION 2020 in view, the policy
stipulates the kind of action to be pursued and accomplished to realize
the VISION.

The Government of AP has initiated several measures facilitating
e-Governance in several sectors of administration and development com-
prising Computer Aided Administration of Registration Department (CARD),



Citizen Friendly Services of Transport Department and further covering
land records management and several online iransactions. Chapter 5
briefly mentions the sectors and areas wherein hi-tech approaches have
been initiated which are all citizen friendly.

Chapter 6 provides the details of AP Technology Services Lim-
ited, a govemment of Andhra Pradesh enterprise. This chapter deals with
various functions, IT Services, Technology lead taken by APTS in
egovemance in Andhra Pradesh.

Chapter 7 in detail provides the entire IT Architecture. This may
be taken as the long-term policy of Government of AP and this chapter
details the twelve components of the architecture i.e. Application Archi-
tecture, Information Architecture, Groupware Architeclure, Data Architec-
ture etc. This chapter stipulates various principtes, standards, recom-
mended best praclices in each component of Architecture.

Chapter 8 as the title stands provides details in respect of the
following infrastructure projects: Hi-Tec City, APSWAN, Tele medicine
and computer literacy.

Chapters 9 speak of the profiles and presents the status of IT
projects in AP mainly CARD, CFST, e-cops, e-procurement, e-seva, MPHS,
Saukaryam, SMBS, OLTP, APPortal, SmantGov, IFIS & HRMS

Centre for Good Governance (CGG) is one of the newly added
wings especially streamlining and systematizing every field of activity of
administration and services to the citizens of the State. Chapter 10 de-
tails the measures initiated, projects accomplished and continuously fol-
lowed on several aspects and needs of the citizens in the State. This
chapter points out the significant and highly useful software tools that are
heing developed by CGG.

Chapter 11 speaks of the application of information system facili-
tated by software in respect to drought mitigation aiding integrated water
management system and also planting of trees and safeguarding of seed-
lings towards increasing area under the forest coverage.

Chapter 12 highlighis redressal of grievances of the citizens,
monitoring of agriculture through call centres, which make life easy and
convenient for the people.

Human Resource Development in Information Technology is key
for successful implementation of various e-governance initiatives taken up



by AP. Chapter 13 provides details of role of Dr.MCRHRD Institute of AP
in imparting IT training in various software packages. This chapter also
speaks of the unique initiative taken by GOAP to develop the IT Managers
within govemment by conducting Training program for Chief Informational
Officers in coordination with IlM Ahmedabad & DR.MCRHRD IAP.

E-Governance is becoming so pervasive, embracing all es-
sential walks of life of human beings. The documented material briefly
speaks of the IT policy initiatives, IT Architecture and the services/facili-
ties that are provided to the public. In one sense, we may say that the
Govt. of Andhra Pradesh took off in the field of e-govemance and is march-
ing fast providing and facilitating easy accessibility to all kinds of services
required by the public. In brief, the document tells the story the way the
Govt. of Andhra Pradesh has visualized, planned, organized and accom-
plished appreciable milestones in the field of E-Govemance.

DOCUMENTALIST
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1
INTRODUCTION

Information Technology is changing the way the society functions
internet is the biggest revolution in human history. The impact of IT can be
feltin all economic and social activities in every conceivable manner. The
convergence of all forms of communications on the digital playfield is open-
ing up immense new possibilities of achieving speed, versatility and space-
time independence. Governments are no exception to this phenomenon
In the post liberalization era governments across the country have been
engaged in improving internal efficiencies, responsiveness, coordination
and integration between various government departments and external
agencies, citizens and businesses. The global trends also point out to the
emergence of e-Government revolution after the Internet and e-commerce
revolutions.

We often hear a number of words coined to describe this newly
founded love between the Governments and the computers- * Good Gover-
nance”, "SMART Government" and "e-Government”. Itis pertinent to state
clearly what they mean.

‘Good Governance’ connotes the widest meaning of the three
phrases. It encompasses the entire process of public administration, the
processes underlying the formulation of public policies; the HRD efforts
required for re-skilling the government machinery, prioritization, efficient
management of public resources and above all re-designing the various
instruments used to realize the concept of a welfare state.

‘SMART Government’ is an acronym for Simple, Moral, Ac-
countable, Responsive and Transparent Government. Itis the image of an
ideal government through the eyes of its constituents.

e-Governanace: Usage of the term e-governance is of recent
origin and there is no commonly accepted definition. E-Governance is
understood as the use of emerging ICTs like Internet, World Wide Web
(WWW) and mobile phones to deliver information and services to citizens
and businesses.

A number of arguments are adduced against the concept of e-Govern-
ment. Some of the popular arguments, especially in the Indian context,
are mentioned below.

“It helps only the rich” - “It can’t be done in India” - "Who needs
e-Government when labour is so cheap in India?” - “The laws are hurdle” -
“The existing infrastructure can't support e-Government efforts” - “It won’t
be allowed to happen by the vested interests” - "It is too expensive for
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India”

Real cost of government services: The justification for stems
from an analysis of the real cost of obtaining Government services. It is
well borne out by experience that in addition to the prescribed statutory
levy and the prescribed transaction cost, securing service from a govern-
ment agency, more often than not, entails any or all of the following indi-
rect costs:

- Delay and uncertainty

l.ack of ransparency

Corruption

Mistrust / ill-treatment at the offices

Loss of wages / productivity of the citizen / business

Cost of travel & stay at the place of service

-If the government could provide its seqvices, such that the above
indirect costs are avoided, then the citizen would be prepared to avail the
same even at an additional charge. Tools of Information Technology cer-
tainly have the potential of meeting the challenge. The option, clearly, is e-_
Governance. It has the portents of providing high quality government ser-
vices to citizens and businesses, of providing equal access and equal
treatment to the rich and the poor, of bringing in enhanced transparency,
speed, reliability and consistency in handling transactions, of opening up
immense scope for offering new services, for instance ‘any-time, any
where services’ to the clientele, of making the concept of Citizens Char-
ters a reality and, above all, of reducing the real cost of transacting with
the Government,

Need to embrace emerging technologies: While the reduc-
tion of real costs and enhancement of convenience are arguments for e-
Governance from the citizen’s perspective, there is another set of reasons
purely from the organization's position. Several sectors of the economy
are embracing the emerging technologies so rapidly that the public agen-
cies that do not choose to fall in line would soon become 'out of place’ in
the global scenario. In other words, the sheer pressure exerted by the
technology-savvy entities in the private sector is enough to compel the
public sector to clutch at the modern tools.

Implications of e-Governance: Given that e-Government is a
highly desirable objective, the immediate questions are - 'ls e-Govern-
ment easy enough to implement in a reasonable time-frame? What are
the different dimensions and issues one has to be wary of in this context?
Here are some answers.

Size, Cost and Complexity: An estimate of the effort of com-
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puterizing the processes in all the departments and agencies of the Cen-
tral and State Governments in India, puts it at over 130,000 person-years,
costing about Rs.35,000 crores. Besides these seemingly impossible fig-
ures, the sheer spread of the implementation is daunting and beset with
problems relating to logistics of installation, training, maintenance and
supervision. Given the existing low levels of computer competency there
is a great risk of underutilization and non-utilization of IT assets in a wide-
spread programme implemented by the Government. The variety of appli-
cations to be implemented is unnerving. We have simple MIS applica-
tions, data processing applications of medium complexity and extremely
complicated applications like OLTP (Online Transaction Processing), GIS
etc., Needless to say, we do not have, within any Government, the variety
of skills required to develop and implement applications with such a wide
spectrum of complexities.

Speed of implementation: Implementation of e-Governance ap-
plications across hundreds of departments and thousands of offices, could
take endiess years in the normal circumstances. Given the rapid advance-
ments in the convergence technologies, adopting a normal public sector
approach to implementation of e-Governance is fraught with the following
risks:
. The technologies originally used in the design of a major project get
outdated by the time the project is completed.

Projects implemented at different periods are out of tune with each
other.

The benefit of end-to-end and integrated solutions, especially those
invalving inter-departmental approach, would be a mirage. This would
necessarily mean that a ‘carpet bombing’ approach would be required
to be adopted if e-Government has to make any meaningful impact on
the users.

Integration: Given the objective of providing integrated ser-
vices to the citizens on the lines of one-stop shop, it becomes im-
perative to adopt an overall architecture for e-Governance that facili-
tates such a seamiess integration of appiications implemented by
various departments and agencies of the Governance.

HRD for EG: One of the handicaps is the low computer lit-
eracy in most of the Government departments. Given the size of the
employee population in public sector and also the fact that the em-
ployees who are in the age group of above 45, it is somewhat difficult
to impart a reasonable degree of IT skills, which is a prerequisite for
successful implementation of E-Governance projects.
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Organizational buy-in: Change Management by far is the
most difficult task -more complex than the technology issues. The
employees of each department have to be involved and associated
with the efforts at each stage starting with system study, design and
development of software so'as to ensure a buy-in. Extensive training
and conducting of workshops at state, regional and district levels are
some of the other change management techniques.

Additional cost of services due to EG: The additional in-
vestments to be made in government departments to provide elec-
tronic services tothe clientele, would entail not only a capital cost but
also recurring costs. The governments are hard pressed financially
and cannot perhaps provide for these costs through a budgetary sup-
port. This brings us to the inevitable conclusion that the brunt of the
operational costs will have to fall on the citizens or the other end-
users in the form of user charges.

Key areas of using IT in Governance:

The word e-Govermnance is too general. Specifically, it means us-
ing the tools of IT for enhancing the productivity, efficiency of government
organizations and providing quality services to citizens in many areas like
Citizen Services, Law, Judiciary, Education, Promotion and outreach ac-
tivities of governmentetc.

Just as e-business is transforming the private sector, e-govern-
ment will transform the governance. However, the e-government transfor-
mation is costly and fraught with political, operational and technology
risks. Governement should have clear vision and strategy to implement
the e-governmet projects.

Now let us have a look at Andhra Pradesh Vision and strategy of
e-Govemance.



2
ANDHRA PRADESH VISION & STRATEGY OF E-GOV-
ERNANCE
GoAP’s Vision of e-Governance

internet technology is empowering consumers to make personal
choices on how they access and receive goods and services. This is
leading to an increasing dependence on electronic business resuiting in a
realignment of virtually every sector and a variety of customer-centred
relationships between service providers and customers. Government is
no exception to these phenomena.

As public awareness and Internet usage increase, the demand
for online Government interaction and simplified, standardized ways to
access Government information and services become increasingly impor-
tant. At the same time, the public must have confidence that their online
communications with the Government are secure and their privacy pro-
tected. Therefore, to help its citizens gain one-stop access to Govern-
meént information and services in a secure way, and to provide better, more
efficient, transparent and responsive services, Government of Andhra
Pradesh (GoAP) has embarked on a scheme of e-Government to leverage
the tools of ICT (Information & Communication Technology) in serving its
citizens.

e-Governance is one of the vehicles that can be gainfully used in
reaching the goal of SMART governance. GoAP’s IT vision to leverage
Information Technology (IT) is amply reflected in its IT vision statement.
The Government of Andhra Pradesh cherishes the vision of estab-
lishing a Simple, Moral, Accountable, Responsive and Transparent
Government—<SMART> Government.

Objectives of e-Governance Initiatives

Recognizing the need for technology-enabled service delivery and,
as a part of its e-Government strategy, GoAP has initiated an innovative
broad based, enterprise-wide approach to service delivery.

The targeted benefits of GoAP's e-Goxernment program include the fol-
lowing:
Benefits to Citizen & Business

Streamlined, standardized electronic information gathering and

access

Electronic delivery of services to meet citizen expectations and

requirements
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Convenient, anytime, anywhere citizen services
Support for e-commerce initiatives (e.g., online filing, payments
etc.)
Significant improvement in Government to Citizen (G2C), and
Government to Business (G2B) interface
Beneﬂts to Government
Increased employee productivity
Facilitation of information reuse across and within the departments
of GoAP
Reduced system maintenance and training requirements by adopt-
ing standard systems and processes for GOAP
Cost-effectiveness in the operations of Government agencies
Improvement in Government-to-Government (G2G) interface.
Approach to e-Government
GoAP's strategy for implementing e-Govefnment has been un-
folding over the last few years. It has implemented e-Government projects
in a few key departments, which yielded encouraging results. The follow-
ing are some examples of these early initiatives:
CARD - Computer-aided Administration of Registration Depart-
ment
- Demystification of procedures for registration of legal docu-
ments like sale deeds, mortgage deeds, gift deeds elc
- Automation of processes at 239 sub-registrar offices
- 2.8 million deeds registered digitally in 3 years after launch
- 1.4 million title searches & 2.1 million property valuations done
- MPHS - Multi-Purpose Househoid Survey Project
- 1125 field offices of revenue departments computerized
- Database of 75 million citizens & 25 million land records cre-
ated
C-TAS-Computerized Treasury Accounting System
- 233 district treasuries & 300 sub-treasuries computerized
COMPACT - COMPuterized Administration of Commercial
Taxes
- Computer-based system of registration of dealers & process-
ing of their sales tax returns.
Based on these initial successes, various other government de-
partments have embarked on developing departmental applications.
The Essential Framework for e-Government
GoAP recognized the state's potential for employing Internet com-
munications and Web technologies to improve government services and
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promote economic development. The desire to translate this potential
into a reality, soon brought to fore a number of challenges, like the ones
mentioned below:

*Fast-changing horizon of technology, making it difficuit to evaluate op-
tions and arrive at appropriate cost-effective, scalable and inter-operable
solutions.

*The need for huge resources to be invested at a fast pace to implement
alarge number of inter-related projects in a synchronized mode, to create
the required impact.

*The compelling need to prioritize the e-Government applications, given
that there are about 1500 services that can be improved through the use of
ICT.

*The need to ensure that the e-Government projects are implemented in
a way that the benefits to the citizens are provided in a cost-effective and
sustained way. GOAP has designed suitable frameworks to meet the
above challenges. They are depicted below (figure 1 )

Technology Framew0> ICT Architecture
Resource Framoworl> PPP Model
Pricritization Frame® Big Picture
Implementation FW’”’> 6C Model

Figure-1

In this chapter an attempt has been made to briefly describe frame-
works. The Technology Framework, also called as the ICT Architec-
ture, Resource Framework, also called PPP Model, the Prioritization
Framework, also cafled as the Big Picture and implementation Frame-
work also called 6C Model. More details about four-tayer strategy can
be found at the www.ap-it-com.
L.The ICT Architecture for e-government
From its experience in implementing a few e-Government projects at the
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department/agency level, the GOAP realized that such individual projects
implemented by the departments on a stand-alone basis would result in
duplication of work, besides creating islands of excellence, which are not
interoperable. Integration of these disparate systems at a later time would
involve tedious plumbing. A standards-based approach was felt to bethe
need of the hour. In January 2001, GoAP developed a statewide IT archi-
tecture & technology standards, Security Policy and PKI Strategy with
the consultancy services provided by PricewaterhouseCoopers, over
the preceding 5 months. Common business models/processes and shared
technology infrastructure services were identified as key success areas
during the exercise. Standards for various technology components were
identified to enable re-usability and ensure inter operability and integra-
tion. These standards have been mandated, through a policy document
(G O Ms 40 of IT&C Department dated. 14.08.2001), for compliance by all
departments and developers implementing e-Governance projects.

Key learnings from the study on ICT Architecture

The study conducted by Government of Andhra Pradesh for build-
ing the ICT Architecture for e-Governance, has thrown up a few key learn-
ings that are useful to draw up the implementation plans - logically the
next step in this evolutionary process. Government of Andhra Pradesh
has immensely benefited from these key learnings, which helped in sharp-
ening the understanding of the vision for e-Government. Four such key
learnings are described below:

Enterprise Approach:

In order to implement and gain the advantages of e-governance, a
state must consider itself as one entity in which all parts work together for
the common good by avoiding duplication of efforts, enabling sharing of
technical assets, and exchanging information from its multitude of data-
bases (while protecting privacy of records of the citizens). The enterprise
approach for e-Government emphasizes the statewide perspective (ver-
sus an agency view). The state must view itself differently from a technol-
ogy perspective. It can no longer afford to be an agglomeration of separate
and disjointed organizations, programs, and assets.

This enterprise approach strategically plans and impiements the
synchronization of multiple applications that run on a number of infra-
structure components, necessary to deliver digital government services to
the citizen.

Departments would need to work cooperatively, yet independently,
to realize the vision of digital government. No department can success-
fully deliver digital government services atone. Mutual, interdependent ap-
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plication development and service delivery among state departments is
necescary for citizens to experience online services through a single win-
dow.

In order to identify the core initiatives for e-Government, GoAP
used this approach that treats the state as a single enterprise. The single
enterprise concept includes development of a set of core policies, core
applications and core ICT infrastructure that span across departments.
Given the characteristics of the fastpaced Internet application deveiop-
ment process and rapid changes in technology, these three areas need to
be developed in parallel. This concept of core initiatives developed more
fully in a later exercise, has been described in latter sections.

Develop and follow Internet standards and guidelines. Stan-
dards and guidelines are fundamental to the development of a single, se-
cure, enterprise-wide infrastructure to support the State's development of
products and services for the web. They serve as a common framework
and rule-set for the application development lifecycle. One of the strong
recommendations that has been thrown up is the compelling need to de-
velop all future applications, especially the citizen-facing applications,
adopting Internet technology standards. Though obvious, prescription of
this standard has made a fundamental difference in several projects.

Build once, use many times. Developing a single architecture
and enterprise commerce infrastructure will allow the State to build the
infrastructure once and leverage it across multiple new applications. The
infrastructure must be able to support current applications, and be the
foundation for future initiatives. In a like manner, the core applications
should be designed generically, on the lines of a product, such that they
can be used across all the departments or large groups of departments.
This approach results in considerable saving in cost and effort in design,
development, implementation, training and maintenance of applications.
Typical examples are the core applications relating to Financial Informa-
tion System, Human Resource Management System, e-Procurement etc.

Leverage new models for enterprise integration. As in the
case of an enterprise infrastructure, whenever possible, the State should
seek to employ the concept of leverage. An excellent exampie is the use
of standard Middleware commerciat off-the-shelf (COTS) packages for the
integration of legacy applications within the Finance department and its
associated departments such as Treasuries, Accountant General's (AG's)
office, etc, rather than developing applications from scratch. The use of
COTS applications offers the opportunity to dramatically reducing devel-
opment time and costs as well as reducing maintenance costs associ-
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ated with upgrades over time.
Il. PPP Model
Concept of PPP for e-Government

A variety of solutions in the generic name of Public Private Part-
nerships are being employed today to bridge the gap between the ex-
pected'levels of speed, efficiency and spread of public projects especially
in the areas of creation of infrastructure and provision of services. The
concept of Public Private Partnership (PPP) essentially arises out of con-
siderations like, the imperative to provide infrastructure of high quality,
shortage of public funds and above all, the profit motive driving high effi-
ciencies and quality in the privately managed areas. The Public Private
Partnership can assume a wide spectrum of shapes like, BOO, BOOT
(Build-Own-Operate-Transfer), BOT for specified periods -otherwise called
concession contracts, Joint Ventures, private finance initiative (PF1), par-
tial privatization through partnering with strategic investor etc. The idea is
to arrive at the right combination of public sector accountability with pri-
vate sector efficiencies and also to share the risk correspondingly.

Experiences across the globe show that IT is one of the areas
which is eminently suited for PPP — especially, in areas such as driving
licenses, utility bill collections, management of land records etc. Invest-
ments in information technology by governments have an opportunity cost
since there are limited resources of money, time and attention. Investing
these in IT would explicitly deny such investments in other development
areas like provision of water, sanitation, health, shelter, production tech-
nology and skiils development. Investments in information technology have
therefore to be made very strategically by governments. The Government
of Andhra Pradesh has focused its energies on creation of content and
digitization of databases so that transaction based services become at-
tractive for private sector players. For example, in the case of the TWINS
project after a successful demonstration of the pilot, private sector part-
ners have been involved to provide services to citizens. In the case of
infrastructure creation, government has leveraged assets like land for at-
tracting private sector investments to set up facilities like Hitec City. Simi-
larly, government has used the provision of a royalty free right of way for
attracting investments into setting up high-speed optical fibre networks.
The possible usage of such networks for e-governance applications inthe
future has in turn enhanced their commercial viability.
User charges

The implementation of iT projects results in delivery of better quality
services to the citizen. Citizens derive the extra convenience by making
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the services speedier, more transparent and easily accessible. For this
extra convenience the citizen could be prepared to pay an additional cost
over and above the normal statutory fee or charge. The government of
Andhra Pradesh has been contemplating the issue of suitable guidelines
to the departments in the matter of fixing user charges for providing IT
enabled services to the citizens, The implementation of the concept of
collection of user charges for providing IT enabled services opens up an
immense possibility for taking up a large number of the citizen services
projects, aimed at smoothening the government citizen interface. It is
assessed that the user charges will be quite nominal when compared to
the direct and indirect costs to be incurred by the citizen in availing the
services from government departments and agencies. This mode! would
resultin creating IT systems that are in equilibrium by themselves without
the government having to invest in the capital costs or in the recurring
costs.
Benefits of PPP for EG: Three sets of stakeholders benefit from the
Public Private Partnership model applied to e-Government.
Benefits to Government:

Minimizing financial outgo

Better liquidity

Protection against technology obsolescence

Speedier implementation of e-Government projects

Efficiencies in management

Betterimage
Benefits to Citlzen/Busingss:

Easy access to services

Single window/one-stop shop

24x7 convenience

Flexibility in the choice of access methods and devices

Saving of indirect cost and hardship
Benefits to private sector partners:

Reliable streams of revenue

Low risk

Creation of employment in the development, implementation and

delivery

Capturing business from related sectors (wider market initiatives)
lll. Prioritization Framework
The Rationale

Having developed the ICT Architecture and having realized the
importance of the key learning that followed from it, the Government of
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Andhra Pradesh seemed to be technologically equipped to build large
applications that would enable it to realize its grand vision of e-Gover-
nance. Very soon it was realized that the task of identifying the various
applications and prioritizing them for implementation was formidable. In
particular, the following challenges were confronted:

(@ Which are the applications that need to be taken up first, and
which later?

(b) How to identify the applications & projects, which, when imple-
mented would ensure that the global best practices in e-Govern-
ment permeate the related government depariments and agen-
cies?

(¢) What are the linkages, explicit & implicit, between the various
applications?

(d) What are the supporting policies and components of infrastruc-
ture that need to be put in place?

{e) Atwhat pace should the whole implementation proceed?

The Government of Andhra Pradesh felt that the answers to the
above questions can be found only through an exhaustive ground level
survey of the governance practices within its major departments and agen-
cies on one hand and of the global best practices in those sectors on the
other. This has led to engaging the consuitancy services of PWC for a
survey of 50 government departments with the development of an ‘e-Gov-
ernment blue print’ as a key deliverable.

The survey of the government departments proceeded along the
following steps:

- Logical grouping of secretariat departments, based on compa-
rable objectives / functions
High level assessment of key processes / support processes/
services for each of the logically grouped departments
Mapping of Core Processes across the departments
Prioritization of services based on a criticality and feasibility ma-
trix for each group.

Categorization of the services as those that need to be ‘Targeted',

Pursued, 'Permitted’ and 'Kept On Hold’ during the implementa-

tion of GoAP's e- Government Program.

Objectives of the e-Government Roadmap Survey of 50 departments

Typically, e-Government initiatives are implemented with a view to
achieve the end objectives in view. The 50 departments survey was taken
up to achieve the following objectives:

Identification of services / applications that have e-Government

*
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opportunities within / across departments
Assessment of the opportunities to apply Public Private Partner-
ship (PPP) Model which implementing the identified services/ap-
plications.
Preparation of high-level e-Government Roadmap/blue print for
GoAP covering aspects such as IT policies, Technology model
and the interdependencies of applications identified in different
departments.
Definition of Core E-Government Initiatives
Moving forward GoAP has attempted to identify core initiatives,
which provide maximum benefits to its stakeholders (citizens, businesses,
employees) and also form the backbone for future e-government initia-
tives. An initiative could be a policy, an infrastructure or an application.
Some of the key characteristics that have been considered by
GoAP in the identification of Core Initiatives are as follows:
) Usability by large no. of departments
Statewide geographical coverage
Impacts key stakeholders
1. Citizens (Urban and rural locations)
2. Business (Organizations/ institutions/ vendors
who deal with government)
3. Employees (serving and retired)
Any other key variable that is critical for the realization of State's
vision
Framework for Prioritization of Core E-Government Initiatives
‘The framework used for prioritization of Core Initiatives is shown
below:

High Criticality

Low Feasibility High Feasibllity

-t

Low Criticality

Figure 4 : Core Initiatives Prioritization Framework
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Core E-Government Initiatives of GoAP

Based on the application of the above framework and criteria,
GoAP has identified the Core Initiatives, and classified them according to
interdependent components. These initiatives provide GoAP an opportu-
nity to improve its efficiency in providing its services in a cost effective
manner. These are shown in Table 2 below.
Table 2 : Core Applications/Projects:

Initiatives

Description

1. OLTP - Online Transaction Pro-
cess System, focus on Citizen data
management system Integrated land
management system Geographical
Information System

* Provides a single window to citi-
zens to access the services
across multiple departments

e Archives horizontal and vertical
integration of departments at
Mandal (lowest administrative
unit), District and State levels.

2. E-seva (electronic services to citi-
zens acting as a single window)

® Rolling out E-seva across the
state

¢ Already implemented across the
state capital of Hyderabad

¢ 100% potential for PPP model

3. Single window for businesses

e Provide single window to busi-
ness to access the services
across multiple departments

® 100% potential for PPP model

4. Social Benefits Management Sys-
tem

¢ Monitoring and tracking various
welfare schemes

o Better targeting of beneficiaries

5. Complaints redressal -Help Desk
and Call Centre

Centralized complaints receipts,
distribution and tracking
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System

6. Integrated Financial Information

e Integration of applications in Fi-
nance department and its asso-
ciated departments

o Use of middleware product

7. E-Procurement

® Applying e-government concepts
and technologies to the area of
purchasing to reduce prices of
goods and services

»00% potential for PPP model
& CoTs solution preferred

e E-procurement to be handle d by
a govt-led private exchange
(govt.>15% stake)

system

8. Human resource management

o Centralised payroll and G2E por-
tal

¢ Self-service zone for 1 million
government employees.

tem (SmartGov)

9. Generic Office Management Sys-

o Workflow automation + KM in AP
Secretariat.

e A bundle of 483 applications
across 30 departments of Sec-
retariat.

Table 3 : Core Technology Infrastructure Initiatives

Initiatives

Description

10. Government Portal

e Common gateway for all state
services, applications, and infor-
mation

11. Secure intranet

o Communication infrastructure to
connect all the locations of gov-
ernment offices.

Connectivity available from
® Hyderabad to District offices
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12. Data center

¢ One central facility where the ap-
plication and database servers
are located

¢ To be implemented under a PPP
mode

o The focal point for hosting all major ap
plications and data of government de-
pariments.

13. Kiosks in rural areas

e Access points for rural location

elmplementation under PPP
model

14. Public Key Infrastructure

® Secure transactions over internef]
e Digital signature

*Implementation under PPP
model

15. |dentity cards for citizens

eUnique identification number
(SSID) for citizens based on
MPHS data

16. Data warehousing

® To analyze the huge historic data
generated in the computerized
departments & agencies.

17. 1T organization

o To manage the IT infrastructure

Table 4 : Core Policy Initiatives

18. Architecture

+ A compitation of open technology,
standards

» A set of best practices in deploy-
ment of ICT, with spl. reference,
to government.

e Already developed & published
on the Internet@ www.ap-it.com
in February,2002

e Standards have been man
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dated through Government order
for compliance by all depart-
ments/developers

e The Architecture developed is
being updated with latest tech-
nology developments

¢ Model to be improved incorporat-
ing role for NGOs

19. Security policy

¢ Already developed

20. PPP for e-government

® Policy for funding e-Government
initiatives

through G.O.Ms.No. 40 dt.
14.08.2001

21. Change management policy

¢ Framework to manage the Orga-
nizational change due to e-Gov-
ernment

22, Privacy policy

o How to safe guard the informa-
tion and provide confidence tof
stakeholders

Andhra Pradesh’s vision of e-Government — The Big Picture:-
Government of Andhra Pradesh conducted a research on various
aspects of e-Government over the last few years through implementation
of a few projects and through external consultancies. The concepts and
models developed in the process have been described in the foregoing
portion of this paper. it was felt appropriate to draw ‘The Big Picture’ by
visually representing all the components of e-Government (other than the
policies). The following picture emerged as a result of this effort.
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The 'Big Picture’ has sharpened the understanding of Govern-
ment of A.P of the key components of e-Government, their inter-se prior-
ity, interdependencies and linkages. The ‘Big Picture’ is not static but is
being constantly reviewed and fine-tu ned.

IV.6C MODEL FOR IMPLEMENTATION

A 6C model has been evolved forimplementation of e-governance
projects from the experience of implementing/ coordinating a number of
projects in the government departments. This model tries to incorporate
the essential features of a structured approachtoa successful implemen-
tation of I T projects. The 6C model comprises of the following:

C for Content

By ‘content’, we mean the application software that is capable of
translating the end objectives of an IT projectinto visible results. Content
is the heart of any IT project. The process of content development encom-
passes a whole range of activities starting with a comprehensive study of
the system, identification of the objectives and ending up with delivery of
the intended benefits to the citizens or other users of the IT system.

C for Competencies

Implementation and maintenance of e-Governiment projects through
IT professionals hired from the market is likely to result in failure of the
project as the organization is bound to disown such outsiders. Depart-
ments desirous of implementing major IT projects are required to simulta-
neously build up the required competencies at various levels. Typicatly,
cadres are to be built at 3 levels — top, middle and cutting-edge levels.

Chief Information Officers, at the top level, should be proficient
not only in the domain knowledge of the department but also in the various
IT skills. The role of the CIO, after the completion of the training process,
is to oversee the implementation of major IT projects in the parent depart-
ment.

Itis also absolutely essential to build a middle-level cadre of tech-
nical personnel at the district level in the departments intending to imple-
ment major }T projects- in parallel with the design and development of
application software to ensure thatthe department is self-sufficient in most
of the technical matters at the field level. Simultaneously with the design
and development of the application software it is necessary to identify the
required number of employees at the cutting edge leve!, who will have to
operate the computers when the project is implemented.

Project Management skills

Implementation of major T projects calls for immense skills in

project management. It is necessary to build these skills at the apex
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level. This not only sharpens the vision substantially, but also enables
overseeing the several activities in parallel and thereby reduces the total
implementation period.

C for Connectivity:

Widespread connectivity is a pre-requisite for provision of ser-
vices at any-time, any-where basis and to achieve significant productivity
gains in government agencies. Besides the APSWAN project, which con-
nects Hyderabad with all district head quarters, the Government is pro-
moting laying of optical fibre cables across the length and breadth of the
state, by the private sector. It is expected that in 3 years, connectivity
would not be a major issue.

C for Cyberlaws

The successful functioning of an IT project should nof be contin-
gent upon the whims and fancies of the personal likes and dislikes of
those at the decision-making levels. All major IT projects should derive
their legitimacy and strength from a suitably formulated cyber law. While
the Information Technology Act 2000 provides the basic framework for
giving legal support to IT projects implemented within the governments,
we are also required to undertake a specific exercise in the departments
impiementing maijor IT projects, to identify the legal provisions which need
to be specifically amended to take care of the requirements of the IT
systems.

Besides the above, it is necessary to attempt a detailed exami-
nation of ali the rules, procedures and forms in use by the department so
as to make them compatible with the re-engineered procedures and pro-
cesses of the IT system. The need for a separate set of laws to regulate
and govern the cyber-economy stems from two factors. Firstly, the sub-
ject matter of concern here is intangible and exists in the unseen digital
world, that defies the normal, time-tested methods of evidence and assur-
ance. Secondly, the traditional methods of jurisprudence are too slow for
the Internet world. The saying -Justice delayed is justice denied’ is acutely
true in the cyber-world! The IT Act essentiaily brings two fundamental
changes. Firstly, it gives legal recognition to the records maintained elec-
tronically. Secondly, it gives legal recognition to the process of authenti-
cation of electronic records by affixing digital signatures. Though the IT
Act 2000 excludes certain classes of documents from its applicability —
like power-of-attorney, trust, will, contracts relating to immoveable prop-
erty. — it is still a major step forward. We have to evolve methods of
operationalizing the Act very quickly to derive the intended benefit.

The IT Act brings with it a number of benefits like access control,
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authentication, data privacy and confidentiality, integrity, non-repudiation
and an institutional mechanism for management and audit of electronic
transactions. These features are immensely useful in several areas of e-
commerce, e banking, e-Government, telemedicine and the like.

C for Citizen Interface

However good the content, competencies, connectivity and
cyberlaw may be, it is of no use unless the citizens have an affordable and
ubiquitous access mechanism. There are several options like Citizen
Service Centres, Intemet Kiosks, Home PC's, Set-top-boxes etc. We should
plan how the services of an e-Government project are to reach the in-
tended beneficiaries, in a cost-effective manner while conceptualizing the
project itself.

C for Capital ’

The implementation of IT projects involves the mobilization of capital
investments as well as the funds required for maintenance of the systems
on a sustained basis. With increasing pressures on the fiscal systems,
governments are not in a position to extend an open- ended financial sup-
port to such projects. Against this background, it becomes increasingly
necessary and almost imperative to find new and innovative methods of
financing the IT projects.
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ANDHRA PRADESH - ELECTRONICS HARDWARE
POLICY

(Information Technology & Communications Department,

G.0.Ms.No. 41, and Dated: 21.08.2001})
1. Electronic Hardware is one of the fastest growing sectors of economy
in the worid today. To take advantage of the rapid growth of this sector for
the socio-economic development of its citizens, the Govt. of AP desires
to create a world-class vibrant hardware industry in the State. The State
shall match the best in the world in terms of innovation, quality, price and
agility of manufacture and by doing so, become the leader of the industry
in the country and achieve 10% market share by 2008.
2. The development of the industry will be done on the basis of the Indus-
trial Policy 2000 — 2005. Accordingly, the provisions of the new Industrial
Policy are fine tuned for the requirements of the Electronic Hardware sec-
tor in close association with the industry and a world-class consultant
with the following objectives:

i) developing benchmarks for the industry with respect to gio-

bai practices
i) identification of key drivers of growth and gap analysis
iii) assessment of market size and segments for the domestic
and export market

v) global and domestic competitive analysis, and

V) developing a road map for achieving excelience
3. The primary thrust of the policy will be towards creation of state-of-art
infrastructure such as power, water, telecommunication facilities includ-
ing internet connectivity, roads, and drainage etc. and “providing them to
the door step of the proposed industry” in identified areas. An area of
about 5000 acres adjacent to the proposed International Airport has been
identified for development of the Hardware Park. As a first step, the
APIIC in association with a renowned private sector agency, will develop
100 acres with reliable power, adequate water supply systems, accessi-
bility through a suitable road and transport network, sewerage systems
and effluent treatment systems etc., conforming to international norms,
on a pilot basis. The Govt. of Andhra Pradesh, will provide land to the
developers, against equity in the venture.

Telecommunications/high speed data communication facilities will

be provided at the pilot site. A Park Management Authority will be estab-
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lished to provide a single window system to ensure quick and hassle free
service to clients. As more industries are located in the Park, the area will
be expanded, ultimately covering the entire 5000 acres. The Park will be
extended into a logistics hub and will be the center of regional distribution.
It will provide Warehousing, Container Depots, and Distribution facilities.
Cargo movement through Air, Road, Rail and other Multi-modal transpor-
tation will be facilitated. The Park will be developed as an integrated town-
ship with all supporting facilities such as Housing, Hotels, Club houses,
Recreation and Sports facilities etc. The State Govt. intends to eventually
develop it as a Special Economic Zone as per the norms prescribed by
the Govt. of India.

4. For the development of the infrastructure in the pilot project and to meet
crucial batancing requirements from time fo time in other Hardware Parks
to be planned in future, a Hardware Infrastructure Development Fund (HIDF)
of Rs. 50 Crores will be created by the Govt. This will be used as seed
capital for development of the pilot project and will be used as a revolving
fund subsequently. Resources for the HIDF will be met out of the provision
for the AP Industrial Infrastructure Fund. The Fund shall also provide for
accruals through contributions, levies and other sources of income from
the industry to make it self-sustaining.

5. Agility of manufacture is critical to the growth of the hardware industry.
The Govt. of India has provided various mechanisms to ensure such agility
through creation of Special Economic Zones. To capitalize on the benefits
of SEZs, GoAP will promote the development of such zones wherever
feasible. The Govt, will also demarcate an exclusive area for the hardware
manufacture within the SEZ notified in Visakhapatnam.

6. The following incentives will be provided to the Electronic Hardware
Industry in the State:

i. Hardware Industry will be exempted from statutory Power cuts

ii. Whenever industries are lacated in places other than designated indus-
trial areas, the Govt. will share the cost of infrastructure up to 25% or Rs.
100 takhs whichever is less, if such a location is otherwise justified.

iii. 50% exemption will be allowed on Stamp duty, Registration and trans-
fer duty on purchase of lands meant for industrial use. Exemption of
Stamp duty and registration fee for loan agreements, credit deeds, mort-
gages and hypothecation deeds executed by the industries in favour of
Banks or Financial institutions, wil! also be allowed.

iv. 20% Investment Subsidy on capital investment on land, buildings and
plant & machinery up to a maximum of Rs.20 lakhs will be given to eligible
SSI and tiny units. Out of this 50% up to a maximum of Rs. 10 lakhs will
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be given as a cash subsidy. The balance subsidy of 50% up to a maxi-
mum of Rs. 10 lakhs will be provided for the following purposes:

1. Import of new (not second hand) machinery

2. Training of entrepreneurs

3. Training of workers

4. Testing and certification facilities for raw material and finished products
v. An additional cash subsidy of 10% on capital investment subject to a
limit of Rs. 10 lakhs will be given to SC/ST entrepreneurs in the eligible
S8l and tiny units.

vi. The need for conversion of land used from agricultural use to industrial
use will be dispensed with except in the tank bed lands.

vii. All industrial units will be exempted from payment of Non —Agricultural
Land Assessment.

viii. In case of Mega projects with capital investment exceeding Rs.500
Crores (US $ 100 million) Govt. may consider a special package of incen-
tives except tax-based incentives on a case-to-case basis. These incen-
tives are provided under the provisions of the new Industrial Policy vide
G.0O.Ms. No. 9, dated 5.1.2001, Industries & Commerce (IP) Department.
7. On the lines of G.0.Ms.No.28, dt. 21-4-2001, Labour Employment Train-
ing and Factories (Lab.ll) Department, the hardware sector shall be per-
mitted self-certification in the prescribed format under the following Labour
Laws:

a. The Factories Act, 1948 and Andhra Pradesh Factories Rules, 1850;
b. The Maternity Senefit Act, 1961 and Rules made there under,

¢. The Andhra Pradesh Shops and Establishments Act, 1988 and the
Andhra Pradesh Shops and Establishments Rules, 1990,

d. The Contract Labour (Regulation and Abolition) Act, 1970 and Andhra
Pradesh Contract Labour (Regulation and Abolition) Rules, 1971;

e. The Payment of Wages Act, 1936 and the Andhra Pradesh Payment of
Wages Rules, 1937,

f. The Minimum Wages Act, 1948 and the Andhra Pradesh Minimum Wages
Rules, 1949; and

g. The Employment Exchanges (compulsory Notification of Vacancies)
Act, 1959.

8. No self-certificate need be issued in respect of the Workmen'’s Com-
pensation Act, 1923. However, the Government and their authorized offic-
ers shall have full powers to inspect the above related Industries at any
time on any complaint received, and to take action on the erring manage-
ments for the deviations, if any found, as per Acts and Rules made there
under, The Government shall examine the other areas where self-certifica-
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tion is fcasible.
9. In order to develop a “green” Hardware Industry in the State, the Govt.
shall levy an Environment Tax equal to the cost of plantation and mainte-
nance for 5 years for raising of green belts. Industries who raise green belt
to the extent stipulated will be exempted from payment from this tax.
10. To control poliution and to ensure effective waste and effluent treat-
ment, the Govt. will develop independent environmental audit agencies in
association with the industry. The industry will be free to conduct environ-
mental audits on their own or through private agencies. The Pollution Con-
trol Board will evaluate such independent environmental audits wherever
required.
11. Single Window registration for clearance will be made compulsory by
jaw. In the case of EOUs such clearances will be handled by STPI,
Hyderabad. In SEZs the concerned Development Commissioner will handie
such clearances. For all ather units the GoAP will constitute a suitable
authority.
12. To provide a conducive environment for speedy manufacture of Elec-
tronic
Hardware in the State, the State Government will take up relevant issues
with the Govt. of India for simplification of Customs and Central Excise
laws and for faster Airport clearances.
13. For the purpose of this policy the Electronic Hardware Industry will
include electronic components, digital electronic equipment and interme-
diate products and specified Telecom products as per annexure of the
WTO-T agreement {Annexure)
14. The IT&C Department shall issue detailed guidelines for the imple-
mentation of the Policy separately.
15. This order issues with the concurrence of the Finance Wing of the
Finance & Planning Department vide C.O.No. 3976/PFS/01, dated
17.08.2001.
ANNEXURE
Products covered under the definition of Electronic Hardware
(Please see para 13 of GO Ms. No: 41, IT&C Dept., dated 21-8-
2001)

There are two attachments to the Annex.
Attachment A lists the HS headings or parts thereof to be covered.
Attachment B lists specific products to be covered by an | TA wherever
they are classified in the HS.
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Attachment A, Section 1

HS 96 HS description

3818 Chemical elements doped for use in electronics, in form
of discs, wafers or similar forms; chemical compounds
doped for use in electronics

8469 | 11 | Word processing machines

8470 Calculating machines and pocketsize data recording, re-
producing and displaying machines with a calculating func-
tion; accounting machines, postage franking machines,
ticket issuing machines and similar machines, incorpo-
rating a calculating devices; cash registers

8470 | 10 |Electronic calculators capable of operating without an
external source of electric power and pocket size dala
recording, reproducing and displaying machines with cal-
culating functions

8470 | 21 | Other electronic calculating machines incorporating a print-
ing device

8470 | 29 |Other

8470 | 30 | Other calculating machines

8470 | 40 | Accounting machines

8470 | 50 jCashregisters

8470 | 90 | Other

8471 Automatic data processing machines and units thereot;
magnetic or optical readers, machines for transcribing data
onto data media in coded form and machines for process-
ing such data, not elsewhere specified or included:

8471 | 10 | Analogue or hybrid automatic data processing machines

8471 | 30 |Portable digital automatic data processing machines,
weighing no more than 10 kg. Consisting of at least a
central processing unit, a keyboard and a display

8471 | 41 |Other digital automatic data processing machines

comprising in the same housing at least a central
processing unit and an input and oulput unit, whether or
not combined
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8471 | 49 | Other digital automatic data processing machines presented
in the form of systems

8471 | 50 |Digital processing units other than those of subheading
8471 41 and 8471 49, whether or notin the same housing
one or two of the following types of units; stcrage units,
input units, output units

8471 | 60 |Input or output units, whether or not containing storage
units in the same housing

8471 | 70 |Storage units, including central storage units, optical disk
storage units, hard disk drives and magnetic tape storage
units

8471 | 80 |Other units of automatic data processing machines

8472 | 90 |Automatic teller machines

8473 | 21 |Parts and accesscries of the machines of heading No.
8470 of the electronic calculating machines of subhead-
ing 8470 10, B470 21 and 8470 29

8473 | 29 |Parts and accessories of the machines of heading No.
8470 other than the electronic calculating machines of
subheading 8470 10, 8470 21 and 847029

8473 | 30 |Parts and accessories of the machines of heading No.
8471

8473 | 50 |Parts and accessories equally suitable for use with ma-
chines of two ar mare of the headings Nos. 8469 to 8472

8504 | 40 |Static converters for automatic data processing machines
and units thereof, and telecommunication apparatus

Ex 50 |Other inductors for power supplies for automatic data pro-

8504 cessing machines and units thereof, and telecommunica-
tion apparatus

8517 Electrical apparatus for line telephony or line telegraphy,
inctuding the telephone sets with cordless handsets and
telecommunication apparatus for carrier current the sys-
tems or for digital line systems; videocphones;

8517 | 11 |Linetelephone sets with cordless handsels

8517 | 19 |Other telephone sets and videophones

8517 | 21 | Facsimile machines
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8517 | 22 | Teleprinters
8517 | 30 | Telephonic or telegraphic switching apparatus
8517 | 50 |Otherapparatus, for carrier current line systems or for digi-
tal line systems
8517 | 80 |Otherapparatus including entry phone systems
8517 | 90 |Parts of apparatus of heading 8517
Ex 10 | Microphones having a frequency range of 300 Hz to 3,4
8518 KHz with a diameter of not exceeding 10 mm and a height|
not exceeding 3mm, for telecommunication use
Ex 30 | Line telephone handsets
8518
Ex | 29 |Loudspeakers, without housing, having a frequency range
8518 of 300 Hz to 3,4 KHz with a diameter of not exceeding 50
mm, for telecommunication use
8520 | 20 | Telephone answering machines
8523 | 11 | Magnetic tapes of width not exceeding 4mm
8523 | 12 | Magnetic tapes of width exceeding 4 mm but not exceed-
ing 6.5 mm
8523 | 13 | Magnetic tapes of a width exceeding 6.5 mm
8523 | 20 |Magnetic discs
8523 | 90 |Other
8524 | 31 | Discs for laser reading systems for reproducing phenom-
ena other than sound orimage
Ex | 39 |Other
8524 For reproducing representation of instructions, data, sound
and image recorded in a machine readable binary form,
and capable of being multiplied or providing interactivity to
a user, by means of an automatic data processing ma-
chine
8524 | 40 [Magnetic tapes for reproducing phenomena other than
sound orimage
8524 | 91 |Media for reproducing phenomena other than sound or

image
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Ex | 22 {Other
8424 For reproducing representations of instructions data, sound
and image recorded in a machine readable binary form,
and capable of being multiplied cr providing interactivity to
a user, by means of an automatic data processing ma-
chine |
Ex | 10 | Transmission apparatus other than apparatus for radio
8425 broadcasting or television
8525 | 20 | Transmission apparatus incorporating reception apparatus
Ex | 40 | Digital still image video cameras
8425
Ex Partable receivers for calling, alerting or paging
8527
Ex | 10 ! Aerials or antenna of a kind used with apparatus for radio
8529 telephoning and radio telegraphing parts of
Transmission apparatus, other than apparatus for radio
broadcasting of television
Ex 80 | Transmission apparatus incorporating reception apparatus
8529 Digital still image video cameras Portable Receivers for}
calling alerting or paging
8531 Indicator panats incorporating liquid crystal devises (LCD)
or light emitting bodies (LED)
Ex Parts of apparatus of sub-heading 8531, 20
8531
8532 lectrical capacitors, fixed variable or adjusiable (preset)
8532 | 10 | Fixed capacitors designed for use in 50x60 Hz circuits
and having a reactive power handiing capacity of not less
than 0,5 kbar (power capacitors)
8532 | 21 | Tantalum fixed capacitors
8532 | 22 j Aluminum electro-lighting fixed capacitors
8532 | 23 | Ceramic dielectric, single layer fixed capacitors
8532 | 24 | Ceramic dielectric, multi layer fixed capacitors
8532 | 25 | Dielectric, fixed capacitors of paper or plastic
8532 | 29 | Other fixed capacitors
8532 | 30 | Variable or adjustable (preset} capacitors
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8532 | 90 |Parts

8533 Electrical resisters {including rheostats and potentiom-
eters), other than heating resistors

8533 | 10 | Fixed carbon resistors, composition or film types

8533 | 21 | Other fixed resistors for a power handling capacity not
exceeding 20W

8533 | 29 | Other fixed resistors for a power handling capacity of 20W
or more _

8533 | 31 | Wire-wound variable resistors, including rheostats and
potentiometers, for a power handiing capacity not exceed-
ing 20W

8533 | 39 |Wire-wound variable resistors, including rheostats and
potentiometers, for a power handling capacity of 20W or
more

8533 | 40 | Other variable resistors, including rheostats and potenti-
ometers

8533 { 90 [Parts

8534 Printed circuits

Ex | 50 |Electronic AC switches consisting of optically coupled in-

8536 put and output circuits (insulated thyristor AC switches)

Ex | 50 |Electronic switches, including temperature protected elec-

8536 tronic switches, consisting of a transistor and a logic chip
(chip-on-chip technology) for a voltage not exceeding 1000
volts

Ex 50 | Electromechanical snap action switches for a current not

8536 exceeding 11 amps

Ex | 69 | Plugs and sockets for coaxial cables and printed circuits
8536

Ex | 68 |Connection and contact elements for wires and cables
8536
8541 Diodes, transistors and similar semiconductor devices,

photosensitive semiconductor devices, including photo-
voltaic cells whether or not assembled in modules or made
up into panels; light emitting diodes; mounted piezoelec-
tric crystals:
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8541 | 10 | Diodes, other than photosensitive or light emitting diodes

8541 | 21 | Transistors, other than photosensitive transistors, with 3
dissipation rate of tess than 1 W

8541 | 29 | Transistors, other than photosensitive transistors, with a
dissipation rate of 1 W or more

8541 | 30 | Thyristors, diacs and triacs, other than photosensitive
devices

8541 | 40 | Photosensitive semiconductor devices, including photo-
voltaic cells whether or not assembled in modules or made
up into paneis; light emitting diodes

8541 | 50 | Other semiconductor devices

8541 | 60 | Mounted piezoelectric crystals

8541 | 90 |Parts

8542 Electronic integrated circuits and micro assembles

8542 | 12 | Cards incorporating an electronic integrated circuit

8542 | 13 | Metal oxide semiconductors (MOS technology)

8542 Circuits obtained by bipolar technology

8542 Other monolithic digital integrated circuits including cir-
cuits obtained by a combination of bipolar and MOS tech-
nologies (BIMOS) technology

8542 | 30 [ Other monolithic integrated circuits

8542 | 40 | Hybrid integrated circuits

8542 | 50 | Electronic micro assemblies

8542 | 90 | Part

8543 | 81 | Proximily cards and tags

8543 | 89 | Electrical machines with translation or dictionary functions|

Ex | 41 | Other electric conductors, for a voltage not exceeding 80V,

8544 fitted with connectors, of a kind used for telecommunica-

tions
Ex | 49 | Other electric conductors, for a voltage not exceeding 8QV,
8544 not fitted with connectors, of a kind used for telecommuni-

cations
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Ex | 51 [Other electric conductors, for a voltage exceeding 80V

8544 but not exceeding 1000V, fitted with connectors, of a kind
used for telecommunications

8544 | 70 | Optical fibre cables

9009 | 11 | Electrostatic photocopying apparatus, operating by repro-
ducing the original image directly onto the copy {direcl
process)

9009 | 21 | Other photocopying apparatus, incorporating an optical
system

9009 | 90 | Parts and accessories

9026 Instruments and apparatus for measuring or checking the
flow, level, pressure or other variables of liquids or gases
(for example, flow meters, level gauges, manometers, hea
meters), excluding instruments and apparatus of heading
No.9014, 9015, 9028 or 9032)

9026 | 10 | Instruments for measuring or checking the flow or level of]
liquids

9026 | 20 |Instruments and apparatus for measuring or checking pres-
sure

9026 | 80 | Other instruments and apparatus for measuring or check-
ing of heading 9026

9026 | 90 | Parts and accessories of instruments and apparatus of
heading 9026

9027 | 20 | Chromatographs and electrophoresis instruments

9027 | 30 | Spectrometers, spectrophotometers and spectrographs
using optical radiators (UV, visible, 1R)

9027 | 50 | Other instruments and apparatus using optical radiators
(UV, visible IR) of heading No. 9027

9027 | 80 | Otherinstruments and apparatus of heading No. 9027 (other
than those of heading No. 9027 10)

Ex | 90 | Parts and accessories of products of heading 9027, other]
8027 than for gas or smoke analysis apparatus and microtomes,
9030 | 40 | Instruments and apparatus for measuring and checking,

specially designed for telecommunications {for example,
cross-talk meters, gain measuring instruments, distortion
factor meters, psopho-meters)
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Attachment A, Section 2

Semiconductor manufacturing and testing equipment and parts thereof

HS Code

Description

Comments

Ex7017

10

Quariz reactor tubes and holders de-
signed for insertion into ditfusion and oxi-
dation furnaces for production of semicon-
ducter walers

For Attach-
ment B

Ex 8419

89 [Chemical vapor deposition apparatus for

semiconductor production

For Attach-
ment B

Ex 8419

90 |Parts of chemical vapor deposition appa-

ratus for semiconductor production

For Attach-
ment B

Ex 8421

19

Spin dryers for semiconductor wafer pro-
cessing

Ex 8421

9N

Parts of spin dryers for semiconductor
wafer processing

Ex 8424

89

Deflash machines for cleaning and remov-
ing contaminants from the metal leads of
semiconductor packages prior to the elec-
troplating process

Ex 8424

89

Spraying appliances for etching, stripping
ot cleaning semiconductor wafers

Ex 8424

Parts of spraying appliances for etching,
stripping or cleaning semiconductor wa-
fers

Ex 8456

10

Machines for working any material by re-
moval of material, by laser or other light
or photo beam in the production of semi-
conductor waters

Ex 8456

N

Apparatus for stripping or cleaning semi-
conductor wafers g

For Attach-
ment B

B456

N

Machines for dry etching patterns on semi-
conductor materials

Ex 8456

Focused ion beam milling machines to
produce or repair masks and retiles for
patterns on semicanductor devices
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Ex 8456/ 99

Lesercutters for cutting containing tracks
in semiconductor production by laser
beam

For Attach-
ment B

Ex 8464 10

Machines for sawing monocrystal semi-
conductor boules into slices, or wafer into)
chips

For Attach-
ment B

Ex 8464 20

Grinding, polishing and lapping machines
for processing of semiconductor wafers

Ex 8464

Dicing machines for scribing or scoring
semiconductor wafer

B466 | H

Parts for machines for sawing mono crys-
tal semiconductor boules into slices, o
wafer into chips

91

Parts of dicing machines for scribing of]
scoring semiconductor wafers

N

Parts of grinding, polishing and lapping
machines for processing of semiconduc-
tor wafers

93

Parts of focused ion beam milling ma-
chines to produce or repair masks and|
recticles for patterns on semiconductor
devices ;

8466 | 93

Parts of laser cutters for cutting contact-
ing tracks in semiconductor production by,
laser beam

For Attach-
ment B

8466 | 93

Parts of machines for working any mate-
rial, by laser or other light or photo beam
in the production of semiconductor wa-
fers

93

Parts of apparatus for stripping or clean-
ing semiconductor wafers

For Attach-
ment B

8466

Parts of machines for dry etching patterns
on semiconductor materials

8477 10

Encapsulation equipment for assembly of
semiconductors

For Attach-
ment B
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8477

90

Parts of encapsulation equipment

For Attach-
ment B

8479

50

Automated machines for transpert, hal-
ing and storage of semiconductor wafer,
wafer cassettes, wafer boxes and other
material for semiconductor devices

For Attach-
ment B

8479

Apparatus for growing or pulling menoc-
rystal semiconductor boules

9011

Photomicrographic microscopes fitted
with equipment specifically designed for]
the handling and transport of semiconduc-
tor wafers or reticles

For Attach-
ment B

Ex 9011

Parts and accessories of optical stereo-
scopic microscopes fitted with equipment
specifically designed for the handling and
transport of semiconducter wafers or
reticles

For Attach-
ment B

Ex 9011

Parts and accessorles of photomicro-
graphic microscopes fitted with equipment|
specifically designed for the handling and

transport of semiconductor wafers or|

reticles

For Attach-
ment B

Ex 9012

10

Electron beam microscopes fitted with
equipment specifically designed for the
handling and transport of semiconductor|
wafers or reticles

For Attach-
ment B

Ex 8012

10

Parts and accessories of electron beam
microscopes fitted with equipment spe-
cifically designed for the handling and
transport of semiconductor wafers or
reficles

For Attach-
ment B

Ex 9017

Pattern generating apparatus of a kind
used for producing masks or reticles from
photo-resist coated substrates

For Attach-
ment B

Ex 9017

Parts and accessories for pattern gener-
ating apparatus of a kind used for pro-
ducing masks or reticles from photoresis{
coated substrates

For Attach-
ment B
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Ex 9017

90

Parts of such pattern generating
apparatus

For Attach-
ment B

Ex 9030

82

Instruments and apparatus for measuring
or checking semiconductor wafers or de-
vices

Ex 9030|

Parts of instruments and appliances fo:]
measuring or checking semiconducto
wafers or devices

Ex 9031

M

Optica! instruments and appliances for
inspecting semiconductor wafers or de-
vices or for inspecting masks,
photomasks or reticles used in manufac-
turing semiconductor devices

Ex 9031

Optical instruments and appliances for
measuring surface particulate contamina-|
tion on semiconductor wafers

Ex 9031

Parts and accessories of optical instru
ments and appliances forinspecting semi-
conductor wafers or devices or for in-
specting masks, photomasks or reticles|
used in manufacturing semiconductor
devices

Ex 9031

Parts and accessories of optical instru-
ments and appliances for measuring sur-
face particulate contamination on semi-
conductor wafers

Attachment B

Positive list of specific products to be covered by this agreement
wherever they are classified in the HS. Where parts are specified, they
are to be covered in accordance with HS Notes 2(b) to Section XVI and
Chapter 90, respectively.

Computers: automatic data processing machines capable of 1)
storing the processing program or programs and at least the data immedi-
ately necessary for the execution of the program; 2) being freely pro-
grammed in accordance with the requirements of the user; 3) performing
arithmetical computations specified by the user; and 4) executing, with-
out human intervention, a processing program which requires them to
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modify their execution, by logical decision during the processing run.

The agreement covers such automatic data processing machines
whether or not they are able to receive and process with the assistance of
central processing unit telephony signals, television signals, or other ana-
logue or digitally processed audio or video signals. Machines performing a
specific function other than data processing, or incorporating or working in
conjunction with an automatic data processing machine, and not other-
wise specified under Attachment A or B, are not covered by this agree-
ment.

Electric amplifiers when used as repeaters in line telephony prod-
ucts falling within this agreement, and parts thereof.

Flat panel displays (including LCD, Electro Luminescence, Plasma
and other technologies) for products falling within this agreement, and
parts thereof.

Network equipment: Local Area Network (LAN} and Wide Area
Network (WAN) apparatus, including those products dedicated for use
solely or principally to permit the interconnection of automatic data pro-
cessing machines and units thereof for a network that is used primarily for
the sharing of resources such as central processor units, data storage
devices and input or output units including adapters, hubs, inline repeat-
ers, converters, concentrators, bridges and routers, and printed circuit
assemblies for physical incorporation into automatic data processing
machines and units thereof.

Monitors: display units of automatic data processing machines
with a cathode ray tube with a dot screen pitch smaller than 0,4 mm not
capable of receiving and processing television signals or other analogue
or digitally processed audio or video signals without assistance of a cen-
tral processing unit of a computer as defined in this agreement.

The agreement does not, therefore, cover televisions, including
high definition televisions.

Optical disc storage units, for automatic data processing ma-
chines (including CD drives and DVD drives), whether or not having the
capability of writing/recording as well as reading, whether or not in their
own housings.

Paging alert devices, and parts thereof.

Plotters whether input or output units of HS heading No 8471 or
drawing or drafting machines of HS heading No 9017.

Printed Circuit Assemblies for products falling within this agree-
ment, including such assemblies for external connections such as cards
that conform to the PCMCIA standard.
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Such printed circuit assemblies consist of one or more printed
circuits of heading 8534 with one or more active elements assembled
thereon, with or without passive elements “Active elements” means di-
odes, transistors, and similar semiconductor devices, whether or not pho-
tosensitive, of heading 8541, and integrated circuits and micro assem-
blies of heading 8542.

Projection type flat panel display units used with automatic data
processing machines which can display digital information generated by
the central processing unit.

Proprietary format storage devices including media therefor for
automatic data processing machines, with or without removable media
and whether magnetic, optical or other technelogy, including Bernoulli
Box, Syquest, or Zipdrive cartridge storage units.

Multimedia upgrade kits for automatic data processing machines,
and units thereof, put up for retail sale, consisting of, at least, speakers
and/or microphones as well as a printed circuit assembly that enables the
ADP machines and units thereof to process audio signals (sound cards).
Set top boxes which have a communication function: a microprocessor
based device incorporating a modem for gaining access to the Internet,
and having a function of interactive information exchange.
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ICT POLICY 2002-2005 OF GOVT. ANDHRA PRADESH

- The Department of Information Technology and Communications,
Government of Andhra Pradesh, 10" July 2002 in Hyderabad announced
the launch of the first of its kind ICT Policy 2002-2005 at a memorable
evening among a gathering of top ICT company heads of the State. Hon'ble
Chief Minister of Andhra Pradesh, Sri N. Chandrababu Naidu graced the
occasion with his august presence and unveiled the ICT Policy to mark
yetanother firstin the state’s endeavours towards promoting the growth of
the ICT industry.

Path-breaking initiatives to promote ICT Industry...
a step towards realizing Vision 2020

GoAP's industry-friendly initiatives & IT incentives policy are in
line with the eGovernance vision of the State of “leveraging information
technology to attain a position of leadership and excellence in the infor-
mation age and to transform itself into a knowledge society”. These initia-
tives from the State government, first of its kind initiative from any govern-
ment, wili provide a huge thrust to the industry and enhance global busi-
ness opportunities for ICT players in the State besides providing efficient,
transparent and responsive citizen services.

ICT Policy 2002-2005

The ICT Policy augments the sound functioning of the ICT sector
to give it a new direction. The ICT Policy promotes growth of the ICT
industry in the state and benefits the IT hardware and software industries
thatincludes IT software, IT services and IT Enabled Services and the IT
infrastructure industries. The government also extends the Policy to tele-
communications companies, which include basic telecom service provid-
ers, VSAT, cellular companies, telecom infrastructure companies, ISP's.
To facilitate the overall growth of ICT industry in the state, the ICT Policy
2002-2005 has been formulated to create an environment to realize the
Vision 2020 and adoption of Information Technology in all aspects of de-
velopment inciuding e-govermnance.

This Policy gives a new direction to the ICT sector besides ex-
tending the earlier incentives, by providing a thrust in the following key
areas:

- Preference to AP Units for eGovernance Projects: Aweightage of
upto 10% in score shall be given to IT units with registered offices
in Andhra Pradesh, during the technical evaluation in all e-Gov-
ernment projects.
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Subsidy for SME’s for participation in International events: As a
first of its kind initiative, GOAP aims to enhance business oppor-
tunities for SME units in the State by enabling their participation
in international events. A 30% subsidy would be provided tothe
SME units, with turnover not exceeding Rs.10 crore in the pre-
ceding year, in respect of the stall rent payable for participation in
international events notified by the IT&C Department.

Promoting quality certification: To promote quality consciousness
and quality control among IT Companies, the Government shall
reimburse 20% of the cost incurred by an IT software company
on securing quality certification of SEI CMM Level 2 and above,
subject to a maximum ceiling of Rs. 4 lakhs.

Some of the incentives extended to IT companies in this Policy include:
Exemption from purview of AP Pollution Control Act, except in
power generation sets

Self-certification and exemption from inspections under Factories Act,

Maternity Benefit Act, AP Shops & Establishments Act, Contract

Labour Act, Payment of Wages Act, Minimum Wages Act, Employ-

ment Exchanges Act

Permission to run a three shift operation

Concessional power tariff - Under this scheme, IT units will be eligible

for a 25% rebate in power tariff for a period of 3 years from the date of

commencement of commercial operation

Reimbursement of stamp duty - A 50% reimbursement of the stamp

duty, transfer duty and registration fee wilt be allowed to ICT compa-

nies

Exemption from zoning regulations

Rebate in cost of land

Capital investment subsidy

Special provision for mega IT projects - with an investment of Rs. 50

crores and above

The government has also established an 1T-enabled single window

system for providing a smooth interface between industrial and busi-

ness units and the regulatory agencies of the government

Andhra Pradesh is the first state to promote ‘free right of way”

telecommunication aiong highways, thus supporting increased PC and
internet penetration and teledensity leading to broadband. Andhra Pradesh
is the 1gal ICT destination’ with the conducive business environment that
it fosters, and the various incentives given and the initiatives taken to
foster an environment to promote quality management, promote businesses
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and enhance citizen services through e-Governance.

INFORMATION AND COMMUNICATION TECHNOLOGY (ICT) POLICY
OF THE GOVERNMENT OF ANDHRA PRADESH - ICT POLICY 2002
(Information Technology & Communications Department, G.O.Ms No.27,

Dated. 27.06.2002)

The Government of Andhra Pradesh announced an industry-friendly
incentives policy for the IT sector.in May 1999, through the GO first read
above, to promote the growth of the T industry within the State. The IT
industry has grown significantly during the last 3 years, ata CAGR of over
80 %, with the exports of software reaching Rs.2855 crores for the year
2001-02, from a level of Rs.574 crores for the year 1998-99. The employ-
ment provided by the sector has grown from 12000 to 64000 during this
period. The scheme of incentives under the IT Policy 1999 has been ad-
ministered by a Consultative Committee on IT Industry (CCITI), consti-
tuted through the GO second read above. To mention a few facts and
figures, power tariff subsidy was provided to 153 |T companies, invest-
ment subsidy was provided to 26 IT companies, rebate in stamp duties
was given to 14 IT companies, besides allotment of land and exemption
from zoning regulations provided to 26 companies.

2. There has also been a significant progress in the implementation of
innovative projects in the area of e-Government, with the objective of de-
ploying the tools of ICT for increasing the efficiency of Government opera-
tions, providing better citizen services and above all, enhancing the qual-
ity of life of the citizens. These e-Government initiatives have acted as a
catalyst for the growth of the IT sector in the state,

3. The Government has also announced a Hardware Policy through the
GO third read above and a special policy for the IT Enabled Services
sector through the GO fourth read above.

4. The IT policy announced through the GO first read above was valid upto
24-5-2002. Considering the positive results of the IT Policy during the last
3 years, the Government feel that it is necessary to continue the thrust
being given to the ICT sector and give it a new direction. Accordingly, in
continuation and modification of all the orders issued earlier on the sub-
ject of ICT Policy, the Government approves the following policy for the ICT
industry.

5. Definitions:

a} IT Industry includes IT hardware and software industries. IT software
industry includes IT software, IT services and IT Enabled Services.

b} IT Infrastructure means the physical Infrastructure built by a firm or a
builder and sold/leased or transferred on lease-cum-sale to an IT Industry
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for its own use or the Infrastructure built by an IT Industry for its own use.

¢) Telecommunication companies include Basic Telecom Service Provid-

ers (fixed), VSAT, Cellutar (Mobile)} companies, Telecom Infrastructure

companies, ISPs and any other value added services licensed by Ministry

of Communications & IT, Government of India.

d) Date of commencement of commercial operations is the date on which

commercial operations are started, subject to furnishing of the first sale

bill/invoice.

6. Incentives available to the IT companies automatically:

{a) IT software units are exempt from the purview of the AP Poltution

Control Act, except in respect of power generation sets.

{b) IT units are exempt from the purview of statutory power cuts.

{c}IT units are exempt from inspections under the following Acts and the

Rules framed there under, barring inspections arising out of specific com-

plaints. The IT units are permitted to file self-certificates, in the prescribed

formats.

i. The Factories Act 1948

ii. The Maternity Benefit Act 1961

iii. The AP Shops & Establishments Act 1988

iv. The Contract Labour (Regulation & Aboilition) Act 1970

v. The Payment of Wages Act 1936

vi. The Minimum Wages Act 1948

vii. The Employment Exchanges (Compulsory Naotification of Vacancies)

Act 1859.

(d) General permission is accorded to the IT Software Industry to run a

three-shift operation.

7. Incentives to be sanctioned on application by the IT units:

. The Consultative Committee on T Industry (CCITI) - a joint committee with
representatives from the Government and the IT Industry with the compo-

sition and terms of reference specified in the

Annexure |- shall administer the following incentives on specific applica-

tion made by an IT unit.

{a) Concessional Power Tariff: New IT units, registered after the an-

nouncement of IT Policy 1999, shall be eligible for a 25% rebate in power

- tariff for a period of 3 years from the date of commencement of commer-

cial operations. (Annexure Il)

(b) IT software units shall be classified as industrial units for the purpose

of availing the industrial power tariff. (Annexure Il).

(c} Reimbursement of Stamp Duty: A 50% Reimbursement of the stamp

duty, transfer duty and registration fee, shall be allowed to;
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i. IT Infrastructure Companies on sale, lease or lease-cum-sale of built up
space to |IT Companies.

ii. Telecommunication Companies acquiring land on purchase, lease or
lease-cum- sale, for setting up their facilities and

il IT companies acquiring land on purchase, lease or lease-cum-salg, for
setting up facilities or IT Parks for their own use. This incentive shail be
allowed subject to the criteria laid down in Annexure Il

(d) Zoning regulations: IT software companies intending to establish facili-
ties for their own use and IT Infrastructure companies intending to set up
IT parks, are eligible for an exemption from the zoning regulations and
from the payment of conversion fee, subject to the criteria laid down in
Annexure-IV.

{e} Rebate in cost of land: IT companies establishing their own facilities
¢n land allotted by the Government or APIIC, are eligible for a rebate in
cost of land calculated at the rate of Rs.20,000 per job created. The eligi-
bility criteria, procedure for allotment of land and for availing of the rebate,
are specified in Annexure-V.

(f} Inveastment subsidy: An investment subsidy, to the tune of 20 % of the
fixed capital investment, shall be admissible for new iT units, subjectto a
ceiling of R$.20 lakhs. The subsidy shall be 25 % with a ceiling of Rs.50
lakhs in respect of entrepreneurs belonging to Scheduled Castes and
Scheduled Tribes. The eligibility criteria and the procedure are specified in
Anneoxure-Vi.

(g) Special provisions for mega projects: For Mega IT Projects, with
investment of Rs.50 crores and above, a special land-pricing scheme will
be applicable in respect of land allotted within the Hitec City layout. The
details of the special land pricing policy are given in Annexure - VIi.
Besides this, other incentives may also be sanctioned in respect of Mega
IT Projects, based on the gestation period of projects, pioneer nature of
projects, locational aspects, State of the Art Technology, profitability and
scope for further related investments.

(h) The CCITI shall endeavour to decide upon the applications for incen-
tives, within a maximum period of 4 weeks.

8. The Government also expresses its intention to bring in a suitable leg-
islation to establish an IT-enabled single window system for providing a
smooth interface between industrial and business units and the regula-
tory agencies of the Government.

9. With a view to promote the participation of IT units in international
avents, the Government will provide a 30% subsidy to the SME units,
with turnover not exceeding Rs. 10 crore in the preceding year, in respect
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of the stall rent payable for participation in international events notified by
the IT&C Department.
10. Preference to AP units in award of e-Government projects: A -
weightage of upto 10% in score shall be given to iT units with registered
offices in Andhra Pradesh, during the technical evaluation in all e-Govern-
ment projects. The Government of Andhra Pradesh has drawn up anam-
bitious plan of action for implementation of e-governance which is ex-
pected to create large opportunities in the ICT sector during the next 3
years. An over view of the vision of the government on e-governance can
be seen at Annexure VIil.
11. Reimbursement of expenditure on quality certification: With a
view to promote quality consciousness among |T Companies, the Govern-
ment shall reimburse, prospectively, 20% of the cost incurred by an IT
software company on securing quality certification of SE! CMM level 2
and above, subject to a8 maximum ceiling of Rs.4 Lakhs. This incentive
shall be available only at one time in respect of an IT software company
even though it may go in for higher certifications at different periods.
12. The format of application, which is common for all the above incen-
tives, is at Annexure- [X.
13. This policy will be in force for a period of 3 years.
14. This order is issued with the concurrence of the Finance department
vide UO No. 2897/PFS/02 dtd. 11.06.02.
ANNEXURE -1

Consultative Committee on IT Industry
1. For administering the incentives to the ICT Industry in a smooth man-
ner, a high level coordination between the various Departments of the
Government and the Industry is required. For effectively resolving the prob-
lems, overcoming the impediments and ensuring growth of the IT Industry
in the State, a Consultative Committee on IT Industry (CCITI) with the
foliowing composition is constituted:

1) Principal Secretary, IT&C Department Chairman

2) CMD, AP TRANSCO Member

3) MD, APCPDCL Member

4)  Commissioner & IG Registration Member

5)  ED, APIIC Member

6) GM Telecom (to be nominated by CGM) Member

7) Representative of Labour Department Member

8) Representative of Commissioner Customs Member

9)  President, HYSEA Member

10) Secretary, HYSEA Member
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11)

12)
13)
14)
15)
16)
17)

One representative of IT Industry to be nominated in consulta-
tion with HYSEA Member

Representative of L&T Infocity Member

Joint Collector, R.R.District Member

Director, STPI, Hyderabad Member

Representative of Commissioner of Industries Member

08D, ITES, IT&C Department Member

JD (Promotions), IT&C Department Member Secretary

2. The CCITI shall act as a single window for granting incentives announced
through this ICT Policy.
3. The terms of reference of CCITI are indicated below:

a) To grant various incentives to ICT industry on examina-
tion of applications made by them.

b) Toresolve the problems inimplementation the ICT Policy
for speedy realization of the goals set forth.

¢) Toprescribe the procedures and to issue guidelines and
clarifications in the implementation of the ICT Policy.

4. The term of the CCITI shall be coterminous with the ICT Policy.

ANNEXURE -1l

25% Rebate in Power Tariff

25% Rebate in Power Tariff is provided to the new IT Industry,

Companies. Industrial Power Tariff is also admissible to the IT Industry
including those in the Urban Areas. This concession is available to IT
Industry as per the following terms and conditions:

a)

b)

c)

d)

1. Eligibility:

IT Companies registered on or after 25.05.1999 are eligible for
25% rebate in Power Tariff and for Industrial Category Power Tar-
iff.

IT Companies registered before 25.05.1999 would be eligible only
for Industrial Category Power Tariff prospectively subject to the
approval of CCITI.

The CCITI will consider the applications of all IT Companies after
one year from the date of commencement of commercial opera-
tions or earlier if substantial turnover is achieved by the IT Com-
pany.

Ali power connections should be in the name of the IT Com-
pany applying for concessions.

25% rebate in power tariff would be limited to a maximum of Rs.30
lakhs for Small Scale IT Units (for investments made in Plant &
Machinery upto Rs.1 Crore) and Rs.50 lakhs for large {T Units
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based on the consumption charges.

fi  The concession would be available for a period of 3 years from the
date of release of power or going into actual commercial produc-
tion whichever is earlier.

g) IT Companies located in multiple premises or having multiple
meters would be eligible for the concessions provided the power
connections are in the name of the IT Company, subject
however to the ceilings specified in (e), being computed on the
consumption at'through all such premises/meters put together.
2. Procedure:

a) The application form is available for download at http://www.ap.gov.in/
incentive Track/default.asp
b) The application can be submitted online by adopting the following steps:
* Register through URL http:/Aww.ap.gov.in/Incentive Track/newdetails/
regform.asp
* After registration, login through URL http://www.ap.gov.in/
Incentive Track/Login.asp
Complete the application and submit online.
3. The CCITI would consider the application and upon its approval a certifi-
cate would be issued by the Department of IT&C certifying the IT Com-
pany for being eligible for the 25% rebate in power tariff or for applicability
of industrial tariff or both.
ANNEXURE - IV

Exemption from Zoning Regulation
1. IT Software Units are exempted from the Zoning Regulations and the
payment of conversion charges for the location of IT Units as per the
following terms and conditions:
i) The conversion / exemption from land use zoning regulations for setting
up of Information Technology Software Units shall be made applicable
only in the following notified land uses in the Master Plan /Zonal Develop-
ment Plan.
a) Residential use zone.
b) Commercial use zone.
¢} institutional use zone.
d) Industrial use zone.
e} Conservation / Agricultural use zone.
ii) The conversion / exemption from land use Zoning Regulations as above
shall be applicable to the Information Technology Units which are notified
by the Information Technology & Communications Department.
it} Information Technology Software Units so notified by information Tech-
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nology and Communications Department are exempt from payment of
conversion charges,

2. Information Technology Parks being developed by Construction Firms /
Builders are exempted from the Zoning Regulations as per the following
terms and conditions:

i) The conversion / exemption from Zoning Regulations in land uses for
setting up of Information Technology Parks developed by Construction
Firm/Builders shail be made applicable only in the following notified land
uses in the Master Plan / Zonal Development Plan:-

(2) Residential use zone.

(b) Commercial use zone.

(c) Institutional use zone.

(d) Industrial use zone.

ii} Information Technology parks notified by Information Technology and
Communication Department are exempt from payment of Conversion
Charges.

iii} The conversion / exemption from Zoning Regulations is subject to the
following conditions:-

{a) The minimum area for the Information Technology Park for utilizing the
above exemption shall be 4000 Square Meters.

(b) The Information Technology Parks developed by Construction Firms /
Builders shall provide the amenities / infrastructure specific in List-l on a°
mandatory basis and those specified List-ll as desirable amenities suit
the needs of nformation Technology Industry.

{¢) The construction firm / builders shall furnish an undertaking to the
Local Authority that the built space shall be sold / leased / rented only to
Information Technology Units recognized by Information Technology and
Communication Department and if any Information Technology Firm va-
cates the same will be informed to the Information Technology and
Communication Department and subsequent lease etc., will be given only
to the units recognized by Information Technology and Communications
Department.

(d) The local authority shall obtain a Bank Guarantee for an amount equal
to twice the conversion charges.

{e) The ptemises will be inspected on completion by the Information Tech-
nology and Communication Department for ensuring and compliance with
the above stipulations before advising the Local Authority for discharge of
Bank Guarantee,

3. Procedure:

a) The application form is available for download at
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hitp://www.ap.gov.in/incentiveTrack/default. asp

b} The application can be submitted online:

« Register through URL http:/fiwww.ap.gov.in/incentive Track/newdetails/
regform.asp

» After registration login through URL http://www.ap.gov.in/

Incentive Track/Login.asp

Complete the application and submit online.

¢) The following documents should be submitted alongwith the applica-
tion:

i) Latest Annual Report.

ii) Copy of Title Deeds of the land in respect of which conversion is sought.
4. The Department of IT&C would issue a separate letter after the approval
ofthe CCITI.

5. The mandatory specifications are enumerated at List-| and desirable
amenities for afl IT Parks are at List If, which are enclosed to this Annex-
ure.

ANNEXURE -~V
Rebate in Cost of Land

IT Companies establishing their own facilities can avail rebate in
the cost of land linked to employment. The terms for allotting land and the
procedure for availing the rebate are specified below:

1. Conditions for Allotment of Land:
a) The rebate shall be applicable only in respect of lands allotted by Gov-
ernment/APHC with prospective effect;
b) The rebate shall be restricted to Rs. 20,000/ per job created or the cost
of the bare land (excluding development charges) whichever is less sub-
ject to a ceiling computed at the rate 0.30 acres for every 100 jobs cre-
ated. {Eg. If 3250 jobs are created the limit for allotment of land at
concessional price would be 9.75 acres}.
¢) The minimum number of employees to be hired by a company in order
to avail of the concession on land cost shall be 100 (corresponding to a
ceiling of 0.30 acres of land).
d) On areas allotted in excess of the limit i.e. the ceiling of 0.30 acres for
every 100 jobs created, no concessions would be applicable;
e) The minimum gross salary/ wage for an employment to be considered
to have been created would be Rs. 5000/- per month;
f) The period for which such employment would have to be sustained to be
eligible to be reckoned for this incentive shall be two years,
g) The number of employees to be considered for the purpose of this
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provision shall not exceed the number arrived at by the formula: [no. of
computer work stations at a location x (1.33) x number of shifts {of 8
hours each) operated by the company at the location];

h) Government shall specify suitable guidelines to ensure that the benefit
of this provision reaches a company only after it meets the stipulated
conditions regarding job creation and that the employment figures reported
are corroborated by other supporting data such as investment, turnover,
returns filed with RBI, returns filed with STPI, Hyderabad, etc.,

2. Eliglbility Criteria:

a). The concessions linked to employment generation will be limited
to the extent of the number of persons of Andhra Pradesh origin employed
by the company. A Company will be free to employ persons as per their
own policies. However, the concessions available under this incentive will
be restricted to the number of persons of AP origin employed by the com-
pany. For the purposes of this provision, a person of AP origin is defined
as specified below:

A resident of the State of AP.

Domiciled in the State of AP.

Born in the State of AP.

Studied in School/College/University in the State of AP.

A person either of whose parents was born or attended School/
College/University in State of AP or was domiciled in AP.

b) A resident of the State of AP is defined as a person sat-
|sfy|ng any of the following criteria:

Whose name finds place in electoral roll anywhere in Andhra

Pradesh

Whose name finds place in the citizens data malntamed by the

Revenue Department and is assigned with a multipurpose iden-

tity card no. (also termed SSID No:)

Who holds a ration card/telephone connection/gas connection in

his/her name or in the name of any member of his/her family.

Who is able to furnish any other proof of residents like drawal of

monthly salary through bank account.

A minimum time period of 2 years of residence in Andhra Pradesh
is stipulated for this purpose.

3. Performance Guarantee:

For availing the above rebate on cost of land a Bank Guarantee
has to be furnished for the rebate amount for a period as per the terms of
the MoU to be signed between the |T Company and the Government of
Andhra Pradesh. The format of Bank Guarantee is available at http://

&N UGN WO W W



E-Governance 50

apit.com/govtorders.html.

4, Computation:

a) For computing the number of eligible employees two schemes are pre-
scribed as below:

Scheme-A: Taking a count of the number of eligible employees at any
date chosen by the company within the maximum admissible period in
terms of the MoU signed between the Government and the IT Company.
Scheme-B: Counting the number of eligible employees on any conve-
nient date chosen/suggested by the company and counting the additional
number of eligible employees at the end of each year thereafter within the
maximum admissible period, in terms of the MoU signed between the
Government and the IT Company. The bank guarantee will be discharged
to the extent of eligible employees counted at the end of each pericd as
above, the count being done on an incremental basis.

b} The IT companies availing rebate may furnish the statement of names
and number of eligible employees after satisfying themselves of compii-
ance with the eligibility criteria and furnishing a declaration to the effect.
5. Procedure:

a) The application form is available for download at
http:/mwww.ap.gov.in/incentive Track/default. asp

b) The application can be submitted online:

‘Register through URL: http'lfwww ap.gov.in/incentiveTrack/newdetails/
regform.asp

» After registration login through URL http://www.ap.gov.in/
IncentiveTrack/Login.asp

Complete the application and submit online.

¢) Project Report shouid be submitted along with the application.

6. The Department of IT&C would enter into a Memorandum of Under-
standing (Mol) with the IT Company on receiving approval from CCITI. The
format of MoU is available at http://apit.com/govtorders.himl

ANNEXURE - VI
Investment Subsidy

Investment Subsidy is available to new IT Companies set up
after 25.09.1999 on fixed capital Investment as per the following terms
and conditions:
1. Definition:

Fixed capital investment (land & building, plant, machinery and
equipment including hardware & software) wherever referred to in this or-
der shall always mean the original fixed capital invested in the project
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before depreciation.

2. Eligibility: |

(a) All new IT Companies, which have commenced their commercial op-
erations after 25.05.1999 and have filed for investment Subsidy within 1 :
year from the date of commencement of commercial operations would be
eligible.

(b) Existing industrial units establishing separate/new IT unit with
separate identifiable investment will be eligible. “Separate Identifiable In-
vestment" shall mean that the new IT Unit should not have any production
linkage with the existing business process, i.e. if the existing Industrial
unit is already an IT Company, then it will not be eligible for Investment
Subsidy under Separate Identifiable Investment. The new IT Unit should
be in a separate building, should maintain separate books of accounts
and project should be appraised independently by financial institution as
aviable project. A new project wilt not, however, be regarded as a "Sepa-
rate Identifiable Investment” if the utilities of the existing unit for water,
electricity are extended to the new 1T Unit.

(c) IT Industry availing rebate on land cost will not be eligible for availing
this subsidy.

3. Procedure:

(a) IT Companies should file the applications for applications with GM,
District Industries Centre of the concerned District for availing Invest-
ment Subsidy. The address of the respective GM, DIC can be obtained
from the AP Portal (www.aponiine.gov.in) or from: Office of the Commis-
sioner of Industries, Chirag Ali Lane, Abids, Hyderabad-500 001, Tele
Phone:040-3201235, Fax:040-3201335, Email: ci@industry.ap.nic.in.

(b) The GM, DIC will certify the fixed capital Investment made by
an IT Company including the date of commencement of commercial op-
erations as per the detailed guidelines given in the Industrial Policy of
Andhra Pradesh.

(c) The Consultative Committee on Information Technology Indus-
try (CCITI) shall sanction the Investment Subsidy based on the merits.
4. The Department of IT&C would issue separate orders for the disburse-
ment of the Investment Subsidy on receiving approval from the CCITI.

5. More details are available in Industrial Policy G.O.Ms.No.9, Industries
and Commerce (IP) Department, dtd.05.01.2001 alongwith guidelines for
implementation of scheme for Investment Subsidy from URL http://ap-

it. com/incentivesgo/qono9.pdf3
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ANNEXURE - ViI
Special provisions for Mega Projects

1. A special land pricing policy for the sale of land in and around Hitec City
for Mega IT Projects is provided as per the following terms and conditions:

a)
b)

c)

d)

€)

An IT project with an Investment of Rs.50 crores or more is treated
as a Mega Project.

The land shall be offered-at a cost of Rs.50 lakhs (Rs.5 million)
per acre at the Hitec City layout prospectively for Mega T Projects.
Rebate in the cost of land linked to employment @ Rs.20,000/-
per job created would be available (as per the details in Annexure
-V) limited to the cost of land i.e.Rs.50 lakhs per acre.
APIC/L&T Infocity will limit the development charges to Rs.30
lakhs (Rs.3 million) per acre only for Mega IT Projects.

The incidence on account of premium on FAR (Floor Area Ratio)
to be imposed by Cyberabad Urban Development Authority wilt
be limited to Rs.20 lakhs per acre in respect of Mega I T Projects.
If necessary the additional cost over and above Rs.20 lakhs per
acre, if any, but limited to FAR of 1:1.75 only, will be paid from the
budget of IT&C Department.

The above land pricing structure will be valid upto 31.12.2003.
The land allotted under the Mega IT Project incentive scheme
cannot be alienated or transferred in future for any purpose other
than to a person/company undertaking IT or ITES activity speci-
fied by the IT Policy and the ITES Policy respectively.

2. The application for allotment of iand for establishing a Mega T Project
should be submitted in the format available at the following URL:

a) The application form is avaitable for download at hitp://www.ap.gov.in/
IncentiveTrack/default. asp

b) The application can be submitted online:

* Register through URL http:/Avww.ap.gov.infincentive Track/newdetails/
regform.asp

* After registration login through URL http://iwww.ap.gov.in/
IncentiveTrack/Login.asp

Complete the application and submit online.

c) Detailed Project Report to be submitted along with the application.
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E-GOVERNANCE INITIATIVES OF GOVERNMENT
OF ANDHRA PRADESH

Government of Andhra Pradesh has embarked upon eGovernance
initiatives with an objective to offer to its citizens, a Simple, Moral, Ac-
countabie, Responsive and Transparent (SMART) Government, providing
convenient, anytime, anywhere services without geographical constraints.

With this aim, GoAP has implemented a large number of
eGovernance projects like eSeva, a comprehensive citizen services portal
— AP Online (www.aponline.gov.in), Computer-aided Administration of
Registration Dept (CARD), Citizen-Friendly Services of Transport Depart-
ment (CFST), electronic files and knowledge management systems -
SmartGov and KM Atom, Land Records Management Information Sys-
tem (LRMIS), Integrated Financial Information System (IFIS), Computer-
ized Operations for Paolice Services (eCOPS), eProcurement, COMPACT
{Commercial Taxes), Online Transaction Processing System (OLTP) etc.
The primary focus of these initiatives has been fulfillment of service to the .
citizens, in a manner the citizens' want.

Inrecent months, the eProcurement project has achieved remark-
able resuits, with more than 656 tenders worth Rs. 2266 crores processed
by this system. This web-based system whose services are accessed by
participating departments through an ASP (Application Service Provider)
model, has resulted in a reduction in the cycle time for large engineering
tenders from 6 months to 1.8 months, increase in the average number of
bids per tender from 3.4 t0 6.7, and has enabled finalization of tenders at
an average of more than 20% below the initial estimates. Overall savings
to the government through use of this system alone are estimated to be
more than Rs. 200 crores so far, apart from several indirect benefits of
greater transparency, reduced implementation time for projects and a sig-
nificant simplification of the underlying processes. Success in
eProcurement has triggered several related projects in engineering de-
partments that leverage the full power of information technologies for all
their processes.

Projects taken up in the area of heaith and family welfare include
a comprehensive Family Welfare and Heaith Information Management Sys-
tem (FHIMS), Computerization of Hospitals and Telemedicine involving
multiple hospital chains. Effective use of PDAs by Auxillary Nurses and
Midwives {ANMs) in the rural area is a notable feature of the India Health
Care project taken up jointly by Government of AP and CMC Limited in
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conjunction with the FHIMS project. In the area of education, computer
literacy programme has been taken up in more than 1000 schools, a
comprehensive database of all children in the school-age group has been
built up that will shortly be supported by 4700 Mandal Resource Persons
(and supervisory officers) with PDAs having such information for all schools
in their respective areas, and comprehensive computerization of educa-
tion department has been taken up. These systems bring o life the con-
cept of information flowing seamlessly from PDA to portal and are de-
signed to bring about tremendous transparency and changes in these
crucial areas. Apart from these, in collaboration with ISRO, the state has
also set up an Andhra Pradesh Network (APNET), that currently tele-
casts 4 channels focusing on school and college education, professional
(technicai, engineering and medical) education, training to employees,
training and support to self-help groups. Its programmes include a spec-
trum of pre-recorded as well as live, interactive programmes, in which
students and other participants at around 1800 institutions across the
state can actively participate.

The Government of AP has also been a pioneer in creating a
comprehensive multipurpose household database system (MPHS) that is
now accessible over APOnline and serves as a common shared resource
for various projects that use citizens' data. The electoral rolls for the entire
state can also be accessed through APOnline. :

A large number of recent projects, implemented with in-house
resources, have leveraged web-based technologies and created statewide
information systems for Performance Tracking (PTS), Food-for-Work {FFW)
& SGRY, Drought Relief, A P Micro Irrigation Project (APMIP), Koti Varalu
(1 crore boons), agriculture and allied areas. These projects bring in re-
markable transparency into major programmes, with data of these
programmes made available on the Internet with facilities to drill down to
the data pertaining to each habitation and village, and a provision for a
common man to file complaints and if required, question the accuracy of
the data.

Another notable initiative is a Call Centre (Parishkaram), that can
be accessed toll-free from any BSNL phone throughout the state and
provides information and expert advice and receives complaints and re-
quests for various services, initially focusing on agriculture and allied ar-
eas. This project has been in operation for the past six months and is
planned to be extended to eventually provide information, services and
grievance handling for all departments.

Projects currently under implementation include a Human Re-
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sources Management System (HRMS), that would eventually cover all
the 1.2 million employees of the government as well as a comprehensive
Social Benefits Management System (SBMS), that facilitates easy ac-
cess to benefits for various priority segments of population such as SCs,
STs, BCs, Mincrities, Physically Handicapped, Women and Children, and
hostel students.

Andhra Pradesh has also'made significant investments in creat-
ing an enabling environment for eGovernance. The state was the first in
the country to come out with a comprehensive IT architecture, prepare its
security policy, try out Public Key Infrastructure (PKI), create a State
Wide Area Network (APSWAN), and extensively use video-conferencing
and tele-conferencing. AP has also been in the forefront in using Geo-
graphical Information Systems (GIS) in.Forest Management, Roads and
Irrigation. The forest cover status is monitored on an annual basis using
the remote sensing and GIS technologies. The transfers and postings of
forest sub-ordinates is taken up through counseling based on their perfor-
mance for the year, which includes the forest cover status as well. Inthe
past 2 years nearly 6000 transfers have been affected using this objective
methodology thus rewarding the good workers. The state is also about to
adopt and publish its Data Standards and Metadata Framework that would
enable extensive interoperability across software projects and applica-
tions. It is relevant to note that many eGovernance projects implemented
by Government of Andhra Pradesh follow an architecture and design that
would enable them to be quickly replicated throughout the country — tech-
nology partners are also encouraged by the Government of AP to create
not just solutions for AP but products that can be customized and de-
ployed elsewhere with ease.

Having created an extensive network of eSeva Centres in all the
municipal areas of the state, operationalized the citizen services portal
APOniine and initiated the setting up of 2500 kiosks in semi-urban and
rural areas {(out of which around 911 kiosks are already operational as on
31-12-2003), the State is now making a transition to a system where the
concerns of front-end service delivery mechanisms are separated from
back-end processes within departments and organizations, using a core
middle layer comprising of a Unifie messaging gateway and some other
components that will provide key enterprise-wide services. Projects for a
statewide broadband network (A P State Communication and Information
Network) and suitable data centre(s) are initiated to support this system.
This system would facilitate several competing front-ends, providing basic
and value-added services to the citizens, providing them much needed
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choice of service providers even for government services, while helping
government departments and organizations to rapidly configure and offer
new services, making use of an extensive service delivery network. This
framework would also enable new services to be added by various depart-
ments (handling the back-end processes) without requiring extensive plan-
ning and investment into conventional departmental computerization
projects.

The State has successfully built a large pool of more than 100
Chief Information Officers, trained in four spells of about three months
each by !IM, Ahmedabad and Dr. MCRHRD Institute of AP, as profes-
sional managers of IT within Government. The state has also created a
pool of technical personnel (District and Department Information Officers
- DIOs), who are thoroughly trained in the latest technologies, especially
in rapid creation and deployment of web services.

The primary aim of these initiatives is to provide to the citizens of
AP much more convenient, comfortable and effective services, with a
choice of multiple service providers, cutting down the need for citizens to
visit government offices and reducing their direct interface with Govern-
ment officials. Apart from this, projects like eProcurement, SmartGov,
APSWAN and APSCIN bring in remarkable transparency and efficiency
into back-end processes of the government, such as procurement of goods
and services, entrustment of engineering contracts, file processing and
intra-government communications.

Government of Andhra Pradesh has developed a spectrum of pub-
lic-private partnerships (PPP) to implement a very large number of projects,
tapping significant investments from the private sector. Increasingly, the
Government of AP is using PPP models to devolve technology risks upon
its technology partners, while focusing on defining services, the quality of
service expected, and suitable Service Level Agreements (SLAs) that
enable fulfillment of its Citizen Charters.
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AP TECHNOLOGY SERVICES LTD.,
A GOVERNMENT OF ANDHRA PRADESH ENTERPRISE

Set-up by the Andhra Pradesh State Government in 1986 APTS
has come a long way ever since. A modest outfit conceived essentially to
computerise the state administration, is today, a frontline organisation
providing |T Solutions of every hue to a host of varied organisations - Gov-
ernmental, Non-governmental, Social etc.

APTS extends consultancy on a varied range of quality IT ser-
vices from Conception to Commission in Application Development, Project
Consultancy, Web Applications, Message Applications, Networking, Soft-
ware Purchase, Office Automation, Customer Support Services, Training
in IT Related Areas, Hardware Procurement etc.,

KM-ATOM File Management System

Imagine a paper-less office where bureaucratic red-tapism is non-
existent, every one is computer literate and file-processing time is mini-
mal. Almost all Collectorates in Andhra Pradesh, Tamilnadu Women De-
velopment Corporation in Chennai, National Center for Jute Diversification
in Calcutta, General Administrative Department in Gandhinagar, the revo-
lution of KM-ATOM is fast spreading showing the way for others to follow
the same.

Company Highlights

Established in 1986, November, 1983 — AP State Government
approved a policy frame for introducing computers in government depart-
ments and it constituted a study group for identifying areas of application
.The Study Group recommended setting up an organisation to provide
system development including research, maintenance {AMC), training and
computer operations including data preparation services. The Government
accepted recommendations of the study group and constituted an
organisation under the name and style ‘Andhra Pradesh Technology Ser-
vices Limited' and registered under the Companies Act 1956 on 17.01.1986
and kept under the administrative control of the Finance & Planning (Plan-
ning Wing) Department vide G.O Ms.No.71 Finance & Planning (Plg.Wing)
Department Dt.30.12.85. Consequently on creation of a separate depart-
ment for Information Technology, APTS has been brought under the ad-
ministrative control of IT & C department.

APTS Vision
To enable the A P Government to make use of IT for
improved functioning
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Improved citizen services
Objectives
Provude consultancy to Govt. of Andhra Pradesh on
Hardware and Software Procurement
Software Development
Networking
Training
Office automation
Customer support services
Communication
APTS extends consultancy on a varied range of quality IT services
from Conception to Commission in Applications Development Divi-
sion:
The division has accomplished computerisation for many depart-
ments such as:
- Employment exchanges
District Rural Development Agencies
Treasuries and Accounts Department
Transport Department
Market Yards Computerisation
School Education Department
Social Welfare Department
Small Savings Department
AP Bhavan, New Delhi
Pay roll package compatible to all Government departments
and Undertakings
KM-Atom - File Management System compatible to any Gowvt
office or Undertakings
Analysis of Socio-Economic Survey (SES) pertaining to
Directorate of Economics And Statistics
Procurement module for internal use of APTS
Adult Education
Markfed
AP Govt. Life Insurance
Mandal Computerization covering the modules of citizen
database services, petition monitoring, payroll package
Enforcement application for Prohibition & Excise Department
Budget Monitoring in Finance Department
Froject Development & Feasihility Study Division
APTS undertakes Project Consultancy, advises the departments
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on the approach to computerisation specific to their needs, finalises the
tender process, evaluation of software and acceptance test.
Major Departments are

IT & C Department

Transport department

Singareni Collieries

Excise & Prohibition

Registration

Education

Social Welfare

TWINS-eSeva

Finance

Forest

Rural Development

Revenue

APCOB

Web Applications & Internet Technologies
Major projects developed are
AP BC Finance Corporation
AP Government Orders
AP Housing Board
- AP Social Welfare Residential Schools
AP Women Commission
APSWAN Telephone Directory
Civil Supplies Dept.
Small Savings
Video Conference booking
Major projects hosted are
AP Forest Development Corporation
AP Press Academy
Singareni Collieries Company Ltd.,
Social Welfare Department
Tribal Welfare Department
Messaging Application
The basic role of this division is to provide E-mail network to all
the Government Departments of Andhra Pradesh through dial-up connec-
tivi
Outrymajor customers -
Industries Department
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Social Welfare Department

BC Commission

Forest Department

Marketing Dept.

Vigilance and Enforcement Dept.

Horticulture Dept.

College Education Dept.
Networking Division
Extend the following Services to GOAP Departments

Consultancy services

Design of WAN/LAN

Defines Technical Specifications

implementation of Network
Major projects completed

AP State Wide Area Network

APTS Local Area Network

Aranya Bhavan LAN

Commercial Taxes Departmental LAN

Tribal Welfare Department LAN

AP SCAN - Secretariat Campus Network

HRD Institute

T

Singareni Collieries

Education Departments
Software Purchase Division

The Division supplies requisite system and developed software
for use in user departments on highly competitive rates through entering
into MoU with reputed international IT Giants like

- IBM

Microsoft

Oracle etc.,
Also undertakes CD replication and CD writing.
Office Automation Division

The Division helps the user departments in the purchase ¢f office
automatlon products like

Fax machines

Photocopiers

Telephone system

LCD Projectors

Access control system etc.
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Customer Support Division

The Division is fully equipped with skilled manpower and Infra-
structure and provides

AMC services

Accaptance test of hardware and peripherals.

Site-preparation
Tralning & Educational Services Division

The Division is espoused to the cause of promoting T Culture in
the user departments through state-of-the art training infrastructure at APTS.
Major Objectives:

Organising Computer Training Programmes for Government staff

Training content selection

Hardware Procurement Services
1.0.0.Introduction

APTSis a Government of Andhra Pradesh enterprise for providing
technical support to Government of Andhra Pradesh and its organisations
Procurement of Hardware, software and office automation products is one
of the major functions of APTS.

As per the policy of GOAP, APTS takes up the activity of procure-
ment of hardware, software, networking components and other goods and
services on behalf of Government agencies { Users). However, the goods
and services are directly provided by the vendors to users under the su-
pervision of APTS. The entire procurement process is done through a
committee called Technical-Cum-Purchase Committee (TCPC) which com-
prises of representatives from the respective Government Department (user)
and staff from APTS.

2.0.0. APTS Procurement functions
2.1.0. General procurement function:
1. Assisting the user department in finalizing specifications for goods
and services
Estimating cost for the indented goods and services
inviting bids or Request For Proposal (RFP) from interested ven-
dors
Bid/RFP evalvation by TCPC members
Selection of vendors
Raising purchase orders
Follow up on delivery
Verification of dellvery and conduct of Acceptance Test
Bill processing and payments to vendors

w N
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2.2.0. Vendor Mailing List functions:
1. Identifying vendors for different types of goods and ser-
vices
2. Assessment of vendor performance
2.3.0. Rate Contract List Functions:
1. Identifying goods/services for rate contract
2. Identifying vendors for such items.
3. Calling quotes periodically for rate contract prices
4. Finalising rate contract
3.0.0. APTS Service Charges
GOAP vide GO No0.43, Dated 15-06 1998 has fixed the following
service charges for various services rendered by APTS to users:

3.1.0.Table for Service Options and Service Charges

SERVICE
OPTION

ROLE OF APTS

ROLE OF DEPT.

SERVICE
CHARGE

1. Full pro-
curement
or Evaiua-
tion Ser-
vices

Full procurement cycle
comprising of Fixing of
Tech. Specs, inviting
bids, evaluation of bids,
tdentification of vendors,
issue of purchase order,
acceptance testing and
making payment to ven-
dor. User is involved at
each stage of decision-
making.

To indicate its re-
quirement and to par-
ticipate in the APTS
procurement pro-
cess.

5% of the
total cost

2. Evalua-
tion and
Accep-
tance Ser-
vices

Evaluation of bids called
by user, from the point

Finalisation of tech-
nical configuration,

inviting bids, prepara-

of view of technical and flion of comparative
financial scrutiny. Ac-|sfatement, issue of
ceptance testing of de- [purchase order, and
livered goods/services. making payment to

ndor.

3% of the
total cost.
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SERVICE SERVICE
OPTION ROLE OF APTS ROLE OF DEPT. CHARGE
. [Finalisation of techn
ical configuration,
Evaluation of bids catled |pvmng bids, Rl
3. Evalua- . [tion of comparative
. by user from, the point ; 2% of the
tion Ser- = statement, issue of
. of technical and finan- total cost.
vice cial scrutiny purchase order,
| X making payment to
endor and Accepta
nce testing.
AT accan: Conduct of Acceptance |All tasks connected
ta;nce tesF;- testing and verification [with the procurement | 2% of the
ing Service whether they conform to [except acceptance | total cost
g the specifications, esting.

4.0.0. Philosophy of Procurement

Most of the procurements undertaken by APTS on behalf of Government
Departments/agencies are in the nature of technical products/services.
As such, as a first step, the product/services procured for user deptt.
should meet the minimum technical requirement, before product is con-
sidered for price evaluation. To meet above requirement, the tender evalu-
ation is done in sequence at two broad stages.

1.) Technical evaluation and

2.) Financial evaluation

Technical Evaluation:

For large-scale procurement technical evaluation will comprise of Pre-
qualification of bidder followed by technical evaluation of product/services.
In other cases, first stage will have only one evaluation i.e. technical evalu-
ation. Pre-qualification/technical evaluation will be followed by financial
evaluation in both the cases. In brief, for large-scale procurement, it will be
three step evaluation and for other cases it will be two-step evaluation. In
all these steps sequential system of evaluation is followed, i.e. product/
services which is being evaluated must pass through first step, before it
could be considered for second step and so on, i.e., a product/service
which does not qualify at first step, will not be considered for second step
evaluation and the second step bid contents (technical or financial part)
will be of no consequence irrespective of its value/competitiveness.



E-Governance 64

Financial evaluation:
Total cost of ownership and product meeting the expectation of
user is the basic criterion for financial evaluation.

5.0.0. Role of Technical-Cum-Purchase Committee (TCPC)

In order to ensure transparency in decision making process, wider
discussion forum and for full involvement of user deptt. at all stages of
procurement, TCPC concept has been the integral part of APTS procure-
ment procedures.

5.1.0.Composition of TCPC:

a. MD - APTS

b. Representative of user deptt.

¢. GM concerned of APTS

d. The manager and Project Leader concerned of APTS
e. Representative of IT & C deptt.

6.0.0. APTS Vendor Registration Process
APTS deals in procurement of various goods and services indented
by various user departments: Registration of vendor is open in following
specific areas -
1. Hardware procurement
2. Software procurement
3. Office equipment procurement like Fax machines/
photo copiers/ telephone systems ete.
4. Networking and maintenance services
5. Training
The process for registration of vendors shall be by publication of
an advertisement in the daily newspaper having circulation through out
AP. This exercise is done every year in the month of January/February.

6.1.0. Use of Vendor database:
The list of registered vendors is used by each of the divisions for
one or all the following purposes:
1. Forinviting quotations/tenders/offers/proposals for supply of
goods and services under limited tender system
2. Forinviting rate contract prices for various items/services every
month.

6.2.0. General eligibility:

Registration of vendors shall be open to all firms located in
Hyderabad {AP) or having registered office(s) in Hyderabad (AP) at least
for more than 12 months from the date of publication of notice inviting
proposal and are eligible to do business under refevant Indian laws as are
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in force from time to time.

Vendor's marked/considered ineligible by APTS for registration,
for the reason of non- satisfactory past performance, corrupt, fraudulent or
any other unethical business practices, shall not be eligible for registra-
tion.

6.3.0. Specific Qualifications:

The vendor should be a manufacturer/authorized representative
of a manufacturer and should be in business of manufacture/supply and
maintenance of the offered items/services for a minimum period of one
year in Hyderabad (AP)

General strength of organisation in relation to ability to provide
goods/services, technical capability to supply and maintenance goods
and services and financial strength for executing work order

Satisfactory track record of vendor for last one year in supply and
maintenance of goods

Atleast 1.) one service centre at Hyderabad with 5 service engi-
neers and 2.) three additional service centres spread across AP with
atleast 3 service engineers at each centre. (Note - Condition no. 1 is
mandatory for all cases and condition no.2 is mandatory for those ven-
dors who wish to be registered for supplies out side Hyderabad also)

The minimum annual turnover for registration for supply of various
items/services in last financial year is indicated in the table:

6.3.1.Table of Turnover

1 | Computer hardware- Servers, PCs, laptops| Rs.200.00 Lakhs

2 | Computer perigherals - Printers, UPS, Mo- Rs.50.00 Lakhs
dems, CVT and furniture

3 | Office Automation equipment - Fax ma- Rs.50.00 Lakhs
chines, photocopier, telephone equipment

4 Software products Rs.25.00 Lakhs

5 Networking products/services Rs.25.00 Lakhs

8 Training services Rs.50.00 Lakhs
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Note: Turn over counted for this purpose will be the turn over under rel-
evant product /service only.

6.4.0. Registration Fee: Refundable
The vendors considered for registration/fempanelment with APTS should
deposit Registration fee refundable) in the shape of DD/Cash as follows:

1 Computers hardware Rs.2.00 lakhs
2 Computer peripherals Rs.0.50 lakhs
3 Software products Rs.0.25 lakh

4 Office Automation products Rs.0.25 lakhs
5 Training services/network services Rs.0.25 lakhs

Note: Vendor desiring registration under more than one category, should
furnish RF separately for each item.

6.5.0. Renewal of registration:

Renewal of registration will be considered after one year with cut
any renewal fee and shall be on the basis of past performance with regard
to-

a.) General conduct of vendor

b.) Timely defivery of goods/services

¢.) Quality of supplied/maintenance of goods and services during war-
ranty and AMC.

Vendors who default on above may be disqualified either for a
limited period or on a permanent basis on case-to-case basis in addition
to imposing such penalties as may be permissible under bidftender con-
dition.
6.6.0.Refund of Registration fee:

Registration fee will be refunded within 30 days of deletion of
vendor's name from the list either under act of APTS or under vendor's
request.

7.0.0. APTS Purchase Procedures:
7.1.0. Open competitive bidding (OCB)
This system is followed when estimated value of procurement is
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of the order of Rs.50 lakhs and above or where in previous procurements
sufficient response was not obtained in other systems of procurement, or
its & new product/service although estimated value of procurement may
be less than Rs.50 lakhs. A tender call notice for submitting bids will be
given through a newspaper advertisement having circulation throughout
AP. Bids received will be evaluated as per the APTS bid evaluation proce-
dure.

7.2.0. Limited tender system:

APTS will draw a list of qualified vendors under each category of
goods and services. The enquiry for procurement for respective item will
be sent directly to concerned listed vendors. Al procurement where in
estimated value of each case is less than Rs.50.00 Lakhs or where prod-
uct is a propriety item supplied by limited reasonably known vendors only,
although estimated value may be more than Rs.50.00 Lakhs, wili be done
under this system. Except process of inviting bids/RFP as mentioned
above, all other steps for procurement will be as per OCB system.

7.3.0. Single tender system:

The single tender system may be adopted in case of articles
which are specifically certified as propriety in nature by the indenting deptt.
or where it is reasonably known that only a particular firm is the only
supplier /manufacturer/developer of the product/services. In such cases
proposal will be calted from that single party. However rest of the proce-
dure will be same as that for OCB.

7.4.0. R.C. price based procurement

APTS as part of its procurement function calls rates for those
items/services which have been identified for RC list from qualified ven-
dors every month. The low value procurement where number of items are
one or two with total estimated cost not exceeding Rs.1.50 Lakhs, may
be done under this system or based on last procurement price (Not more
than 30 days old. Repeat order) which ever is lower.

7.5.0. Guidelines on Acceptance Testing:

The goods supplied by vendors are grouped into two parts for AT/
performance report. Following Table indicates the nature of testing re-
quired for each item for assessing the correctness of supply made by the
vendor:
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7.5.1.Table of Nature of Test

S.No. Name of Iltem Nature of Test

Server, PC, Laptop, UPS, CVT,

1 Networking components,

Acceptance Testing by APTS

Fax machine, photocopier,
printers, modems, telephone
equipment,

30 days Satisfactory Perfor-
mance report from user

7.5.2. Acceptance Testing:

Customer Support Division in APTS is entrusted with the responsi-
bility of Acceptance Testing of the systems. The Division is equipped with
technical support staff viz. Asst. Hardware Engineer and Hardware Assis-
tants to conduct AT. The engineer visit the user site and complete AT with
in 30 days of date of installation of systems or from the date of intimation
of installation by vendor which ever is later to verify -

1. Whether supply of goods is per the purchase order
2. Whether specification of systems supplied tally with the specifi-
cation mentioned in purchase order
3. Whether systems have been installed with all required compo-
nerits
7.5.3. Performance Report;

For category-2 items, vendor should produce 30 days satisfac-
tory performance report from user to APTS to assess the quality of prod-
uct supplied. in case variation or defects are noticed in PR or there is
complaint from user, the vendor is notified by APTS to rectify the defects
to the satisfaction of APTS/user.
7.6.1.Payment terms:

APTS makes eligible payment to the vendor with in 30 days of
filling of valid claim supported by required documents. Payment steps are
as follows: :

7.6.2. Category -1 items where AT is required

1.) 80% of the payable amount on successful installation of the systems

2.} 10% (Balance) of the payable amount on success full completion of
Acceptance Testing by APTS. In case AT is delayed beyond 30 days
because of reasons attributed to APTS, balance 10% can be released
on production of PR (Perforce Report) in prescribed format from user
deptt. This payment will be subject to result of AT and vendor will be
liable to make good the short comings if any in the system. Recovery
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if any required can be made from other payments due to vendor or any
other mean.
7.6.3. Category -2 items where Performance report is required
1) 90% of the payable amount on successful installation of the systems
2.} 10% (Balance) of the payable amount on production of 30 days satis-
factory performance certificate from the user in the prescribed format.
7.6.4. Off the self-Software:
1.) 90 % of the payable payment on delivery of software to user
2.) 10% (Balance) of the payable payment on satisfactory installation
and certificate to that effect from the user
Note - Payable or eligible amount means the net amount payable to ven-
dor after deducting amount if any on account of delay in delivery, short
supply and or any statuary deductions, from the invoice value or purchase
order value which ever is lower.
8.0.0. Integrated Procurement System

APTS has developed an in-house Integrated Procurement Sys-
tem (IPS), application software that supports the full procurement life cycle
operations of APTS(fs Procurement Process.

The objective of the software is to improve the standards and
quality of customer service by streamlining the procurement process. The
software will provide a common interface to the different procurement en-
tities and integrate the activities of each entity and division of APTS in-
volved in the various stages of the procurement function, such as pur-
chase (hardware, OA, softwarg), accounts and customer support and
maintain one database for all the procurement operations.

8.1.0. Features of IPS
User request entry.
Generation of Cost estimates
Generation of Performa Invoice
Generation of Tender Cal! notice for vendors
Generation of Comparative Statement for TCPC
Generation of Purchase Order
Entry of delivery, Installation and AT details
Processing of bill for payment
Vendor payment details
IPS provides following reports for efficient management of pro-
curement process.

1. Items pending for issue of Cost Estimates

2. ltems pending for issue of Performa Invoice

3. Items pending for issue of Issue of Tender notice

©oNOGO RGN
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Items pending for issue of Purchase Order
ltems pending for Delivery PO wise and Vendor wise.
items pending for Installation
Items pending for AT
ltems pending for Payment
13.2. 0 Internet Interface for Users:
APTS has provided Web based interface to GoAP Departments
for sending indents through Internet and also to view the status of procure-
ment. This facility is available at http://www.apts.gov.infips

MAJOR PROJECTS COMPLETED
A.P. State Wide Area Network (APSWAN)
Introduction

Government of Andhra Pradesh as part of its vision to improve
services to its citizens through efficient and transparent admlmstratlon
has planned to create the backbone infrastructure for

e Catalysing IT development in the state

¢ Supporting IT solutions for e- governance
As part of the building of IT infrastructure, a Wide Area Network (APSWAN)
was created linking State Secretariat and all district Collectorates with 2
mbps fiber optic line.
Why APSWAN
APSWAN envisages the following services

¢ Data Communication

¢ Voice Communication {Telephone facility)

¢ Video Communication
Main features of APSWAN

APSWAN will be the backbone network for voice, data, and video .
communication through out the state of AP

APSWAN connects Secretariat at Hyderabad to all District
Collectorates, Tirupathi and Vijayawada RDO offices with 2Mbps back-
bone for data voice and video communication.

The campus network in the A.P Secretariat and the Local Area
Networks in various government offices at different locations are linked to
APSWAN.

In brief Government offices at Secretariat, district collectorates
and other offices at the district level are the part of a common network. In
the subsequent phases APSWAN would extend to Mandal headquarters,
other towns and eventually to the villages either with dedicated line or
Wireless or Dial Up facilities.

PN A
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Applications
AP State Wide Area Network will act as the basic information
hlghway for the following IT related applications of the Government -
« ' Data sharing and interchange among different wings of the
government resulting effective, efficient and transparent admin-

istration.

» Providing reliable and dedicated telephone facility to state
government departments.

e Mailing and Internet facility for all the Government depart-
ments..

Provides high quality video conference facility that helps in
Administrative Reviews and Conferences
Distance and On-line training for Government officials
+ Demonstration of best practices
Technical Features

. & @

Network Components
s  Multiservice Switch
+ Routers
s Firewall

s Network Management System
Capacity of MSS — at SNC ~ Hyderabad
¢ 2.048 mbps trunk interface — 30 Nos.
s Voice Channels — 120 Nos.
¢ Video Connectivity — 30 Nos.
¢ V.35 Interfaces — 41 Nos.

At each DNC -
e 2.048 mbps trunk interface - 02 Nos.
» Voice Channels - 10 Nos.
e V.35 interfaces - 08 Nos.
s Video Connectivity - 01 Nos.

Capacity of Routers at SNC - Hyderabad
e V.35 Interface — 25 Nos.
» |ISDN Ports — 16 Nos.
e+ Data Poris — 64 Nos.

At each DNC -

V.35 port - 1 No.

Data Ports - 32 Nos

Backbone - 2 mbps optic fibre connectivity.

Technology - TDM
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AP State wide Videoconference facility

Hon'ble Chief Minister inaugurates Video Conference facility on
1% November 1999 and reviews the developmental Programmes like
‘DEEPAM" with all 23 District Collectors.

Technological developments in data communication and video
conferencing enabie face-to-face conversation of the Government func-
tionaries from multiple locations of the state. AP Video Conference con-
nects Secretariat Hyderabad with all 23 District Collectorates, Vijayawada
and Tirupathi RDO offices. The facility can be operated from 128 Kbps to
2 Mbps data transfer rates to meet the quality requ-ements of users.
Presently it is being operated at 768 Kbps to provide T.V. quality viewing
for the users. It is a muitipoint, voice-activated system and facilitates.

¢ Review and Monitoring of the program implementation across
state.
* The coordination between State and District headquarters.
e  Will reduce time and expenditure overheads on the travel
between State and District headquarters.
Data Warehousing

APTS and CDAC-Pune joint project based on PARAM open frame
architecture for state level governance.

The Data Ware House project for Andhra Pradesh State Govern-
ment will have initially two core objects i.e. (i) Person object and (ii) Land
object. The main source of data for these core objects is MPHS data and
Land Records data. The Personal database and Land database are being
corrected and loaded in each MRO office server. The same database will
also be loaded in PARAM very soon. The web-enabled data will be made
available for the planners and analysts for arriving at better decisions.

¢ Secretariat Knowledge and Information Management System
{SKIMS)
AP Secretariat Campus Area Network (APSCAN)
Voice facility over APSWAN
APCOB
Fully Automated Services for Transport Dept. (FAST)
Twin cities Integrated Network Services (TWINS) - eSeva
Multipurpose Household Survey (MPHS) Project
Teleconference facility for all Districts
VGTM - Urban Development Authority
APNET - Satellite Ku band based communication for distance
education, HRD & Training
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Conclusion:

The State of Andhra pradesh naturally interested in speeding up
development in all sectors with the application of techrology services is
covering several sectors. Itis an going process and over a period of time
will embrace every field saving time, making it easy, providing all services
to the public as well as to the private sector. As one could see, the state
is on march towards advanced technology. in view of the resources needed
and organizations required, it is a state which could afford taking up this
challenge of development through software technology.
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IT ARCHITECTURE

I. Background

Government of Andhra Pradesh (GoAP) has undertaken multiple
initiatives using Information Technology as a strategic tool to provide im-
proved service to citizens. The pilot projects FAST, CARD, MPHS & TWINS
have been successfully piloted and widely appreciated. Capitalising on
the success of these pilot projects the government departments were
keen to go ahead and rollout the solutions to other locations. The Informa-
tion Technology & Communications (IT&C) department wanted to develop
an overall architecture for the state along with standards and policies for
key technology components, so that applications developed are
interoperable.

Il. Vision and Strategy

Government of Andhra Pradesh (GoAR) is a progressive state,
which has set itself aggressive targets (Vision 2020) to bring prosperity
and well being of its people. in order to achieve this level of development
the state has embarked on various efforts to bring about economic growth.
Information Technology (IT) is one of the major contributors for achieving
this vision.

GoAP envisions to improve its services to citizens and business-
men by providing Simple, Morale, Acountable, Responsive and Transpar-
ent (SMART) governance. The government foresees that services to citi-
zens will be made available through various delivery channels (department
interfaces, integrated citizen interface counter, Internet, kiosks, etc). Some
key benefits that can be achieved through e-Governance are:

¢ Improved quality of service to citizens

» improved efficiencies within the government

» Better enforcement of law

¢ Education and information dissemination

Key imperatives that will enable the vision to be achieved are:

* Accessibility of services to all sections of society

* Affordability of services by citizens and business

¢ Information accessed through various delivery channels
must be uniform, reliable & secure

» The services offered through various delivery channels
should be economically viable to develop, operate and
maintain

* Processes need to be re-engineered before automation
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+ Departments need to collaborate and share information
to provide improved services
Information technology can be used effectively to achieve the vision in
light of the business imperatives. Key IT imperatives for e-Governance
are:

s Adoption of standards and policies for various technology component
Shared database across multiple departmental applications ?7High
reliability on hardware and communication

» Training department employees on various technologies

v Increased T investments across multiple levels of governance (Mandal,
division, district, etc)

Ill. Overall Architecture

The overall architecture for e-Governance needs to ensure that
the architecture components are extensible and scalable to adapt to the
changing environments. In order to minimise the risk, there is an increas-
ing trend where the applications development is moving towards n-tier
architecture. Communication cost will continue to fall in the years to come
with convergence of technologies. The cost of skilled technical resources
will continue to increase in the future.

The architecture options are decentralised architecture, hybrid
architecture and centralized architecture. It is recommended that the state
government architect its solutions around centralised architecture, The
government employees will access the applications over a secure Intranet
using browser as their front end. Citizens and businesses can access the
services over Internet, This target architecture would achieve in phased
manner based on availability of infrastructure such as communications,
PKI, payment system, etc.

IV. Building blocks of e-Governance

The GoAP Architecture is comprised of a series of interrelated
components. The twelve components of the architecture, in concert, pro-
vide the basis for the state to take advantage of adaptive systems in sup-
port of its business. The twelve architecture components are:

e Application

Information

Group ware

Component ware

Data

Applications Middle ware

Integration

Network
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o Platform

e  Security and Directory Services

s Systems Management
For each of the architecture components, key guiding principles,

best practices and standards are outlined below.

Application Architecture

I. Definition Application Architecture identifies criteria and techniques as-
sociated with the design of applications for the state's distributed comput-
ing environment that can be easily modified to respond quickly to the
state’s changing business needs, as well as to the rapidly evoiving infor-
mation technologies available to support those needs. .

I. Introduction and Background

Recently, application development tools and technology have begun to
evolve to help address these problems. A number of options now exist for
meeting business needs and delivering information to people when and
where they need it. These options include:

* Reuse of Code: Units of code previously duplicated in many ap-
plications can be packaged into components or services that can
be easily reused by different applications.

* Middleware: Shared software can allow applications to communi-
cate with each other, access data residing on different platforms,
and access shared services.

= New User Interface Options: An expanding array of user interface
options — including Web browsers, personal digital assistants
(PDAs), and interactive voice response units (IVRs) - have been
infroduced.

Implementing these components in well designed 3-tier or N-tier, client/
server application architectures can create solutions capable of satisfying
the state's ever changing business needs. Portfolio of applications for a
government department is outlined below:

* Application Architecture

» Application Portfolio
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Executive Information System
Geographical Information System
Employee Payrofl and| Requisition to Payment Citizen services
HRM
Attendance Recordingl  Requisitions/Indents  [Lodgment /Registration
Employee Payroll Tendering/Cuotation  Jissue of permits, licd
nses, certificates, etc
Expense and travel Purchase order Receipt of payment
processing
Loans and advances | Inventory management | Payment to citizens
Training & career Accounts payable Complaints manage-
developrment ment
Policies and em-
ployee info
Pilanning Budgeting and Finance [Project/Schemes Man;
agement
Financial modeling Budgets preparation/ Project planning
monitoring
Development Plan- General ledger Project monitoring
ning system
Fixed assets Project reporting
Cash management ¢
E-Business Applica- Communications Groupware
tions
Content Management E-Mail Enterprise wide
document manage-

ment system

Personalization

Integrated messaging
system

Scheduling & Calen-
daring

Customer Relatiori-
ship Management

Electronic meeting

Discussion Database

Electronic bulletin board
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Iil. Principles

The principles listed below are key guidelines for the design or
purchase of applications and application components supporting distrib-
uted, client/server computing across the state.
Principle 1: Design applications to be highly granular and loosely coupled

*  The designer should allow for the possibility of re-partitioning an
application in the future.

* Being highly granular and loosely coupled provide flexibility in
physical implementation (i.e., in the deployment of application
components on different platforms).

* Highly granular, reusable application components are key to in-
creased productivity and rapid application deployment. The
Componentware Architecture supports a highly granular design.

Principle 2: Plan for extensibility and scalability?
e Applications must evolve to support new business requirements and
make use of new technologies.
» Extensibility provides functional scalability.
Principle 3. Design application to reuse components
¢ Applications should be built by assembling and integrating existing
components, rather than by creating custom code. Shrinking cycle
times do not allow for artisan programming.
= Managing component reuse is supported by the Component-ware
Architecture.
IV. Technical Topics
Technical Topic 1: Designing and Developing Applications
Introduction
All computer applications - regardless of what they do or with
which technology they are implemented - have three general areas of
functionality:
1. Interfaces allow applications to communicate with users as well as with
other applications and data resources. In N-tier applications changes in
business rules do not usually require changes in interface code. Inter-
faces may need to be updated for other reasons. Examples include when
changes occur in another computer system that interfaces with that appli-
cation, or when users need a graphical user interface instead of a charac-
ter-based interface for that application. Since applications interface with
people, the user interface receives the most attention, but other interfaces
are equallyimportant. Traditionally, people interfaced with computer appli-
cations using character terminals or graphical user interfaces (e.g.,
Microsoft Windows). Recently new interfaces such as telephones (via
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IVRs}, web browsers, and wireless devices have been introduced.

2. Business rules support the business processes Departments follow.
They automate the process, defining what must be done and how it must
be done. As the business processes of Departments change, the busi-
ness rules in the applications that support those Departments must also
be changed. Business rules can be isolated into components. (See Com-
ponent ware Architecture)

3. Data access. Data access code automates the storing, searching, and
retrieving of data by computer applications. In N-tier applications, changes
in business rules may not require changes to the code that accesses
data, but occasionally, they do. Development approach for the portfolio of
applications is as follows:

Application Architecture

OLTP Applications Development Approachf Sample Package
Vendors
Citizen services Custom Development
Employee Payroli Package Ramco, People Soft,
QOracle HR,
Human Resource Package Ramco, People Soft,
Management Oracle HR,
Purchase Package SAP R/3, Oracle,
People Soft
Planning Package SAP R/3, Oracle,
People Soft
Budgeting and Finance Package - SAP R/3, Oracle,
People Soft
Project/Schemes Package SAP R/3, Oracle,
Management People Soft
Customer Relationship Package Oracle, Siebel, Clarify
Management Vantive
Geographical Informa- Package ESRI, NIIT, Maplnfo,
tion System Rolta, Siemens, ISRO
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Content Management Package Vignette, Broad

Vision, Inter World,
Open Market

Personalizatioh Package Vignette, Broad
Vision, ATG Dynamo

Web Server Package Apache, MS IS,
iPlanet

Note: The above are some sample list of package vendors available in the
market.
Recommended Best Practices

The recommended best practices in this section apply to the

designing and developing of applications.
Best Practice 1: Design for the N-tier service oriented architecture.

While many of the problems inherent in the monolithic and two-tier
applications can be overcome by implementing applications with a
three-tier architecture, large, complex projects that are anticipated to
have high usage volumes and/or long life spans will be better served
by an N-tier service oriented architecture.

N-tier applications are easily modified to support changes in busi-
ness rules.

N-tier applications are highly scaleable.

A N-tier architecture offers the best performance of any application
architecture.

Any combination of user interfaces (e.g., character, graphical, web
browser, and telephone interfaces} may be implemented in an N-tier
application.

N-tier applications are less expensive to build and maintain because
much of the code is prebuilt and shared by other applications (see
Componentware Architecture).

Best Practice 2: Generalize application interfaces

Generalize application interfaces.

The code providing input and output to the user interface should be
designed to provide input and output to as wide a range of interfaces
as possible. This should include other applications as well as other
types of user interfaces.

Do not assume that application components will always be accessed
via a graphical user interface (or any other user interface).

Avoid assuming a specific page size, page format, layout language or
user language whenever possible.
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Best Practice 3: Assign responsibility for business rules to business

units

» Assign responsibility for defining and maintaining the integrity of busi-
ness rules to business units,

» IT staff is responsible for coding and administering the software that
implements business rules in the network.

* The business units are responsible for the definition and integrity of
business rules, and for communicating changes in business rules to
iT.

e Every business rule should be assigned to a custodian.

Best Practice 4: Make business rules platform-neutral
o Implement business rules in a non-proprietary, cross-platform lan-

guage.
o This approach provides platform independence and portability.

Best Practice 5: Implement business rules as discrete components

Implement business rules as discrete executable components or
services (see Componentware Architecture).

Best Practice 6: Access data through business rules

o Design applications so business rules control access to data.

o Datais created and used by business processes. In computer appli-
cations, data must be created, used by, and managed by the applica-
tion component that automates the business process.

o Accessing data in any way other than by business processes by-
passes the rules of the module that controls the data. Data is not
manages consistently if multiple processes or users access it.

o Centralised data shouid be used wherever possible to assure data
accuracy and simplify data management.

Best Practice 7: Adopt coding standards

o Adopt coding standards, in all languages, on all ptatforms.
Coding standards make debugging and maintenance easier. They
should address (but not be limited to):

o Naming conventions for variabies, constants, data types, procedures
and functions.

o Code flow and indentation.

o Error and exception detection and handling.

o Source code organization, including the use of libraries and include
files.

o Even the earliest code deveioped in a project should adhere to the
standards.
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Standards
The standards in this section perta .~ the design and develop-
ment of applications.

Standard 1: Develop 3-tier or N-tier Applications

« Al new Department applications should be developed using 3-tier or
N-tier architecture in order to maximize flexibility and scalability.

e Large, complex projects that have high usage volumes and/or long life
spans will be better served by an N-tier service oriented architecture.

« Thelogical separation of the tiers for: user interface(s), business rules;
and data access code allows for simple, straightforward additions to
each of the three tiers without undue impacts on the others.

» The logical separation of the tiers also allows for changing the plat-
forms where the tiers are deployed, resulting in a high degree of
scalability. As transaction loads, response times, or throughputs
change, a tier can be moved from the platform on which it executes to
another, more powerful platform - or be spread over muitple machines
- without impacting the other tiers.

e While many of the problems inherent in the existing monolithic and
two-tier applications can be overcome by implementing applications
with a three-tier architecture, the goal should always be true, N-tier
applications.

+ The maximum benefits of an N-tier architecture are realized when
many N-tier applications are deployed across the state, sharing com-
mon software services and offering multiple user interfaces.

e Large, complex projects that are anticipated to have high usage voi-
umes and/or long life spans will be better served by implementing
applications with a three-tier architecture with access to an N-tier
service oriented architecture

¢ With three-tier client/server applications, there is less risk in modify-
ing the code that implements any given business rule.

e Three-tier client/server applications can be made to support multipte
user interfaces:

¢ Character, graphical, web browser, telephones. and others

Standard 2: Isolate Customizations to Purchased Software

Isolate customizations into separate modules from the purchased
software itself to improve the ability to upgrade and move to new releases
as required over time. For purchased line-of business applications, loosely
couple custom developed modules from the standard application software.

Standard 3: Avoid Common Gateway Interface (CGI) for business logic

or to publish information to the Web.
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« The Common Gateway Interface (CGI) does not scale, is not portable
and is not easily integrated with application servers. Avoid use of CGI
for information publishing, back-end applications or data access.

« Publishing information to the web with HTML or XML via Java serviets
reduces overhead and works in conjunction with EJB-based compo-
nents.

e The use of ASP or other HTML publishing is acceptable for publishing
only (not business logic) but JSP and Serviets are preferred.

Technical Topic 2; Managing Applications

Introduction

Due to the state’s dependency on computer applications, appli-
cations must be managed as carefully as any other business-support
infrastructure. Application management is a necessity, not an option.

Application management requirements are as importantto the enterprise

as an application’s functional requirements. Therefore, management re-

quirements for an application should be documented during the require-
ments phase of the project.

Recommended Best Practices

The recommended best practices in the section pertain to man-
aging applications.

Best Practice 1: Design for end-to-end management.

» Manage the application as a whole entity by managing every compo-
nent of the application and everything each component depends on.
Application developers must instrument every component of the ap-
plication to facilitate its management.

o Application dependencies include infrastructure (e.g., middleware,
databases, and networks), other applications, and shared software
components. Application teams must specify these dependencies
when an application is deployed.

+ Application reporting should be standards based and must be com-
patible with the state's SNM tool.

Best Practice 2: Design for proactive - rather than reactive - appli-

cation management.

» Proactive application management supports the business better. With
proactive

« Management, applications report potential problem conditions at pre-
defined thresholds, before errors occur. This gives system adminis-
trators the opportunity to take corrective action to prevent an applica-
tion from failing.

+ While applications can be managed by administrators responding to
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errors, the ideal management is automatically undertaken by the SNM
tools, and is proactive.

Use thresholds to provide early alert to possible error conditions. For
example, rather than sending an alarm when an application fails be-
cause its database table is full, send an alarm when the table is 90%
full, so corrective action can be taken to prevent a business-impact-
ing outage.

Reactive application management is better than no application man-
agement at all. Reactive management is when administrators respond
to errors and outages reported by applications after they have oc-
curred.

Best Practice 3: Instrument applications to report the information neces-
sary to manage them.

Applications should report status, performance statistics, errors, and
conditions. Decide at design time what status events the application
should report to users (e.g., erroneous input); to application manag-
ers (e.g., database table 90% full); and to both (e.g., can’t find needed
file).

Operations staff must be provided procedures for dealing with all con-
ditions that are detected and reported. For example, if an application
reports it can no longer access its database, operations staff must
have instructions for handling the situation.

Atdesign time, decide the specific reporting requirements of an appli-
cation module. Different applications may have different management
needs, depending on their respective impact on the business the ap-
plications support.

Applications should only report. Interpreting the reports and deciding
on the appropriate response should be performed external to the ap-
plication, by agents and the SNM framewaork.

Application reporting should include run-time tracing to assist trouble-
shooting operational problems. Tracing should be able to be turned
on and off by administrators.

If no SNM environment exists, applications should stili report status
to local log files that can be monitored by administrators. Applica-
tions should still be able to read and respond to commands from
administrators.

Best Practice 4: Instrument applications to facilitate administration

Instrument applications to receive and process commands from ad-
ministrators.
Decide at design time what control operators and SNM tools should
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have over application components.

» Design applications to read and respond to commands from system
administrators.

» Commands may include, but are not limited to, shut down, shutdown
and restart, reconfigure yourself, and turn tracing on or off.

+ Make application configurations parameter-driven, so applications can
be reconfigured without recompiling and redistributing code.

Standards

The standards in this section pertain to managing applications.

Standard 1: All applications deployed must be designed to be man-

aged by SNMP.

By standardizing on SNMP as the instrumentation protocol, there
is an opportunity for the state to benefit from reusing management instru-
mentation code.

Information Architecture

1. Definition

Information Architecture provides standards for accessing data
for online analytical processing (OLAP), including executive information
systems (EIS) and decision support systems (DSS).

I. Introduction and Background

Important data is stored in multiple application systems acrass
the state and is used to perform day-to-day operations. If this distributed
data is grouped together in a meaningful format, it can provide valuable
information to the state's business organizations. Information is a compi-
lation of data used for reporting, analysis, and decision support. informa-
tion compited from data coming from many sources, including historical
and summary information, can facilitate business decisions.

lll. Principles

The following principles apply to the Information Architecture.

Principle 1: Information is one of the most valuable assets for making

business decisions.

s The successful delivery of government services depends on conclu-
sions derived from accurate, timely, well maintained, and secure in-
formation.

¢ The value of information is proportional to its availability. If informalion

is not accessible or is too hard to use, it is of questionable va 2

« Information used frequently or used by many organizations is
valuable. s
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information. Existing data from multiple sources is being transformed into

intelligent and proactive information.

» How the data is used is far more important than the data itself
{i.e., even if data is accurate, it can still be used ineffectively).

* The most effective use of data is to turn it into proactive informa-
tion that responds to business events {e.g., the "push model” of
information).

3: Decision-makers should not be overwheimed with an excessive volume

of unnecessary information.

+ Toomuch information gets in the way of focusing on the most impor-
tant issues that arise at a specific point in time. Some data ware-
house efforts put any data in a data warehouse that may be useful in
the future, not just the information to assist in a business need. If
there is much more information than is needed, it can overwhelm an
end user rather than answering their specific decision support need.

» Information that supports OLAP analysis should be proactively pre-
sented to business users. Information in a data warehouse can be
presented to business end users so that they know itis available and
they can use it.

Principle 4: Online transaction processing (OLTP) databases and online

analytical processing (OLAP) information databases should have sepa-

rate data storage areas.

o Separate data storage isolates OLTP systems, which perform mis-
sion critical business processing, from large ad hoc queries and online
analytical data processing. If data storage is not separate, ad hoc
queries and direct access of data for OLAP systems can adversely
impact online transactional processing.

« Datadesign for each type of application, OLTP or OLAP, can be opti-
mized for parf~-

s M7 juire different database designs. OLAP typi-

rrations involving time series and trend analy-
1 well with relationai database technology
er methods of data storage are needed to
lti-dimensional databases or flat files).
OLTP data, refer to the Data Architecture

house

allection of data designed to support
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decisior-making and analytical processing. Data warehouses contain a
wide variety of data, usually from multiple data sources, presenting a com-
prehensive view of a particular business environment. Due to the nature of
the data stored in a data warehouse, the size of the data warehouse is
usually very large, so it requires special design and planning.

A data mart is a subset of a data warehouse. Where data ware-
houses are designed to support many requirements for multiple business
needs, data marts are designed to support specific requirements for spe-
cific decision support applications (i.e., particular business needs). Al-
though a data mart is a subset of a data warehouse, it is not necessarily
smaller than a data warehouse. Specific decision support needs may still
require large amounts of data. Data marts are typically considered a solu-
tion for distributed users who want exclusive control of the information
required for their business need. Data warehouse efforts should begin with
a specific requirement for a specific decision support application, similar
to the practices of a data mart design. For scalability, the tools and data-
bases used should be designed to support a very large data warehouse,
instead of using data mart specific products.

Recommended Best Practices

The recommended best practices in this section pertain to the

implementation of a data warehouse.
Best Practice 1. Begin data warehouse efforts by addressing a specific
requirement for a specific decision support application, keeping growth
and scalability in mind.
¢ This practice is similar to data mart design, but the tools and data-
bases used should be designed to support a large data warehouse.
« Usevendor supplied products designed to support a large data ware-
house. Vendor-supplied data mart tools are not typically scaleable to
support the migration from a data mart to a data warehouse solution.
These tools are designed to quickly implement a specific solution.
Best Practice 2: Identify specific requirements for data availability, fresh-
ness (i.e., live, 24 hours old, etc.), and recoverability.

Some data warehouses need to be updated more frequentiy than
others. When the original data is frequently changing or is more volatile, it
may be necessary to update the data warehouse on a near real time
basis.

On the other hand, if the original data is fairly stable and not as
volatile, the data warehouse may only need daily, weekly, or even monthly
updates. For example, a data warehouse that stores criminal data con-
tains more volatile information and needs to be updated more frequently
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than a data warehouse that stores state registered corporation name and

address information for public access.

Best Practice 3: Perform benchmarks on the database design before

constructing the database.

o Expectto make changes and adjustments throughout development.

¢ - Changes during the early cycles up to, and including implementation,
are primary mechanisms of performance tuning.

Best Practice 4: Allow only read only access to end users of data ware-

houses. Updates should only occur to the operational (OLTP) source

where the data originates.

Best Practice §: Direct all information queries against decision support

databases, not OLTP databases. Conversely, operaticnal transactions

should be directed to operational databases only, not OLAP databases.

o Datawarehouses, and data marts contain data that has been checked
for consistency and integrity, and represents a cross-functional view
of data.

» Datain transaction (OLTP} systems typically support a specific busi-
ness group or function.

+ OLTP transactions should not depend on a data warehouse data-
base. They require a stable operational environment that is not af-
fected by ad hoc usage or external data.

Best Practice 6: Store atomic-tevel data in the data warehouse in addi-

tion to summary data.

* Atomic data is transaction-level data. It contains much more detail

.. than summary data.

+ . Atomic-level data addresses the business need to recast history. Due
to the fast pace of business change, many organizations are going
through multiple reorganizations. After a reorganization, many deci-
sion makers want to recast history (e.g., to get a feel for what test
scores would have been like if the number of school districts was
already reduced to respond to legislation or funding).

* If only summary level historical data is kept in the data warehouse, it
is not possible to recast history.

Best Practice 7: Perform periodic validity audits against the data ware-

house information model to ensure a high level of confidence in the quality

and integrity of the data.

* Accelerated decision-making requires high quality data. If operational
data has changed or additional data is needed, changes must be
made in the information model and in the data warehouse itself.

¢ The data stored in a data warehouse shouid conform to the informa-
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tic:n model.

s The source data populating a data warehouse should be verified for
consistency and accuracy.

+ The data warehouse should still correspond to business needs.

e Ensuring the integrity and quality of data is the responsibility of both
the business users and IS.

Technical Topic 2: Repository

Introduction

A repository contains detailed information about the data that is

stored in a data warehouse (i.e., metadata). The repository stores the

following information:

+ Federated data definitions for the data stored in the data warehouse
database.
Aliases that can be used to reference the data.
Data structures.
Systems where the original data is found, including the format of the
criginal data. )
Processes used to extract the data from the original location.
Sources of record for the data. A source of record is an authoritative
source for data, where data in a source of record is trusted to be
accurate and up-to-date. The original data and the source of record
may be the same. If changes are made that may affect systems and
users using the data, it is important to keep this type of information in
the repository.

Recommendled Best Practices
The recommended best practices in this section pertain to the

selection, design, and maintenance of a repository.

Best Practice 1: Maintain a repository for every data warehouse.

The repository contains metadata, or information about the data, in the

data warehouse.

» The repository represents the shared understanding of the
organization's data.

« The repository can be built incrementally, in stages, based on data
warehouse design and implementation.

e The repository should support multiple types of data elements, such
as graphics.

« Changes in the repository must occur before the changes to the data
warehouse environment.
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Technical Topic 3: Data Hygiene Tools
Introduction

Data hygiene is the process of the data scrubbing or data cleans-
ing of data stored in a database. Data can become “dirty” due to many
reasons. For example, consider a data entry application that has an open
text field called “Description.” If no limitations are placed on the entry of
data in that field, end users can type anything in that field, including mis-
spelled words or multiple text descriptions for the same data element.

Data hygiene:

» Standardizes and elementizes data according to specifically defined
rules. Corrects data and eliminates redundancy to increase data
query accuracy and improve the value of other forms of data analysis.

* Reduces the cost associated with inaccurate, incomplete, and re-
dundant data.

* Reduces the risk of invalid decisions made agalnst incorrect data.

Recommended Best Practices

The recommended best practices in this section pertain to data
hygiene.

Best Practice 1: Use the data warehouse metadata repository to docu-

ment the rules applying to data scrubbing.

¢ Theinformation about how the data is to be scrubbed should be saved
for historical purposes.

Best Practice 2: Ensure data entry quality is built into new and existing

application systems to reduce the risk of inaccurate or misleading data in

OLTP systems and to reduce the need for data hygiene.

* Provide well-designed data-entry services that are easy to use (e.g.,
a GUI front end with selection lists for standard data elements like
text descriptions, product numbers, etc.).

* The services should also restrict the values of common elements to
conform to data hygiene rules.

» The system should be designed to reject invalid data elements and to
assist the end user in correcting the entry.

¢ Al updates to an authoritative source OLTP database should occur
using the business rules that own the data, not by direct access to
the database.

¢ Attention to detail should be recognized and rewarded.

Best Practice 3: Move to commercial off the Shelf data hygiene software.

Over the past few years, data warehdusing software products have be-

come a commodity. Use of these existing technologies is recommended

to ensure quality and stability. Often times these types of technologies
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are included with an ETL suite.

Technical Topic 4: Data Extraction and Transformation Tools

Introduction

Data extraction and transformation are used to extract data from
existing operational and external systems, transform the data, and put
the transformed data in a data warehouse. Typically, data extraction is
accomplished through custom-developed programs. They are usually writ-
ten by application developers responsible for the existing operational sys-
tems that are familiar with the existing data required for a data warehouse.

However, there are data extraction and transformation tools available from

vendors that can be customized to address particular extraction and trans-

formation needs.

Recommended Best Practices

The recommended best practices in this section pertain to data
extraction and transformation.

Best Practice 1: During data warehouse design, detemmine the logic needed

to convert the data, plan and generate the extraction and transformation

routines, and quality assure the data populating the data warehouse.

¢ Planning for data extraction and transformation should start at the
same time the data warehouse design starts.

» Data extraction and transformation is an important process for popu-
lating the data in a data warehouse and for ensuring that the datain a
data warehouse is accurate.

+ Data extraction and transformation logic includes data conversion re-
quirements and the flow of data from the source operational database
to the data warehouse.

Best Practice 2: Assess the source data that will populate a data ware-

house for accuracy and quality.

» Data needs to be accurate to ensure good business decisions.

» Data needs to be relevant to the business need and consistent across
multiple sources.

» Data must be complete. It must contain the information necessary to
answer the data warehouse business need.

* The data assessment also involves evaluating the business rules as-
sociated with that data.

+ The appropriate business rules must be applied to the data to main-
tain accuracy.

Best Practice 3: If a vendor-supplied extraction and transformation prod-

uct is selected, it should suppoit the same metadata repository that sup-

ports the data warehouse. It should also support the physical data ware-
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house.
¢ Select products that are capable of interacting with the metadata re-
paository and the data warehouse.
¢ Metadata drives the operations of the extraction and transformation
tools. f the data warehouse repository is not supported by a vendor-
supplied extraction and transformation product, a separate metadata
repository must be developed and maintained.
Technical Topic §: Data Replication Tools
Introduction
Replication of data in a data warehouse environment is some-
times needed to address the business needs of distributed users or appli-
cations. In the state, there are users located in remote offices that require
data to be loaded in their local environment in order to meet their perfor-
mance needs. Also, there are mobile users, who carry laptop PCs, who
do not have a constant connection to the network. In both cases, when
the distributed users are using a data warehouse application, replication
is needed to propagate the data warehouse data to the remote systems.
Recommended Best Practices
The following recommended best practices apply to data replica-
tion for decision support, executive information, and OLAP systems.
Best Practice 1: Replicated data should be read-only, except where busi-
ness practices clearly allow inconsistencies.
* |tis easiest to manage data quality and integrity when replicated and
distributed data is read only.
s Some business applications require updates to occur against the fo-
cal database. -
« Distributed independent updates require a reconciliation process that
may be quite complex,
Technical Topic 6: Business Intelligence Tools
Introduction
Business intelligence tools provide the ability to analyze and ac-
cess data contained in the data warehouse. Typically, several tools are
selected within an organization, based on the function needed.
Recommended Best Practices
The following recommended best practices apply to business in-
telligence tools.
Best Practice 1: Implement decision support angd executive information
applications using an N-tier application architecture.
« - By developing and application system in N tiers, systems can re-
spond quickly to changes in business needs.
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+ Decision support and executive information systems application pro-
grams benefit from the use of N-tier and reusable and shared compo-
nents.

« Formore information about N-tier application programs and reusable
components, refer to the Application Architecture and Componentware
chapters.

‘Best Practice 2: There should be no ad hoc query access to OLTP

databases.

Ad-hoc query access to online operational databases can se-
verely impact the performance of mission critical operations, A data ware-
house should be implemented for users with ad hoc query needs.
Standards
Standard 1: When accessing relational databases, use the industry stan-
dard of ANSI Standard SQL.

When using a database access tool that uses SQL calls, do not use any

vendor specific extensions.

Standard 2; Use ODBC from any data access programs rather than ven-

dor-specific database access tools.

ODBC allows flexibility in programming. A database can be eas-
ily modified or relocated. If a change is needed, the change is made to the
ODBC configuration file, not to each business intelligence program or
fool.

Standard 3: Implement a server-based ODBC solution rather than a work-

station-based ODBC implementation.

A server-based ODBC solution is easier to administer. ODBC
database changes and additions are easier to manage, since updates are
made to ODBC servers, not every workstation that uses ODBC.
Standard 4: Use domain name system (DNS) names for databases that
are accessible via TCP/IP.

A DNS server provides the capability for a long or complicated
TCP/IP location to be accessed by a generic, short alphabetic name. It is
basically a lookup service. It maps the generic alphabetic DNS name to
its complicated TCP/IP location. The client application programs can be
configured to use the generic names when they need to access a data-
base (e.g., a database can be accessed by a client by using the generic
name “Summary.” The DNS server accepts “Surmary” and translates the
address into WMIXG0001\SRV1\DBASE\DATAWAR .FIL. The client then
is able to access the database). If the database location changes, the
DNS configuration is changed, and no changes are needed to each client
configuration.
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Groupware Architecture
|. Definition
Groupware Architecture establishes a foundation for collabora-
tion and communication. Collaboration focuses on local and ad hoc
workgroups, while communication focuses on sharing information both
within and outside the state.
ll. Introduction and Background
Groupware is a combination of technologies enabling an organization to
create, share, and leverage an accumulated knowledge base. Groupware
technologies include electronic mail (email), calendaring and scheduling,
electronic document management, shared file and print services, as well
as some newer multimedia technologies. For an enterprise-wide groupware
implementation to succeed, the comprised technologies must comply to
a set of commwun protocols and infrastructure standards, allowing them to
communicate with one another. Some groupware technologies, such as
email, have made considerable progress in the standardization of proto-
cols across software products. Other groupware technologies are still
maturing and have not yet standardized on protocols.
. Principles
The following principles are provided to guide the design and se-
lection of groupware components that will support distributed client/server
computing activities.
Principle 1: Groupware requires a consistent infrastructure to truly sup-
port collaboration and communication.
?7?Content exchange, directory services, and authentication services are
key infrastructure components necessary to facilitate communication and
collaboration.
Email is the communications infrastructure component within and outside
the state. A significant portion of business communications is occurring
across email services.
Principle 2: Groupware technologies overcome time and distance barri-
ers.
+  Groupware technologies must encompass all scenarios from working
the same time at the same place to working any time from any place.
¢ Geographical boundaries are eliminated by groupware technologies,
providing communication and real-time access to information from
any location.
« The efficiency and quality of a process are partially measured by the
timeliness in which the work is performed. The notion of timeliness
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must be qualified for each task to determine if groupware is providing
vaiue to that process. For example, a month may be considered ac-
ceptable for passing a specific group of documents through an organi-
zation for approval. In contrast, a month to send email to that same
group of people is unacceptable.

Figure 3-2. Time and Distance Barriers
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IV. Technical Topics
Technical Topic 1: infrastructure - Content Exchange
Introduction
Content exchange is a critical groupware infrastructure compo-
nent, enabling the exchange of electronic information and data between
individual users and groups. It includes the interchange of editable and
non-editable documents between applications and individuals.
Recommended Best Practices
The recommended best practices in this section pertain to content ex-
change.
Best Practice 1: Avoid proprietary formats in anticipation of document
exchange with outside users and applications.
e Proprietary formats inhibit document exchange, and may create
future barriers to communication.
o |f proprietary formats are used, the capability must be provided to
convert documents to standard formats for content exchange.
Any vendor using proprietary formats should provide a conversion
routine.
Standards
The following standards have been established for content ex-
change. These standards ensure seamless processing of documents
across the state, and are summarized in a table for easy reference.
Standard 1: For nen-editable documents, the standard file format
is PDF. Typical application software using this file format includes word
processing, imaging systems, and World Wide Web publishing.

Content Exchange standards
+ PDF is widely deployed for non-editable content exchange.
¢ The reader is available at no cost.

Standard 2: For monochrome documents or drawing, the standard file

format is TIFF using CCITTATU Group IV compression.

+ Typical application software uses this file format includes word-pro-
cessing, archive and retrieving, workflow, multimedia, medical sys-
tems, digital publishing, pattern recognition, and geographic informa-
tion systems.

Standard 3: For color documents, drawings, or photographs, the

standard file formats are GIF and JPEG.

Typical application software using this file format includes muiti-
media, word processing, medical systems, digital publishing, and geo-
graphic information systems.
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Typical Document input [ Typical Application Software | File Format Standard
Source Used *

Non - editable documents Word Processing PDF

Imaging Systems

World Wide Web Publishing
Monochrome  documents or | Word Processing TIFF wsing CCITTATU Group
drw Archive & Retrieval IV compression

Work flow

Muitimedia

Dagital Publishing
Paltern Recognition
Geographic Information

Systems
Colour documents drawing or | Multimedia GIF
photographs Word Processing JPEG

Digital Publishing
Paltern Recognition
Geographi Information

Systams

Facsimile documents Word processing TIFF wsing CCITTATU Growp
Archival and Relrieval Nl coampression
Workflow

Multimedia imaces Multi-media MPEG

Standard 4: For facsimile documents, the standard file format is TIFF
using CCITT/ITU Group Il compression.

Typical application software using this file format includes word
processing, archival and retrieval, and workflow.

Standard 5: For vector or geometric data, the standard file formats
are DGN and DWG

Typical application software using this file format includes CADD
and geographic information systems.

Standard 6: For multimedia images, the standard file format is MPEG-1/
2.

Typical application software using this file format is multimedia.
Technical Topic 2: Communication - Electronic Mail (Email)
Introduction

As one of the fastest growing areas of communication, electronic
mail (email) is becoming critical to the state’s business operations. ltis a
powerful mec um that allows the exchange of ideas and messages, as
well as text documents, videos, images, and sounds. Integrated with other
applications, email facilitates timely communication, opens access to
documentation, and increases productivity. Email transport capabilities
are also used as a delivery mechanism by other groupware services, such
as workflow and calendaring and scheduling.
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Recommended Best Practices

Since delivering services to citizens requires inter-department
cooperation, departments must have compatible communications sys-
tems. A statewide email infrastructure facilitates communication on an
enterprise-wide basis. For a statewide implementation, the state must
implement an email architecture based on the following best practices.
Best Practice 1: Email servers should be administered and managed as
a part of the strategic infrastructure.

» A properly structured email system can provide the state with a com-
prehensive, effective, inexpensive, and widespread method of com-
munication, while permitting a choice of email clients.

o Email is a valuable tool because it provides the structure for easily
moving messages and attachments in a timely manner between cli-
ents, thereby increasing workflow and productivity.

e Email service should be available at all times from any location. Time,
distance, and location should not restrict email service.

Best Practice 2; Email servers should support muitiple email cli-

ents.

A properly structured email system can provide the state with a
comprehensive, effective, inexpensive, and widespread method of com-
munication, while permitting a choice of email clients.

Best Practice 3: Use a common email directory service throughout the

state.

e An enterprise-wide email directory service should be accessible by
everyone within the organization. The statewide directory service should
be a seamless integration of each department’s directory service. If a
user in one department requests an email address for a user in an-
other department, the action should be transparent, without the re-
quester knowing where in the organization the address is stored.

« The directory service should be compatible with the directory services
of other components in the network. Other applications require use of
an email directory service. Use of a single directory service will facili-
tate reuse of information and directory access routines. It is neces-
sary for heterogeneous components to access the directory service.

« For more information about directory services, refer to the Directory
Services sub-topic in this chapter.

Best Practice 4: Select an email client that includes standard APIs for

email-enabling other applications. ’

¢ Emailis a key component of workflow. If a user is working on a docu-
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ment and chooses to send that document to another user, the user
should not have to close the document creation application and open
email to send it. Instead, the user should be able to mail the docu-
ment directly from the native application.

o Calendaring and scheduling applications can use email message
delivery for meeting proposals.

« Common APIs in use today are the messaging application program-
ming interface (MAPI), vendor independent messaging (VIM), and
common messaging calls (CMC).

Best Practice 5: Implement security for email message transport

afd storage.

Private and official correspondence will require varying degrees of
protection irfcluding authentication and encryption. SMTP/MIME was cre-
ated as a means of “casual” communication over the Internet. It was not
created to be a completely secure medium. Protocols are currently being
developed bridge the security gap.

Standards

Similar to other groupware products, email protocols and stan-
dards are still emerging. For almost every protocol, there are several com-
peting, non-compatible standards. If two email systems conform to differ-
ent standards to access their mail servers, errors may occur when mes-
sages are sent between the two systems. Approval of new standards is
slow, leading to the proliferation of proprietary protocols and protocol ex-
tensions. Without consistent standards, a barrier in communication is
created between platforms, applications, and components. To overcome
these barriers, email gateways have been developed to integrate incom-
patible email systems.

Standard 1: Use Simple Mail Transport Protocol (SMTP).

Simple Mail Transport Protocol (SMTP) is the standard transport
protocol for sending messages from one MTA to another MTA over the
Internet. Using MIME encoding, it enables the transfer of text, video, mul-
timedia, images, and audio attachments. It is the predominate transfer
protocol utilized by web browser-based email user agents.

Standard 2: Use Multi-purpose Internet Mail Extensions (MIME).

Multi-purpose Internet Mail Extensions (MIME), a SMTP mes-
sage structure, is the standard specification for the attachment of audio,
video, image, application programs, and ASCIl text messages. The con-
tent type is stored in the message header as mail extensions. When the
message is delivered, the player or application specific to the content
type is opened so that the attachment can be viewed in its native format.
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If the player or application is not included with the browser, then the user
must load it. Common image and video players are included with most
browsers,

The MIME standard will require standardization of certain proto-
cols in the near future. By its definition, MIME is transformable. Although
two applications may be MIME-compliant, each application can use a
proprietary or custorn set of extensions. The data associated with the
proprietary extensions may be lost in transfer. Common protocols cut
down on the risk of a loss of data occurring.

Standard 3: Use Internet Message Access Protocol version 4 {IMAP4),

Internet Message Access Protocol version 4 (IMAP4) is the stan-
dard protocol for access to the mail server. The user has the option of
storing and manipulating messages on the mail server, which is important
for job functions that require the user to access email from several differ-
ent clients. IMAP is also ideal for situations where the user has a low
speed link to the mail server. Instead of downloading all messages to the
client, IMAP allows the user to select which specific messages to down-
load. If a message has several MiME attachments, the user can specify
that only the text portion of the message is to be downloaded for viewing.
This practice is considerably more efficient in the event that a high-speed
link is not readily available.

Note: Options sometimes exist to configure email servers and clients
without IMAP4 settings. Email servers and clients should be implemented
using IMAP4,

Standard 4: Use Lightweight Directory Access Protocol (LDAP).

Lightweight Directory Access Protocol (LDAP) is the standard
directory access protocol. LDAP is based on Directory Access Protocol
(DAP), an X.500 standard access protocol. X.500 is a set of CCITT/TU
standards for electronic directory services. LDAP has been proven to be
more efficient for MUA to directory services transactions. In addition, LDAP
can be utilized to access databases other than the email directories,
which will add value to other groupware applications, such as scheduling.
Standard 5: Select an email server system that allows multiple stan-
dards-based email clients.

When an email server uses IMAP4 standard, any IMAP4-based
client can access that server.

Technical Topic 3: Collaboration ~ Calendaring and scheduling
Introduction '

Calendaring and scheduling (C&S) is the process of scheduling

events and accessing calendar information for people, facilities, and equip-
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ment. A calendaring and scheduling application manages the calendars

and schedules of individuals, groups, facilities, and equipment. Through

C&S, events and activities can be easily coordinated through the elec-

tronic exchange of scheduling information between individuals and groups.

Recommended Best Practices :

The following recommended best practices pertain to calendaring
and scheduling (C&S) and should be followed when selecting a C&S ap-
plication.

Best Practice 1: Select an open C&S application, which maintains trans-

parent interoperability with other C&S applications and computing plat-

forms used across the state.

The C&S system must be capable of supporting multiple server
platforms and client platforms. The operating environment within the state
is, and Will remain, heterogeneous. The C&S system must therefore be
capable of transparently transferring scheduies and meeting information
across each of the operating systems.

C&S applications are typically purchased independently by each
department based on the particular needs that the departments must sat-
isfy. The selected applications must be capable of exchanging sched-
ules, notifications, and materials with the C&S applications utilized by
other departments. The user of one application must be capable of view-
ing a user's calendar created and stored on another application.

Best Practice 2: Select a C&S application that provides a mechanism for

attaching supporting documentation, such as meeting materials, to the

notification message.

» The capability to include or attach meeting agendas, supporting docu-
mentation, and deliverables maximizes the efficiency of C&S as a
productivity tool.

« The user should not be required to compose a separate email mes-
sage to send attachments. The transport mechanism for attachments
should be accessible from the scheduling application.

Best Practice 3: Select a C&S appiication that allows the user to create

both public and private notification groups and contact lists.

Public and private notification groups are lists of people and/or
resources that have common calendar and schedule needs, such as project
groups or a list of conference rooms. Users can assign selected individu-
als to their private groups, and administrators can assign selected indi-
viduals to public groups. When a group name is entered as a participant,
available times can be selected based on the group's information, and a
notification message is forwarded to all individuals included in that group.
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This feature streamiines the use of C&S applications, making them more

efficient,

Best Practice 4: Select a C&S application that enables task and re-

source management.

*» Inaddition to people, the user must have the ability to schedule facili-
ties and equipment. For example, the user should be able to reserve
a meeting room and an overhead projector through the C&S applica-
tion.

» The C&S application shouid be capable of tracking tasks (e.g., “To
Do"” lists that automatically send reminder messages for upcoming
deliverables).

Best Practice 5: Select a C&S application that allows remote and proxy

access.

» The user should be capable of disconnecting from the network and
still maintain access to personal and shared calendars. Any updates
tothe calendars or schedule notifications made while the user is offfine
should be uploaded and synchronized at the time that the user recon-
nects to network.

* Incoming schedule notifications should be held by the C&S server
until the user reconnects to the network at which time the messages
are synchronized with the user's local calendar.

* Proxy access enables a C&S user to allow another authorized user
or users to administer their personal calendar. This function may be
limited to viewing, or allow full maintenance capabilities.

Best Practice 6: Select a C&S application that can be accessed through

aweb front-end.

Both Intranets and Internets are accessible by anyone within the
organization via a webbrowser. Web enabled C&S applications allow us-
ers access to C&S information for anyone, anywhere in the state.
Technical Topic 4: Collaboration - Document Management

Introduction

Groupware products in the form of “office automation suites” have
come to embody the typical user's view of sharing work by allowing the
creation and exchange of many different types of electronic documents
(e-docs). These documents include those created with word processors,
spreadsheet and presentation software tools. In most local area networks
(LANSs) there are common areas where e-docs can be stored and ac-
cessed by users, if they know where to look for them.

Recommended Best Practices

Itis essential that an organization devise a document manage-
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ment =trategy as an information “architecture” rather than as just another

application or imaging system. This means planning beyond a single

standalone application. Recognize that EDM is not necessarily about “im-

aging.” There are real problems with simply managing and sharing the

documents created with ordinary word processors and other office auto-
mation programs used in the day to day administration of any office.

Best Practice 1: Evaluate potential requirements over a longer-term ba-

sis and implement a “platform” that can be used to develop document-

enabled applications and provide a uniform approach to document storage
and access.

+ Use the standards guidelines to assure the implementation of “scal-
able,” open systems.

Best Practice 2. Assure the availability of open application pro-

gram interfaces.

s Adhere to APls and integration standards being advanced by the As-
sociation for Information and Image Management.

Best Practice 3: Select EDM and workflow tools that comply with AllM

open standards, are platform independent, and can be shown to be inter-

operable with similar tools and other components of the statewide techni-
cal architecture.

s Selecting application components that adhere to industry standards
is important for flexibility and adaptability.

» Products must support multiple server, workstation, and application
platforms.

»  Workflow components should trigger or send some message-based
notification when human intervention is needed (using middleware,
email, etc.) Partial automation of the office environmént will cause
confusion as to which activities need human initiative and which ac-
tivities are being managed by the workflow system. This confusion
will cause inefficiencies and leave a wider margin of error in work to be
performed.

»  Workflow systems should provide a standard interface to other workflow
systems for the purpose of passing and processing work items be-
tween business units and processes.

Standards

As the state progresses with the development of a departmental
and statewide document management infrastructure, and universal ac-
cess to information, there are many obstacles to overcome related to the
inter-operability between departmental systems and their interaction with
an evolving enterprise level locator service. In the standards area depart-
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ments planning for EDM systems and services needs to take into ac-

count three general sets of guidelines.

¢ Existing and evolving standards and guidelines being advocated by
public institutions and private industry through the Association for
Information and Image Management International (AlIM).

» Other standards and guidelines put forth by related parts of the State-
wide Technical Architecture, especially as they relate to the develop-
ment of docurment and/or business process-centric applications in an
n-tier architecture.

There is no limit to the creativity and innovation occurring in the
development of solutions to the problems of document management,
workflow, and universal access. The framework embodied by these stan-
dards is intended to be moving users and developers toward the goals
described previously.

Standard 1: Implement document management systems and compo-

nents that conform to the Document Management Alliance specifications

(DMA 1.0 and ODMA 2.0).

There are numerous issues related to interoperability among docu-
ment management applications, services, and repositories. Standards
are needed to manage the increased life expectancy and complexity
of re-usable electronic documents and content.

» The Document Management Afliance (DMA), is a task force of AlIM.
DMA conforming products wilt support open design for user interfaces,
workstations, network operating systems and servers. The DMA pro-
vides a framework for vendors to deliver products that provide query
services (simple transparent access from every desktop to informa-
tion anywhere on the network), and library services (including check-
in and checkout, version control, security, and accountability). The
DMA is working with the Open Document Management APl (ODMA)
group which specifies the common application program interfaces,
and high level call interfaces that enable other client applications (such
as MS Office) to work seamlessly with DMA compliant document
management systemns

For more information about AlIM standards programs, refer to the Web

site: http://www.aiim.org/industry/standards.

Standard 2: Implement workflow systems that conform to the interface

specifications of the Workflow Management Coalition (WfMC}.

WIMC is another working group of AlIM and is closely aligned
with the work of the DMA. As automated workflow systems continue to
evolve, the complexities associated with a common approach to process
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definition, process repositories, object manipulation and transport, and
user interfaces are enormous. The Workflow Management Coalition (WfMC)
has proposed a framework for the establishment of workflow standards.
This framework includes five categories of interoperability and communi-
cation standards that will allow multiple workflow products to coexist and
inter-operate within a network environment. This framework is contained
within a Reference Model for workflow management systems that includes
five interface specifications. The mode! includes the following:
Process Definition Tools.
Workflow Enactment Services.
Workflow Client Applications.
Invocation of Native Applications.
Workflow Package Interoperability.
At this time, there are many companies designing products that com-
ply with one or more of these interface specifications. Departments
planning production workflow applications that need to route work
outside of the production system for processing or decision making
should work carefully with vendors and service provides to determine
functional requirements and WfMC standards compliance.

¢ For more information about the WIMC and the work of the coalition
refer to the Web site at: http://www.aiim.org/wfme/index.html.

Standard 3: Use Adobe Acrobat Portable Document Format (PDF) for

Non-editable Electronic Documents.

All documents in final form and prepared for distribution and pub-
lishing with no intention for further modification must be stored and deliv-
ered in Adobe PDF format.

Standard 4: Ensure hardware/software and image file compatibility using

TWAIN, 1SIS, and TIFF standards.

« For typical business document imaging applications, software that
controls the operation of the scanner (and some other recognition
peripherals) is provided. Not all scanner hardware and scan software
are compatible. The industry standards to adhere to are TWAIN and
more recently 1SIS (Image and Scanner Interface Specification). These
are API standards that provide low-level integration facilitating the
control of the peripherals from many common user Private & Confi-
dential applications. For specialized applications (e.g. hand held de-
vices) other standards requirements need to be investigated.

o The scanned images of typical business documents should be com-
mitted to storage in Tagged Image File Format (TIFF) Version 6.0
using CCITT/ITU Group Il or [V compression. Organizations planning
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imaging applications should investigate and demonstrate that any
product selected is capable of exporting images in a format that they
can be reused. Images that cannot be shared are a wasted invest-
ment and could result in the loss of critical data.

Avoid new deployment or migrate away from proprietary image file
formats. The current technology direction for image file formats is
TWAIN. The emerging technology file format is 1SIS.

Standard 5: Select magnetic storage subsystems. Select optical stor-
age subsystems based on smaller standard form factors.

Typical electronic documents, created with office automation suites,
wilt reside on industry standard magnetic disk that is server or net-
work attached. This will generally be transparent to the users of an
EDMS. The images of scanned paper documents might also be stored
on standard network attached magnetic disk. Magnetic storage will
always provide the most performance in the speed of retrieval, and
magnetic disk is increasingly cost competitive with optical disk stor-
age. When selecting any magnetic storage solution, adhere to other
parts of the STA that provide the standards for these types of sys-
tems.

Very large document collections (usually image applications) will prob-
ably require optical storage subsystems (many are proprietary). Where
there is a requirement for the permanent storage of unalterable docu-
ments, optical is chosen in the form of Write Once Read Many
(WORM) disks. These types of systems generally involve spegial
software that is used to manage the storage and movement of docu-
ments from optical to magnetic when documents are requested by
users. Optical disks may be mounted in single standalone drive units
or they may be loaded into various sizes of “juke boxes.” Software
handles the retrieval and loading of specific disks in response to user
requests. Typical EDMS systems today will use a 5 % form factor
and will be WORM or Compact Disk type formats. Larger disks are
available for specialized applications and are generally proprietary.
Avoid new deployment or migrate away from proprietary or large for-
mat optical storage subsystems. The current technology direction is
WORM and various types of compact disc in 514" format. The emerg-
ing technology is magneto Optical and DVD.

Standard 6: Use extensible Markup Language (XML 1.0) when capturing
or authoring document content that requires further automated process-
ing by other information systems and Web based clients using standard

XML enabled browsers.

-
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e This standard is promulgated by the World Wide Web Consor-
tium (W3C).

o XML is a subset of the Standard Generalized Markup Language
(SGML, an ISO standard).

* XML encodes a description of a document’s storage layout and
logical structure with a document type definition {DTD). It pro-
vides a mechanism to combine structured data and unstructured
information content.

» XML allows information systems and applications to automati-
cally process XML documents when the systems are combined
with an XML processor.

» The specification (DTD) describes the required behavior of XML
processors in terms of how they read XML documents, and what
information they must provide to the processing application. For
more information about the W3C and XML refer to the Web site
at:http:/Avww.w3.org.

Componentware Architecture
I. Definition:

Componentware Architecture enables efficient reuse of existing
application assets, faster deployment of new applications, and improved
responsiveness to changing business needs. Reusable software compo-
nents are the building blocks that make a system able to respond quickly
te change.,

Il. Intreduction and Bacikground

Components are program modules that provide a complete pack-
age of business functionality. Shared components must be designed for
portability across platforms.

Components within an application system can be developed in
any supported language, with any development tool appropriate for the
particular tier where they are deployed. Monolithic applications perform
comprehensive business functions and operate independently from other
applications. Making changes to a monolithic system is a major under-
taking because changes in one area often cause problems in other areas.
M, Principies

These principles provide guidelines for the design or purchase of
application components that support distributed, client/server, and adap-
tive computing across the state.

Principle 1: Componentware Architecture facilitates the reuse of com-
ponents across the enterprise.

Reusable components increase the productivity of the applica-
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tion development departments within the enterprise.

¢ Sharing components across the enterprise greatly increases the abil-
ity of the system to meet the changing needs of the business.

¢ The use of proven components enhances the accuracy of information
processing.

Principle 2: The focus of Componentware Architecture is to improve busi-

ness performance.,

e Acomponent-based development strategy enables adaptive systems
to meet the changing business needs and technical environments.

*« A component-based development strategy aligns information tech-
nology with the commonly used functions of the business.

Principle-3: Shareable components must be callable by any component-

enabled application.

¢ Reausing existing shared components eliminates duplication of devel-
opment, testing, and maintenance effort.

» Reusing existing shared components eliminates processing incon-
sistencies because business rules are maintained in one piece of
code,

» Use of components reduces the time and effort required for develop-
ing and updating applications.

» Reuse results in quality improvements because many applications
are being built based on same components.

Principle 4: New components must be platform independent.

s« Components must be developed so they can be deployed on any
supported platform.

* Ifthe business nesds change or a new platform is required, the com-
ponent should easily migrate to a new platform.

Principle 5: Purchase rather than build components whenever pos-

sible.

¢ Purchased compcnents must be capable of being implemented in a
service-oriented environment; (i.e. can be integrated into an N-tier
environment with a published Interface Definition Language (IDL) in-
terfage).

e Components should be purchased whenever possible, such as class
libraries, allowing developers to focus on the development of special-
ized busingss rule components.

Principle 6: Design components to be fully self-contained.

e All necessary validation, error detection, and reporting capabilities,
logging/debugging/tracing functionality, monitoring and alert function-
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ality, and system management capabilities must be incorporated in
the component.

¢ This facilitates operation, administration, and maintenance functions.

IV, Technical Topics

Technical Topic 1: Component Reuse

Introduction

A successful implementation of an N-tier, reusable component
service-oriented architecture is not solely dependent on the ability to de-
velop reusable components. Success aiso depends on the ability to pro-

vide the tools and management of the components for reuse. Following a

reuse methodology and understanding reuse technigues are key to devel-

oping and managing statewide reusable components.

Recommended Best Practices '

The recommended best practices in this section pertain to reus-
able components.

Best Practice 1: Establish a reuse methodology for the identification and

implementation of components.

A methodology that supports reuse gontains the following steps:

» Classify the business requirements by service type (e.g., application,
interface, support, or core).

»  Search the repository for reusable components that support the busi-
ness or functional requirements.

» Analyze candidate components to ensure they fully meet the require-
ments.

* Incorporate the selected components into the new or re-engineered
application using standard IDL's.

* Harvest new components from new or existing applications that have
not been componentized yet. Placing the new component information
into the repository.

¢ Incorporate the reuse methodology into the system development life
cycle,

* To successfully implement the Componentware Architecture, the
Network and Middleware Architecture must be in place.

Best Practice 2: Establish a component review boarg to identify common

components. Companents used by multiple business units must be com-

monly understood and consistently referenced by all business users.

Component development can be achieved through the context of projects.

The review board should start with small, achievable, and strategic projects.

In order to create reusable components, cooperation is needed
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among the business process owners. A framework needs to be put in
place that allows for:
¢ Centralized management of reusable, shareable components.
¢ Design reviews of new and existing projects for reusable compo-
nents.
¢ Enterprise access to information about reusable components.
Best Practice 3: Establish a repository for maintaining the information
about available reusable components.
¢ The repository provides a place to store documentation about the
component AP's.
¢ The repository should be made available to atl application devel-
opers as a tool for performing their jobs.
Best Practice 4: Every component must have a published API.
¢ A published API defines the public interface for a component or ser-
vice. The AP! is how other applications will communicate with the
component. Documentation should include input and output param-
eters, which parameters are required, which parameters are optional,
and the lengths and types of the parameters.
e The API should be entered into the component repository that is avail-
able to all application developers.
Best Practice 5: Harvest components from existing applications to ini-
tially build the component repository.
* Legacy applications are a good resource for building a component
repository.
¢ Thereis no need to reinvent a process or piece of functionality if soft-
ware already exists that performs the desired function.
+ Iffeasible, develop a wrapper that defines the API for the service and
allows the legacy application to become a reusable component.
Standards
The standards in this section pertain to component reuse.
Standard 1: No vendor proprietary API calls for infrastructure security
services. Use Generic Security Services-AP| (GSS-API) or Common Data
Security Architecture (CDSA) compliant API calls and products.
¢ Applications requiring security services prior to CDSA products or
services being available can use the GSS-API.
¢ The GSS-APiis an Internet Engineering Task Force (IETF) standard
{RFC 2748, released in January 2000, obsoletes RFC 1508 and RFC
2078) and supports a range of security services such as authentica-
tion, integrity, and confidentiality.
¢ ltallows for plug-ability of different security mechanisms without chang-



IT Architecture 11

ing the application layer.

e It is transport independent, which means it can be used with any
underlying network protocol.

* Applications using GSS-API can be retrofit to a CDSA foundation
without major modifications; therefore providing an interim stepto CDSA
based services.

Technical Topic 2;: Component Services

Introduction

A service completes a task requested by an application. The ser-
vice itself may call one or more components to complete the task. To the
calling application, however, it appears as a single task. Typically, a ser-
vice is created when it is identified as a common task that would be

(repeatedly) coded by several applications.

Recommended Best Practices

The recommended best practices in this section pertain to com-
ponent services.

Best Practice 1: Component services shouid be callable by any compo-

nent-based application or any other component.

» Components must be designed and developed with the understand-
ing that the process that invokes it may or may not be developed in
the same language or in the same environment.

* Acomponent should be callable from any supported language on any
supported platform.

Standards

These standards in this section pertain to component services.

Standard 1: Custom developed application components must be written

in a portable, platform-independent language, such as C, C++, or Java.

Application components written in a portable language are easier
to move from one platform to another because they require fewer modifica-
tions to conform to the new host. This portability allows an application to
be more adaptive to changes in platform technology.

Standard 2: Statewide infrastructure services must be atleast Common

Data Security Architecture version 2.0 (CDSA v2.0) compliant.

¢ . The CDSA version 2.0 architecture is an Open Group specification for
providing security services in a layered architecture and managed by
a Common Security Services Manager (CSSM), CDSA provides a
management framework necessary for integrating security implemen-
tations. Version 2.0 of the specification is a cross-platform architec-
ture, which includes a testing suite for inter-operability testing,

* Awide range of vendors has announced support for the specification
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and products for a broad set of platforms can be expected.

e Security protocols such as SSL, S/MIME, IPSec can all be built from
the Common Data Security Architecture base.

Technical Topic 3: Object-oriented Components

Introduction

Obiject-oriented components encapsulate both the business logic
and the data accessed by the business logic. They have the potential to
become intelligent, self-managing entities, allowing for more simpilified
management.

Recommended Best Practices

The recommended best practices in this section pertain to ob-
ject-criented components.

Best Practice 1: State application developers should deveiop Enterprise

components using object technology based on Enterprise Java Beans.

Departments should enter an appropriate object-oriented analysis and

design lifecycle prior to the implementation.

e Objectoriented programming starts with the definition of objects. There-
fore analysis and design are critical.

» Object-oriented design and development is well understood by many
developers and the software industry often provides solutions based
on cbjects rather than APIs.

e EJB together with Servlets hide most of the required infrastructure
service requirements programming for web-based applications. Where
sharing of services is desirable, departments can offload the burden
of such programming and can focus on the business logic rather than
communication code.

Standards

Standard 1: Purchased applications must be CORBA 2.0 or later and

IIOP (Internet Inter-ORB protocol) compliant.

CORBA and IIOP standards are open standards devised for plat-
form independence.

Standard 2: Build or purchase Enterprise solutions on an Enterprise Java

Bean and serviet model. Application servers should be compliant with

EJB 1.1 or better.

» Enterprise solutions benefit from reduced requirements to code un-
derlying services and can focus on business logic.

¢ Vendors provide solutions based on an EJB model. These solutions
can be purchased and used without customization.

Standard 3: Avoid OLE/DCOM and the Windows DNA object model for

applications with Enterprise or strategic implications.
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+ OLE/DCOM standards do not scale well and run only on Windows
platforms.

* OLE/DCOM applications are not easily portable or integrated into
enterprise-wide solutions.

Data Architecture

|. Definition

The mission of Data Architecture is to establish and maintain an
adaptable infrastructure designed to facilitate the access, definition, man-
agement, security, and integrity of data across the state.

II. Introduction and Background :

Data and information are extremely valuable assets of the state.

Data architecture establishes an infrastructure for providing access to high

quality, consistent data wherever and whenever it is needed. This infra-

structure is a prerequisite for fulfilling the requirement for data to be easily
accessible and understandable by authorized end users and applications
statewide.

lIl. Principles

The following principles apply to the enterprise Data Architecture.

Enterprise principles are relevant to both statewide and department-wide

data.

Principle 1: Design an adaptive data infrastructure.

* Design the data infrastructure to easily accommodate changes in the
data model and database technology. The data infrastructure is a
crucial component of establishing an overall adaptive architecture.

* An adaptive data infrastructure provides extensibility in adding new
functionality and facilitates vendor independence.

Principle 2: Design the enterprise Data Architecture so it increases

and facilitates the sharing of data across the enterprise.

+ Sharing of data greatly reduces data entry and maintenance efforts.

» Data sharing requires an established infrastructure for widespread data
access. This includes integration with the Application,
Componentware, Integration, Messaging, Network, and Platform Ar-
chitectures.

¢ Consistent shared data definitions ensure data accuracy, integrity,
and consistency.

» Data sharing reduces the overall resources required to maintain data
across the enterprise.

Principle 3: Separate the data sources for online transaction pro-

cessing

(OLTP) data and online analytical processing (OLAP) information,
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¢ Separate data sources isolate OLTP systems, which perform mis-
sion critical business processing, from large ad hoc queries and online
analytical data processing. If the data sources are not separate, ad
hoc queries and direct access of data for OLAP systems can ad-
versely impact online transactional processing.

o Data design is adapted for optimal performance for each type of appii-
cation, OLTP or OLAP. For optimal performance, OLTP and OLAP
may require different database designs. OLAP typically inciudes com-
plex operations involving time series, dimensional, and trend analy-
sis, which do not perform well with relational database technology
alone (e.g., sometimes other methods of data storage are needed to
support OLAP, such as multi-dimensional databases or flat files).

IV. Technical Topics

Technical Topic 1: Centralised Metadata

Introduction

The state should develop applications that cooperate and share
data, both within a single department and between departments. In this
model, common data elements are defined consistently even when they
are stored in multiple databases and data can be shared between applica-
tions. This type of data is referred to as centralised data.

When centralised data is defined consistently, datais described

the same way in each table where it is defined. Definitions include traits
such as name of the field; length, number format, data format, and the
values it can have. When the data has the same format, it is much easier
to exchange data across system and organizational boundaries.
The way to describe or define data is through metadata. Metadata is “in-
formation about data.” Metadata is stored in a repository containing de-
tailed descriptions about each data element. By using the formats de-
scribed in the metadata repository, whether the data resides in a singie
locaticn or in multiple databases across the state, the same data man-
agement principles apply. A list of sample Metadata elements are as
follows:
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SSID | Social security | 16 | XAXHXO00K-XH0NKXX Unique
identification AUIAIOOEONXKX number
number (Dist-Mandal- Munici- foreach
pal- Village/Ward - person

Household- as per MPHS
Member of HH) database

Recommended Best Practices

The recommended best practices in this section pertain to

centralised metadata.
Best Practice 1: Use and actively maintain the Centralised Metadata

Repository to store centralised metadata definitions.

Storing data element definitions in a central repository incrementally
builds the enterprise data model.

The repository must be actively maintained (e.g., changes to metadata
occur in the repository before the changes occur in operationai appli-
cations).

The repository serves as a centralized data administration tool and
helps promote data reusability, reliability, and sharing across the en-
terprise.

Best Practice 2: When designing or modifying a database, review the
Centralised Metadata Repository for existing standard and proposed data
elements before implementing a new database to ensure data elements
are defined according to CMR standards.

Design reviews are essential to ensure that shared statewide data is

defined consistently across all applications. Design reviews also de-

termine whether data that already exists is consistently defined and

not redundantly stored.

?Design reviews should document the following:

Where is this application getting its data?

What other applications are getting data from this application?

Is data used by this application defined consistently with statewide

definitions? If not, is there a plan to define the data according to enter-

prise definitions?

A design review evaluates the data requirements of a project and iden-

tifies the following:

- Adatarequirement that can be solved by using existing centralised
metadata element.

- Datanotalready identified, as centralised metadata must be pro-
posed as an inter-department or statewide standard to the
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Metadata Element Review Team to become centralised metadata.
Access is available for application development projects to reference
the CMR in order to actively research data requirements. Review the
existing standard and proposed data elements in the CMR before
implementing a new database to ensure data elements are defined
according to standards.

Key information about data is stored in the systems that are already
implemented in the state. If possible, evaluate existing systems to
propose statewide and department data elements. '

Best Practice 3: Use the CMR and the Metadata Element Review Team
to create centralized definitions of enterprise level data and encourage the
sharing of data across departments.

Data used by muitiple business units must be commonly understood
and consistently referenced by all business users. Enterprise sharing
of data can only be achieved by creating centratised definitions.
Centralised definitions of data emerge through the context of projects.
An enterprise model evolves over time through ongoing projects.

In order to create centralised definitions of data, cooperation is needed
among the business data owners,

Centralized management of distributed enterprise-level data is pro-
vided through the state’s Centralised Metadata Repository. This re-
pository is available through the Internet.

Best Practice 4: Identify authoritative sources for centralised metadata.

Authoritative business sources for centralised metadata must be iden-
tified, documented, and actively maintained in the repository. Authori-
tative business sources are the business units responsible for the
accuracy of the data stored.

A source of record is an authoritative source for data. Data in a source
of record is trusted to be accurate and up-to-date. All other data stores
should synchronize to the source of record. The data in record sources
must be actively managed and the data model should be verified by
data administrators, Tools and quality control techniques must be
applied to the contents of the data stores themselves, in order to
ensure the quality of the data.

Each application must identify data sources for all data that it does
not originally capture. The application capturing the original data is
the authoritative source, and is responsible for the quality of the data.
All application data models for ongoing projects should be reviewed to
ensure that data existing in authoritative systems is reused and not
redundantly stored. . i
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Standards

Standard 1: Custom systems must comply with CMR standard data

element definitions.

¢ New databases belonging to custom systems must comply with CMR
element definitions. The Metadata Element Review Team will review
the data elements to determine if the elements conform to existing
standards.

» Any new potential data element standards must be proposed and
reviewed for approval as a state standard.

+ If the data element definition cannot be customized to conform to
existing standards, a waiver must be requested.

Standard 2: Commercial off-the-shelf (COTS) systems that support cli-

ent-controlled data element definitions must comply with the CMR stan-

dard data element definitions. Otherwise, the vendor must provide a con-

version routine to conform to metadata exchange standards for data shar-

Ing. :

¢ [f an off-the-shelf system has data formats that can be modified, the
data elements should be adapted to conform to the standard data
requirements.

¢ If the data element definition cannot be customized to conform to
existing standards, the vendor must provide conversion routines to
conform to the CMR metadata exchange standards.

Standard 3: Use Centralised Metadata Exchange Standards when ex-

changing data across departments.

If data needs to be exchanged across department boundaries
and the data is physically stored differently, then the data must be ex-
changed through the exchange standard as specified in the CMR.
Technical Topic 2: Data Modeling

Data modeling is the process of defining a data model for a project
or application and is typically performed at the same time as the business
model during the design phase of a project.

Recommended Best Practices

The recommended best practices in this section pertain to Data Model-

ing.

Best Practice 1: Take the Entity-Relation (ER) model to the third normat

form, then denormalize where necessary for performance.

1. The third normal form is the most commaonly recommended form for
the ER model.

2. Insome cases, a denormalized database can perform faster as thefe
can be fewer joins, or reduced access to multiple tables. This pro-
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cess saves both physical and logical input and output requirements.

Best Practice 2: In a dimensional model, use a star schema whenever

possible.

Use a snowflake schema only if it increases user understandabil-
ity or improves performance. A snowflake schema may add unnecessary
complexity to the data model.

Best Practice 3: Restrict free form data entry where possible.

+ Inthe design phase, consider the values that may be input into a field.
These values or domains should be nermalized so that data is con-
sistant across records or instances. For example, using consistent
values for gender or address information.

» Use look-up tables and automate data entry for column or attribute
domain values to restrict what is entered in a column.

Best Practice 4: Setup indexes and form relationships carefuily.

+ Limit the number of indexes on databases that will be experiencing
significant insert and update activity. When an insert is performed,
not only is the record updated, but all the indexes are updated as
well.

» Increase the number of indexes on databases where importance lies
in retrieval time. Indexes can increase performance on retrieval time.

o Before creating a database, indexes, or data access programs, verify
that all relationships have been documented.

Best Practice 5: Design the data model to aflow for growth andfor change.

¢ Design data models to accommodate any future changes, including
growth and changes in business requirements or database technolo-
gies.

Best Practice 6: Archive and protect the data model.

+ Data models store a wealth of department and statewide information
and must be archived and protected.

¢ Data models should be catalogued with the department's project docu-
mentation and used to facilitate future revisions.

Best Practice 7: Each department should standardize on a common data-

modeling tool for designing and maintaining all new database instances.

+ Department Technical Architectures specify each department's
common data modeling tool.

s A data model ensures that data is defined accurately so it is
used in the manner intended by both end users and remote appli-
calions.

Best Practice 8: Use a data-modeling tool to reverse engineer existing

databases.
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Data-modeling tools can evaluate an existing database structure
and reverse engineer a data model. The reverse engineered data model
can be used to capture valuable information about the existing database.
Technical Topic 3: Data Access Middleware
introduction

Data access middleware is the communication layer between
data access rules and the Data itself. Data access middleware is de-
signed to enable communication between a data access tier and a data-
base, as opposed to application communication middleware, which en-
ables communication between the programming tiers of an N-tier applica-
tion.

Recommended Best Practices

The recommended best practices in this section pertain to data
access middleware.

Best Practice 1: Provide centralized administration for data access

middleware through central IT staff.

o Typically, workstations and servers are used for multiple applications
and require connectivity to multiple databases. If administration for
data access middleware is provided by central IT staff, any changes
that are required are more easily managed and executed

* Support costs and efforts to support data access middleware are re-
duced.

Best Practice 2: Avold use of extensions that create vendor lock-in.

¢ To differentiate their database from other vendors, many database
vendors have

¢ Implemented special extensions beyond the SQL-compliant com-
mands. Although sometimes these extensions may be useful for a
particular function, they are not recommended.

Standards

The standards in this section pertain to data access middleware.

Standard 1: Use OLE DB or JDBC database access middieware when

accessing a database.

« Use OLE DB or JDBC to access a database instead of vendor spe-
cific database middleware.

o OLE DB and JDBC allow flexibility in programming. A database can
be easily modified or relocated. If a change is needed, the change is
made to the OLE DB or JDBC configurations, not to each data ac-
cess program or tool.

» These technologies are widely supported by the industry and make
an application more adaptable to changes in database or other tech-
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nology requirements.
Standard 2: Implement a server-based OLE DB or JOBC solution as
opposed to a workstation-based OLE DB, ODBC, or JDBC implementa-
tion,

A server-based solution is easier to administer, Database changes
and additions are easier to manage, since updates are made to database
middleware servers, not every workstation that requires access.
Standard 3: Use domain name system {DNS) alias names when ac-
cessing databases through OLE DB and JDBC.

If the database location changes or if the server name changes,
the DNS configuration is changed, and no changes are needed to each
client configuration,

Technical Topic 4: Data Access Implementation
Introduction

Since data Is at the core of most applications, data access is a
vital component of the Data, Application, and Componentware Architec-
tures. Depending on the application, data can be stored and accessed in
numerous databases in multiple locations. When data is centralized or
when data is distributed across an organization. data access must be
carefully implemented with usability, accessibility, cost, performance,
adaptability, and security in mind. This topic provides an overview of the
different types of data access and discusses practices and guidelines to
use when implementing data access including:

s Overall data access methods

» Specific data access methods

¢ Data integrity

o Data access design considerations.
Recommended Best Practices

The recommended best practices in this section pertain to Data
Access Implementation,

Best Practice 1: Establish a data infrastructure that can accommodate

rapid changes in data models based on changes in business require-

ments or changes in database technologies.

¢ Business requirements change frequently. The data infrastructure and
design must be adaptive and allow for changes to be easily imple-
mented.

» Technology changaes are fastemerging. The infrastructure must allow
for replacement of the database technology if necessary.

Best Practice 2: Centralize data that needs to be shared and cur-

rent,
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High-volume transaction data that is shared across locations and that
needs to be current for all locations must be centralized so all loca-
tions have access to the same data source

Replicating frequent updates to distributed databases increases sys-
tems complexity and network traffic.

Data must be centralized when one or more of the following criteria
oceur:

Many users need access to latest data (i.e., OLTP systems).

The number of users is small and there are no distributed sites.
There is a lack of skills and tools at multiple sites to manage distrib-
uted data.

There is a need to provide a consolidated and integrated database for
centralized metadata on an open platform.

Best Practice 3: Design databases to be modular, business driven and
aligned with application services, not monolithic.

Aligning data with the application service facilitates changes in busi-
ness processes. Only the data associated with a particular business
process is potentially affected when a change is needed, not all the
data associated with an entire application. It also increases perfor-
mance for backup and recovery and provides higher reliability, avail-
ability, and scalability.
By modularizing data, this practice provides better performance for
backup and recovery, higher reliability, availability, and scalability, and
better transaction performance due to parallelism (e.g., a complex
request can be broken down and be processed by multiple databases
at the same time).
Very large databases (VLDBs) typically use a terabyte or more of
storage. It is recommended that VLDBs be partitioned based on the
appropriate business elements to improve application and database
performance. VL.DB partitioning can enable more efficient backup and
recovery capabilities (e.g., itis more efficient to backup five 10 million
row tables simultaneously than it is to backup one 500 mitlion row
table).
In order to align data with apphcatlon services, the following items
need to be defined:

e Business processes.

o Data required to service the business processes.

» Business units responsible for providing the business pro-

cess.
s Access to the data, and the know-how to use the data, by
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other business units or applications.

Best Practice 4: Minimize the replication of data within operational appli-

cations by replicating only stable data when necessary and based on

business requirements.

¢ |t is better to maintain only one version of data whenever possible,
particularly for mission critical OLTP systems.

¢  ??7Replication must not be used unless it is required for performance
or decision support,

» Areplication infrastructure is simpler to design for stable data. If rep-
licated data is updated frequently, it is much more difficult to design
and maintain a replication infrastructure.

¢ Replication may be appropriate when there are users in different loca-
tions needing similar data that does not need to be current 24 hours a
day and a central source database is not a possible solution

» Specific application requirements for data availability, recoverability,
and freshness (near real time, 24 hours old, etc.) must be identified.

Best Practice 5: Design the data access infrastructure to support the

transparency of the location and access of data by each application.

* This means designing an N-tier architecture where all data access is
managed through a middle tier. This design makes databases easy
to relocate, restructure, or re-platform the back end services with mini-
mal disruption to the applications that use them. It is essential for
adaptive systems.

¢ Aclient should not send SQL requests directly to a server. Instead of
using SQL code, the client should communicate with the database
through data access rules. The application receives a request from a
client and sends a message to the data access rule. The data ac-
cess rule sends an SQL call to the database. With this method, the
client does not send SQL to the server, it sends a request for work.

Best Practice 6: Design for data to be accessed only by the programs

and business rules owning the dgta, never by direct access to the data-

base.

This practice ensures security, data integrity and accurate in-
terpretation of the data and allows for adaptability to changes in business
needs.

Best Practice 7: For data quality management, implement tools, meth-

ods, processes and policies to provide high-level data accuracy and con-

sistency across distributed platforms.

¢ Both business users and Information Technology (IT) staff are respon-
sible for data accuracy and consistency. Policies and procedures
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