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New scamming system... Digital
- pad that stores pins & reads card data!
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INDIA Internet Infrastructure:2016
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« VISHING
 PHISHING
 SKIMMING
 BUGGING

 STEALING ONLINE CREDENTIALS FROM
INMATES

 COLLECTING CREDENTIALS FROM ONLINE
SITES

- E MAIL SPOOFING/ HACKING
« FAKE WALLETS
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Reserve Bank ofIndia

India’s Central Bank

SITEMAP | FAQs | GLOSSARY | OTHER LINKS | CONTACT US |

ABOUT US | NOTIFICATIONS | PUBLICATIONS | DATABASE | SPEECHES | PRESS RELEASES | TENDERS | FORMS | EVENTS |  APPLICATION TRACKING SYSTEM FOR RS5 ALERTS
EX I whar's nEw Current Rates
l:l Go * Reserve Bank announces clarifications on the recently revised Overseas Direct Investment guidelines Policy Rates

+ Import of Gold by Nominated Banks /Agencies/Entities (Revised) RS

-

Twentieth Half Yearly Report on Management of Foreign Exchange Reserves - October 2012-March 2013
Data on ECB / FCCB for July 2013

Important Policy Documents|

Exchange Rates

-»>

Lending / Deposit Rates

# Annual Policy 2013-14 * RBI discusses Challenges to Policy Making and Evolving Role of Statistical Analysis at its Seventh Statistics
% Other Policy Documents Day Conference Market Trends
more...
Web Tools . .
) RBI REFERENCE RATE archives... |+~ Financial Markets Watch
» Notify Me ﬁ_ For Bankers

Japan - 100 YEN

» Members Login --E Payment and Settlement

i Systems
ﬂ Right to Information Act
68.5 y For Common Person

Financial Education

PEHCHANO

PAISE KI BOLI,
KYUNKI Bolta hai!

66 T T T |

2808 29/08  30/08 0209 03109

iils asking for your Internet Banking Account Details : RBI Cautions Public RBI warning on phishing mail RBI cautions Public Oi
I~ 12:07:23 PM
! \" Wed, Sep 4 2013
P :
o
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Reserve Bank of India

India’s Central Bank
2 SITEMAP | FAQs | CONTACT US | DISCLAIMER
m l'—': N F " ONLINE BANKING -

ABOUTUS | NOTIFICATIONS | PUBLICATIONS | DATABASE | SPEECHES |

Internet Banking B wHAT'S NEW

lcuer"ER LOGIN + Survey of Professional Forecasters: Results of the Eighth Round
+ Reserve Bank of India releases Winter 2008 Issue of its Occasional Papers

Policy Rates
Reserve Ratios

Important Policy + Reserve Bank of India releases Monsoon 2008 Issue of its Occasional Papers Euch: Rt
Documents + RBI Clarification on Forged Notes X< énge 2 esA
Annual Policy 2010 + Global Financial Crisis Questioning the Questions - Speech by Dr. D. Subbarao, Governor, RBI Lending / Deposit Rates
” 5013 more... Market Trends
Other Policy .
» B E RBI REFERENCE RATE archives...

|-~ Financial Markets Watch
Web Tools = L For Bankers
Notify M n Right to Information Act
» Notify Me =
» Members Login a,, For Common Person

T

gi Financial Education

! RBI's Young Scholars Award
Scheme
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Reserve Bank of India

India”s Central Bank

B on Process

W Bank From The List pw and Complete Your Verificarn

€5 Andhra Bank
5} Bank of Baroda

A |-

Hem
ALLAHABAD SANK

The actual website is
bappedsumbawa.com

@ BARCLAYS
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E of india

éat
DENA BANK

S DCB
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| S 1B
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ﬁ sSiSa4a de

Indian Bank
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..directs to the J&K Bank phisher on
the fake website
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J&K Bank

Celebrating 75 years of Service

Cation, process.p

e/{bappedasumbawa.comverfy/rbi/ thisecureserve/ Tt

Corporate Banking Signon

User Id E

Password 7]

Transactlon Password (2]
( submit ) [ Clear )

I you have trouble logging In, click here

| Home | eBanking Branches | Terms & Conditions |
© Copyright 2013. The J & K Bank Ltd.



The ICICI bank phisher on the fake
website

| (' 4] rbi.org.in.l.ferificaticn.prcc&s-:-.plaﬁcrm.‘*.fa|idaticn,prccess.exa!uate.|cgin,usernamE.correct.quahﬂcaticn.&nter|bappedasumbawa.comy eyl isecureserve/t 77 v (LB &

| ﬂ About Us | Disclaimer | Contact Us
|

[ ICICI Bank
|

1\ Corporate Internet Banking Login

Corporate ID: l ] Virtual Keyboard (for entering password only)

\ \ User ID : ’ ]

Password: , ‘

\' “

To know more about Virtual Keyboard Click Here

[l Important Security Notice: Ensure Following before logging in

[ ] 1- URL address on the address bar of your internet browser begins with https://cib.icicibank.com

2- Do not enter login or other sensitive information in any pop up windows.

I ‘ 3- You have verified the security certificate by clicking on the padlock icon of your internet browser. For more details Click Here

| 1‘ | New User? Register Now Forgot Password Register online
(] About email frauds Report a suspicious email Safe Banking

({( Digital Security: https://cib.icicibank.com has been verified by Entrust.
The communication of your Private information from any address beginning with "https" is encrypted and secured using SSL.

_‘f,'; For more tips on security refer: Security Tips

S
| p L. . o o .. . .
aj;:' L Customer Service | What's New | Corporate Internet Banking FAQs | Terms and Conditions | Demo Room | Online Security | Privacy
(> >
Y
15
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e Mobile

« ATM images and CCTV clippings
« Bank AC details/KYC

« E-Mails

« Websites

« Payment Gateways

« Bank server details

e Online Investigation

e LR based investigation
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DNS LOOKUP

DNS - hierarchical distributed naming system
for computers, services, or any resource
connected to the Internet or a private network.
It associates various information with domain
names assigned to each of the participating
entities.
The Process help in identifying:

Server IP address

Service based area(USA,INDIA)

Other Domains associated with IP



&« C | [} whois.domaintools.com/14.96.251.143 e % =

DOMAlNTOOLS PROFILE ~ CONNECT ~ MONITOR ~ ACQUIRE ~ SUPPORT Whois Lookup Q LOGIN

IP Information for 14.96.251.143

= Quick Stats Tools

IP Location = India Kolkata Tata Teleservices Ltd - Tata Indicom - Cdma Division
ASN [EAS55740 TATAINDICOM-IN TATA TELESERVICES LTD - TATA INDICOM - CDMA DIVISION

Resolve Host static-143.251.96.14-tataidc.co.in

Whois Server whois.apnic.net

IP Address 14.96.251.143
inetnum: 14.96.0.0 - 14.99.255.255
| netname: TATAINDICOM-IN
' descr: TATA TELESERVICES LTD - TATA INDICOM - CDMA DIVISION
descr: D26/2 TTC INDUSTRIAL AREA
descr: MIDC SANAPADA PO TURBHE
: country: IN
admin-c: TTLC1-AP
tech-c: TTLC1-AP
| status: ALLOCATED PORTABLE
. mnt-by: APNIC-HM
mnt-lower: MAINT-TATAINDICOM-IN
mnt-routes: MAINT-TATAINDICOM-IN
remarks: g e B R s e e e e S C et S R e L SR T R TS L S e e e 2
remarks: This object can only be updated by APNIC hostmasters.
1L remarks: To update this object, please contact APNIC
| € remarks: hostmasters and include your organisation’s account
Y remark name in the subject line.
': remarks: e e e e e St 2
ii" mnt-irt: IRT-TATAINDICOM-IN
e changed: hm-changed@apnic.net 2e100831
< source: APNIC




WHOIS LOOKUP- Domain Name
Based

€& = C' [I whois.domaintools.com/ti om e Q; =

V"
\ '@ DOMAINTOOLS PROFILE ~ CONNECT ~ MONITOR ~ ACQUIRE ~ SUPPORT Whois Lookup Q LOGIN

Home Whois Lookup TisCousa.com

How does this work?

Whois Record for TisCousa.com

. . ” 5 . & Preview the Full Domain Report
Find out more about Project Whois and DomainTools for Windows.

Tools
Related Domains For Sale or At Auction 1 /72 | 3 || More>
| Whois tisiory | Hosting History
| AdDecoUsa.com ($1.801) CalicoUsa.com ($2,295) ~ - ~
, CoUsaY.com ($3,500) RenegadeTobaccoUsa.com ($2,395) Monitor Domain Propersties bac
SeekCoUsa.com ($677) AdelCoUsa.com ($1.449) Reverse Whois Lookup -
Reverse IP Address Lookup -
: = Whois & Quick Stats Reverse Name Server Lookup -
S iat Wit ~ 1 i
| e s
abuse@web.com is associated with ~9,655,082 domains
| Registrant Org TATA SONS LIMITED is associated with ~85 other ~ ’?)H S
. domains
Registrar REGISTER.COM, INC.

Registrar Status clientTransferProhibited

§ | 5 Dates Created on 2000-06-11 - Expires on 2021-06-11 - (ad
o4 Updated on 2011-10-20
L Name Server(s) BEYOND.CBEYOND.NET (has 16,458 domains) -~ » R—
j\,\f INFINITY.CBEYOND.NET (has 16,458 domains) monsSepelisd By, DasiainTosh:com Y
‘:,} A 7 dx Bl 0534PM




PING — Identify IP address of the
Service

PING : Ping is a computer network
administration software utility used to test the
reachability of a host on an Internet Protocol
network and to measure the round-trip time for
messages sent from the originating host to a
destination computer and back.

« Open command prompt and type the domain
name: ping www.google.com
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Who is your MSP?

(Mobile Service Provider)

» To find out the Service Provider of any phone
number. Visit the link:

» Install this software on your computer system as
well as mobile phones based on android and
Java


http://en.wikipedia.org/wiki/Mobile_telephone_numbering_in_India
http://en.wikipedia.org/wiki/Mobile_telephone_numbering_in_India
http://en.wikipedia.org/wiki/Mobile_telephone_numbering_in_India
http://en.wikipedia.org/wiki/Mobile_telephone_numbering_in_India
http://en.wikipedia.org/wiki/Mobile_telephone_numbering_in_India
http://www.shaplus.com/mobile/
http://www.shaplus.com/mobile/
http://www.shaplus.com/mobile/
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Mobile Service Provider

(] € C' @ https://enwikipedia.org/ Vobile_telephone_numbering_in_India * @ =

22 |WestBengal |B ap 30f140 | A | v | %

P

00923017888875 All mobile numbers in India have the prefix 9, 8 or 7 (This includes pager services, but the use of pagers is on the decline). Each zone is allowed to have

multiple private operators (earlier it was 2 private + BSNL/MTNL, subsequently it was changed to 3 private + BSNL/MTNL in GSM. now each zone has more than 10 operators

including BSNL/MTNL. All mobile phone numbers are 10 digits long. The way to split the numbers is defined in the National Numbering Plan 2003 as XXXX-NNNNNN where =
XXXX is the Network operator, NNNNNN is the subscriber numbers. =

§==Mobile, Operator and Circle==
(Note:- The mobile numbers and operators are subject to change since Mobile number portability is available in most circles.)

(Note:- The Series of BSNL GSM (Cellone) 9473 are available in Bihar (94730-94734) and U.P. East (94735-94739) Telecom Circle.)

Mobile Telephone Numbering System: 9xxx series
92 Series 93 Series

| 90 Series 91 Series TataDocomo Reliance Comm. 94BZeNnLes 95 Series 96 Series 97 Series 98 Series 99 Series :
CDMA CDMA =
| 9000 |AT | AP ‘ 9100 | LM AP 9200 | TI | MP ‘ 9300 MP 9400 | KL 9500 | AT | TN ‘ 9600 | AT | TN 9700 |AC | AP ‘ 9800 | AT |WB | 9900 | AT |KA v ]
[ 9001 AAT .RJ 9101 ALM AAS 9201 .TI 'MP 9301 ‘MP 9401 .AS 9501 FAT 'PB 9601 AAT AGJ 9701 .AT ‘AP ‘ 9801 | AT ‘BR 9901 ‘AT 'KA
' 9002 bAT ‘WB 9102 |LM |BR | | 9202 ‘TI ‘ MP | | 9302 MP 9402 | NE 9502 | AT ‘AP 9602 | AT |RJ 9702 ‘ ID |[MU | | 9802 AC |HR | 9902 | AT 'KA =
9003 .AT .TN 9103 . RG YJK 9203 iTI . MP | | 9303 . MP 9403 . MH 9503 .AT . MH | | 9603 . ID |AP 9703 .VF .AP ‘ 9803 .AC . PB 9903 .AT .KO . é.‘
' 9004 .AT VMU 9104 ‘ UN VGJ 9204 VTI VBR 9304 . BR 9404 . MH 9504 .AC VBR 9604 V ID VMH 9704 VAT .AP ‘ 9804 .AC ‘ KO 9904 . ID VGJ v
9005 FAT ‘ UE 9105 | LM | HR 9205 ‘ Tl ‘JK 9305 UE 9405 | MH 9505 | ID ‘AP 9605 |ID |KL 9705 A ID AP 9805 | AT HP 9905 ‘ RG >EIR
" 9006 .AT ABR 9106 A LM AHP 9206 ATI ANE 9306 .JK 9406 . MP 9506 . ID AUE 9606 A RC ANE 9706 AVF .AS ‘ 9806 >AC ‘ MP | | 9906 .AT AJK =
9007 .AT ‘ KO | | 9107 ‘ LM AJK 9207 ‘ Tl ‘AS 9307 . UE 9407 . MP 9507 . ID ABR 9607 A RC AAS 9707 A RG .AS ‘ 9807 .AC . UE | | 9907 . RG .MP » =
9008 .AT . KA | 9108 . LM | KA | | 9208 . Tl . UE | | 9308 . BR 9408 . GJ 9508 . RG |AS | | 9608 . RG VBR 9708 | ID . BR | | 9808 .AC . uw | | 9908 .AT .AP . =
V 9009 . ID VMP 9109 ‘ LM VKL 9209 VTI 'MH 9309 . RJ 9409 . GJ 9509 . RG V RJ 9609 VVF VWB 9709 VVF . BR ‘ 9809 .AC ‘ KL 9909 .VF -GJ v
5. 9010le ‘AP 9110 | LM | KO 9210‘TI ‘DL 9310 ‘DL 9410.UW 951OVRG‘GJ 9610 | VF |RJ 9710 | AC ‘CH 9810 AT ‘DL 9910‘AT VDL
9011>ID 'MH 9111AID AMP 9211.TI'DL 9311 .DL ‘ 9411.UW 9511>ET.MH 9611AATAKA 9711'VF‘DL ‘ 9811>VF‘DL 9911‘ID .DL »
9012 | ID >UW 9112 | LM AMH 9212 ATI . DL | |9312 .DL 9412 | uw 9512 IVF AGJ 9612 ‘AT bNE 9712 AVF .GJ | 9812 | ID .HR 9912 . ID .AP | .




Mobile Service Provider

{£] ShaPlus Mobile Info For PC 3.5
Single Entry fI’Iﬁﬁtpie Entry ’"Hém

Enter starting 5 digits of Indian mobile number or STD Code
[o9ag]

Mobile Region : ANDHRA PRADESH
Operator : VODAFONE

Developed by ShaPlus Software

http:/'www.shaplus.com/mobile/



Social Media Analysis

« Social Media is being the most potential source
for the cyber criminals to conduct any sort of
crime ( online harassment/ hacking/ phishing
or cheating)

« There is a challenge to trace these sophisticated
cyber criminals as they grow with the evolving
technology.

« Further law enforcement cell(s) are being
formed to help the local police to conduct their
investigation with regards to the online crimes
and investigations.



E3 Forgotten Password | Can X

AVA

C' & https://www.facebook.com/recover/initiate?ldata=AWd6zR1316dDj3ctyOM4_x0CK

facebook

Reset Your Password

How would you like to reset your password?

® [=] Email me a link to reset my password
U n@y****.com

[® Text me a code to reset my password
+919810695894

No longer have access to these?

e and profile pictu

Sign Up LogIn Messenger Facebook Lite Mobile Find Friends Badges
Games Locations About Create Advert Create Page Developers Careers
Terms Help

Facebook ® 2015
English (UK)

«dEord5STDyPVkUcmDECHRJTnPFW

Email or Phone

I
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ebook user

[l | Not You? |

our privacy settings allow it
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Privacy Cookies  AdChoices[>
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aYWWINX7K2z7\ P w2



€« C | [ www.truecaller.com/in/981

truecaller

Download Products Support
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CEO- Election Commission

Database Search

n/TS_Search/search.aspx

CHIEF ELECTORAL OFFICER

Telangana
Election Commission of India

Greater Participation For Stronger <Democracy

Office of the Chief Electoral Officer - Telangana

Select District and Assembly Constituency and Search with House Number or Name or Photo Identity Card Number

District Name : 6-Hyderabad v “AC Name : 70-Secunderabad v Click here to know your Assembly Constituency
[House No : Name * Mandal ® Starting With ' Anywhere ' ' Exact
[ﬁg":“’ LG | Search | Male ) Female © Both

ouse Number Field.

INOTE - 1. Do not enter Initials and Surames. Ex: If a name is T. Rama Rao, then enter any 3 letters of nameiexcept title/sumame) instead of tﬁ)mg complete name.

2. If you want to search all members of your House No. / By-Numbers then select Constituency and enter first

letters of your House Number in

District Name : 6-Hyderabad
House Number |

Assembly Constituen:
Father/ Husband Name

Name : 70-Secunderabad

Part Number & Polling station
ocation Name

s'i;‘:'ii“ Gender

B 37 [114-3222035 | CvGse19945 | VEERE CHARY 162-NETAJI HIGH SCHOOL | 3 M Print ‘
| KARNAKAR MANDALA 24 |11-3-653 XDGO742644 | KANAKAIAH MANDALA | [5-8i Bharath Seva Sangam. huno. 11-3-| - 15 M print |
. '(‘:”QEBDA'F‘{’}\%L;’\BU 2 |11-1750 CVG1557503 | MNAGAIAH o AL o iy | 2 M| et ‘
il 29 11-4-121A CVG3301033 | NAGAIAH MANDALAPU | 77-Municipal Ward Office, 50 M Print ‘
ﬁiﬂ,ﬁ%’t}“ ‘ 28 11-4-12/A CVG3301132 | NAGAIAH MANDALAPU | 77-Municipal Ward Office, 51 F print |
PRATYUSHA MANDALA ‘ 23 | 12-6-110021 XDG1050350 | FATE VEERAIAH dop, ey Mied High School PNOT2-| 75 F Print ‘
S,‘Aﬁmflm”s” RAO ‘ 74 12-7-295/A3 cvesaazoe7 | SATVSINARAYANA | 126-MCH Community Hall, Mettuguda, | 77 M print |
NARSING RAO MANDALA‘ 51 ‘ 12-10-567720K/16| XDGO357939 | PAPAIAH MANDALA | ool ol Sl 112 M Print ‘
JANA BAI MANDALOJU 58 | 11-4-3222035 | XDG0932328 | VEERACHARY | GOVTPRIMSCHFORGIRLS NEWCONST | 133 F Print ‘

| SCHOOLBLD,DOOD BHAVI
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perty Tax Public
Search

Greater Hydevabad Maiicipal Covporation

DPOTEPED DDPEOIPOS %

Payments e-Registraions Value Added Services Mon, Aug 17, 2015 6:03:33 PM

Search by Name and Door No

\\ Circle * [Select v old PTIN / ASMT No

1) Owner Name | Door No. |11-1-557 [ search |
{1

| |

(I

[ ]} Total Number of Records selected : 2 Displaying records from 1 to 2

(| New PTIN old PTIN Name Door No.

| " 1181100627 24229999900091 KESARI BAI 11-1-557T0559

| | - 1181101084 24210100000473 KESARI BAI 11-1-557T0559

I/ (**) Contact Dy. Municipal Commissioner and file Self Assessment if not filed.

|/ Result Page : 1

Site Best viewed in 1024*768 / 1E7 (Designed,Developed & Maintained by IT Department, GHMC.)

vl G




Whatsapp Search

Vikas Reddy KPHB Case MOBILE
Always listen to your heart it may b...

Invite friends

Contacts help



[ = 18:11 [« Saving screenshot...

63’5} Vikas Reddy KPH... L SN
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last seen today at 14:02°.&

Status

Always listen to your heart it may be on
left but it is always righte

Phone

+91 97035 91756 T

Mobile



Social Media Tracking

< C' 8 https://my.clickmeter.com/ClickStream#60sec w| @ =

TOOLS ¥ BLOG SETTINGS ¥ SUPPORT ~ & kavitha ¥ LOG OUT

MlickMeter  oeov =

Events stream (2) -

O All campaigns v EJA” types = 5 60sec < o @ >
Access time IP Link/Pixel (& Organization B P T Landing page
17/08/201516:16:03 66.249.88.252 B 1226 € Google ® (%] B ﬁzzgf’g;fg;i;;”ri'i:'gél
17/08/2015 16:14:48 66.102.7.166 B 226 €  Google ® (%) B i‘;g’;"g‘n’]‘;';‘;ig‘rg'ig‘él
17/08/2015 16:13:53  202.133.48.62 B 1226 @  Excell Media Pvt Ltd 3 # (2] iggl"gfﬂg‘,iig}j‘i;‘g;,
17/08/2015 16:13:32 66.249.89.3 B 1246 &  Google ® B economictimes.indiatim...

trade/pm-narendra-modi-

-ClickMeter is one such method of grabbing the user IP address / Browser
Details and Operating System Type.



Email Tracking

« Email tracking is the most efficient method of
tracking the offenders back.

« The method involves tracking of email via a
tracker sent though email. This tracker could
tack the IP address/system information of the
user who open(s) it.

The other method is gaining access to the
target(offender) computer via attachment.



Y YALE iYWV

" Email Tracking -
Yesware

|8 Most Visited | Getting Started 3/ Latest Headlines

GO gle “ Kavitha Yesware

Yesware i= Events 5% Emails (O Scheduled £ Remind
Gmail ~ v C More ~ 1-50 0f 157 < > (Y -
New Message =
Q pimay 22 Soci
Inbox
o . Lenovo Senvices Reminder - Please provide feedback for Lenovo Service Requ
tarre
Important Lenovo Senices Lenovo requests your feedback for Service Request : 700683
Sent Mail 3
Oxygen Forensics Request #41122: How would you rate the support you receive
Drafts (3)
§E % noreply Issue Resolution Confirmation-System Serial Number R3000
®
QKavnha ! The Times of India Entertainment Newsletter: Sanjay Dutt goes hungry for two ¢
@) HrullekhaVemava & 3 .
@ S nviation sent SlideShare Reset your SlideShare password - Password change reques
@) (Unnamed) - B r \ Yesware tracking is enabled for this
Milo | Nitro sam, let's get started with Nitro. - Hi sam, Welcome to t| N 9
@ & Invitation sent email. Based on your preferences:
@) Srinivasa Rao Da Nitro [Nitro Cloud] Here's your converted PDF document - Her il O_pe" e 00
@ & Invitation sent « Link tracking is: OFF
@) drkiran387@gma Black Hat Forum Black Ha New Private Message at Black Hat Forum Black Hat SEfESIEIEEEEEEISE L nRG Y animsb il
@ & Invitation sent a2
. y y # Remind ~ CRM Templates ~
‘ raghukumar sajja " Oxygen Forensics [Oxygen Forensics] Pending request: Can | have a TRIAL ?
Me: Hi
o ) A B N M e B v
2 9 Kingo Support Thanks for using Kingo Android Root - Dear Kingoer. Thanks m = y & " ® L v

A 7 dxs B 0638PM
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mail Tracking- =
Yesware

& @ https://app.yesware.com/messages/55acdc9a82 18f30090000033 e Q Search s ¥ (] @ ) ﬁ :=] @' ¥ =

) Most Visited [ | Getting Started 3/ Latest Headlines

AL ¥2Yesware Upgrade & kk2351288@gmail.com » &

A A, Reports ~ . « Back to Trackin
\ g Report
e Message Details
Tracking Report To: info@templeyatri.com
Activity Report Sent: Jul 20, 2015 (28 days ago)

Subject: Package Information
Template Reply Report

» Team R
Tracking Events
Templates Event Location Client/Device When
§ ) Hyderabad, India Firefox Windows Jul 20, 2015
@ Get More 202133.4862 28 days ago
Bgcipiem OQ?U?d Delhi, India Internet Explorer Jul 20, 201?)
0 Admin 122177100.38 Windows 28 days ago
Recipient opened Delhi, India Internet Explorer Jul 20, 2015
12217710038 Windows 28 days ago
Delhi, India Internet Explorer Jul 20, 2015
12217710038 Windows 28 days ago
Hyderabad, India Firefox Windows Jul 20, 2015
2021334862 28 days ago
« Collapse




RAT

A remote administration tool (RAT) is a piece of
software that allows a remote "operator" to control a
system as if he has physical access to that system.
While desktop sharing and remote
administration have many legal uses, "RAT"
software is usually associated with criminal or
malicious activity.

This RAT can be anything
Document/PDF/Excel/Photo/Video and executable
file which a system can run/open.
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i System based RAT - DarkCommet

“ 5 y0ETh s B | == Computer Information =% Trace I“-#R Batch Saptng =
“N VB Saptng
Type Value + g Fles manager
Server General Information R B S
0. Search for fles
- oy + g Passwords /Datas
(& Stored Passwords
e :‘ oys 2 uTorrent Downloac
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Mac Adress
Systeme UpTime
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Moblle based RAT — AndroRAT

Welcome,
Dashboard
My Dashboard Live Panel @
Calls &
USER DETAILS
SMS 1~
Device Last Login Renew Message
WhatsApp 19
white grand(3 61320642) Last login before 0 Hours,7 Minutes Renew Your subscription expires after: 64 Days,19
from 202.133.48.62 Hours,24 Minutes Contacts B
Photo ~
Location 4
DEVICE STATUS
SMS command
CellNumber Operator IMSI Number Last Event : )
Setting <
BSNL MOBILE 8991735 94954 45 Days,20 Hours,49 Minutes
Change Password
Data Liberation N
LR PRk Scheduler i)
Packages Installed &

Photo Video(beta) Audio Map Screen(beta)




| Facebook GPS secret : If your GPS is
+ Turned ON then Facebook chat can track
your GPS Location.
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Google GPS Track : Your Google account
keeps an EYE on YOU

€« C' | & https://www.google.co.in/maps

2 Timeline

TODAY
2015 August 7 dl
Monday 17 August 2015 < [] Dollar Chamber
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Payment GATEWAY(s)

« Gateway: A payment gateway is an e-
commerce application service provider service
that authorizes credit card payments for e-
businesses, online retailers, bricks and clicks, or
traditional brick and mortar. It is the equivalent
of a physical point of sale terminal located in
most retail outlets.

« Most of the times we request the logs
relating to the debit/credit card. But
when we look/seek entire logs for the
user/wallet then ??



' Payment GATEWAY(s)
Oxigen Walllet

C' £ https://www.oxigenwallet.com

oxigen. waer | b
cf A % ————— Jump the Queve! % G( OQ
Q Pay Bills Instanﬂy.with %
oxigen. Oxigen Wallet
o) e N o




I Noe

litent Fraud Wit

let

B C D H
1 |SrN ¥ |Wallet# ¥ |TransactionType v |TransactionNumber ¥ |[Amount CurrentBalance | ¥ |Date v |Description
2 1 917549182347 Sale 07910255790211201416 (2000 0 2014-11-02 16:59:02.450 |[33353422234-STATE BANK OF INDIA-SBINOOOOOOO
3 1 917549182347 |Topup 07906992390211201413 (2000 2000 2014-11-02 13:06:15.337 |Payment from-Merchant(1000000010)
4 1 917549182347 |Sale 07906818260211201412 (1000 [9) 2014-11-02 12:55:26.200 |33353422234-STATE BANK OF INDIA-SBINOOOOOOO
5 1 917549182347|Sale 07906809700211201412 3000 1000 2014-11-02 12:54:54 503 |33353422234-STATE BANK OF INDIA-SBINOOOOOOO
6 1 917549182347 |Topup 07506064880211201412 (2000 4000 2014-11-02 12:08:25.870 |Payment from-Merchant(1000000010)
74 1 917549182347 |Topup 07896775880111201419 (2000 2000 2014-11-01 19:46:20.143 |Payment from-Merchant(1000000010)
8 1 917549182347 |Sale 07894686160111201418 |2800 0 2014-11-01 18:18:02.430 |33353422234-STATE BANK OF INDIA-SBINODOOO0OO
9 1 917549182347 |Topup 07893728260111201417 |2000 2800 2014-11-01 17:32:50.307 |Payment from-Merchant(1000000010)
10 1 917549182347 [Topup 07891210730111201414 |800 800 2014-11-01 14:58:52.457 |Payment from-Merchant(1000000010)
1 1 917549182347 (Sale 07861442313010201411 (2000 [} 2014-10-30 11:11:59.033 |[33353422234-STATE BANK OF INDIA-SBINODDOOOO
12 & 917549182347 |Topup 07861256293010201410 (2000 2000 2014-10-30 10:58:59.753 |Payment from-Merchant(1000000010)
13 ‘ 1 917549182347 (Sale 07846971262910201407 (1001 [} 2014-10-29 07:56:25.753 |33353422234-STATE BANK OF INDIA-SBINODOOOOO
14 2 ¢ 917549182347 |Topup 07846897652910201407 (1000 1001 2014-10-259 07:39:32.163 |Payment from-Merchant(1000000010)
15 2 918292700152 (Sale 06392397281906201410 (1000 [ 2014-06-19 10:15:47. 450 [43480100001437-BANK OF BARODA-BARBOOO0OD0O
16 2 918292700152 |Sale 06392391301906201410 (4000 1000 2014-06-19 10:15:16.047 |[43480100001437-BANK OF BARODA-BARBOO0O0D0O0O
17 2 918292700152 (Sale 06392385011906201410 (5000 5000 2014-06-19 10:14:39.457 [43480100001437-BANK OF BARODA-BARBOOOOD0O
18 2 918292700152 |Topup 06357372061506201419 (196 10000 2014-06-15 19:46:21.747 |(Topup
19 2 918292700152 |Topup 06357302291506201419 (699 S804 2014-06-15 19:41:20.993 |[Topup
20 2 918292700152 |Topup 06357238951506201419 (992 9105 2014-06-15 19:36:41.140 |(Topup
21 2 918292700152 |Topup 06357070131506201419 (993 8113 2014-06-15 19:24:12.827 |(Topup
22 2 918292700152 |Topup 06354941881506201415 |981 7120 2014-06-15 15:09:03.000 |Topup
25 ~ neaoanarAanacalraa o A anannascncanes aare lane cann AMMY A AC AC AaC.AC.ATY CON o
A B C D F G H
) 2 918292700152 Sale '05790673381904201411 300 o 2014-04-19 12:01:29.260 (11769026604-STATE BANK OF INDIA-SBINOOOOOOO
: 2 918292700152 Topup 05790528221904201411 (300 300 2014-04-19 11:48:36.863 |(Topup
% 2 918292700152 Sale 05535949932203201421 |1500 o 2014-03-22 21:37:09.463 |[STATE BANK OF INDIA-11769026604
) 2 918292700152 Sale 05535926222203201421 5000 1500 2014-03-22 21:34:33.840 |[STATE BANK OF INDIA-11769026604
) 2 918292700152 |Topup 05534453002203201419 |6500 6500 2014-03-22 19:44:45.370 |Wallet TopUp req from NPCI
2 918292700152 (Sale 05533072072203201418 (3444 0 2014-03-22 18:12:50.900 ([STATE BANK OF INDIA-11769026604
; 2 918292700152 |Topup 05532775702203201417 |44 3444 2014-03-22 17:44:56.757 |Wallet TopUp req from NPCI
# 2 918292700152 (Topup 05532762232203201417 (3400 3400 2014-03-22 17:43:33.250 |Wallet TopUp req from NPCI
} Total=1,54,524




NODAL OFFICERS OF DIFFERENT BANKS IN INDIA

ORGANISATION NODAL OFFICER PHONE NO EMAIL_ID
ANDHRA BANK NODAL OFFICER frmg@andhrabank.co.in
AXIS BANK AJAY CHAKOTE 7893966698 Ajay.Chakote@axisbank.com
BANK OF BARODA GM (OPERATIONS) gm.ops.ho@bankofbaroda.com
HDFC BANK SOMASEKHAR 9347052868 | SomaSekhar.RaoDaduwai@hdfcbank.com
HSBC BANK NODAL OFFICER 9703227575 nodalofficerinm@hsbc.co.in
HSBC BANK HSBC srinivaslnaidu@hsbc.co.in
ICICI BANK P NARASIMHA RAO 9000601267 narasimharao.ponnam@icicibank.com
ICICI BANK KV RANGACHARY 9949612251 rangachary.kv@icicibank.com
ING VYSYA BANK NODAL OFFICER nodalofficer@ingvysyabank.com
[@]=] I0B creditcard@iobnet.co.in
KOTAK ESCALATIONS escalations@kotak.com
KOTAK SHIVKUMAR 9885031691 shivkumar.sundaram@kotak.com
KOTAK SUPPORT service.bank@kotak.com
PNB DGM skbansal@pnb.co.in
PNB GM vsrinivasan@pnb.co.in
SBH CM (GRIEVANCES) cmgrievances@sbhyd.co.in
SBI AGM (VIGILANCE) agmvig.lhohyd@sbi.co.in
SBI HELP LINE - HYDERABAD helpline.lhohyd@sbi.co.in
SBI AGM agmcustomer.lhohyd@sbi.co.in
SBI-CARDS CEO-SBI CARDS CEO@sbicard.com
SBI-CARDS NODAL OFFICER Nodalofficer@sbicard.com
SCB NODAL OFFICER principal.nodalofficer@sc.com
6/15/2018 URM
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INTERNET SERVICE PROVIDERS

ORGANISATION NODAL OFFICER PHONE NO EMAIL_ID
ACTTV NODAL OFFICER
BEAM CABLE AJAY BANDA 954224524
BEAM CABLE BEAM
BSNL NARAYANA 949012074
EXCELL MEDIA RAMA 986621621
NETX ADITYA
PIONEER ONLINE NODAL OFFICER
SIFY NODAL OFFICER
SKYTEL RAJ KUMAR
SOUTHERN ONLINE SOL
SRITEL VAMSI
TIKONA SAMPAT JAYDEEP
VAINAVI PADMAJA
VAINAVI NODAL OFFICER
VSNL SECTION VIGILANCE
YOUTELE NODAL OFFICER
ZYTEL ANIL KUMAR
URM
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mailto:nodalofficer@acttv.in
mailto:ajay.banda@beamtele.com
mailto:nodal.term@beamtele.com
mailto:sdetecvig@bsnl.co.in
mailto:ramakrishna@excellmedia.net
mailto:skept@netxconnect.com
mailto:support@pol.net.in
mailto:luithelp@sify.com
mailto:rajskytel@gmail.com
mailto:support@sol.net.in
mailto:vamsi@sritel.in
mailto:jaydeep.sampat@tikona.in
mailto:padmaja@vainavi.net
mailto:nodal@vainavi.net
mailto:VIGILANCE.mumbai@tatacommunications.com
mailto:VIGILANCE.mumbai@tatacommunications.com
mailto:idc@youbroadband.co.in
mailto:anilkumar.ch@zyetel.com

MERCHANTS (ONLINE SHOPPING) ™

ORGANISATION NODAL OFFICER PHONE NO EMAIL_ID
ARZOO RAJESH
BHARAT MATRIMONY NODAL OFFICER
CLEARTRIP SUPPORT
CLEARTRIP MANGESH
EBAY NODAL OFFICER
EBAY MOHAN 9867712149
FLIPKART CUSTOMER SUPPORT
FLIPKART NODAL OFFICER
IRCTC CUSTOMER CARE
MOBIKWIK NIKHIL
MOBIKWIK AMIT
MOBIKWIK TAMANNA
MOBIKWIK HEENA
OLX OLX
OLX OLX INTERNATIONAL
PAYTM RAHUL
PAYTM SECURITY
RECHARGEITNOW GANESH
RECHARGEITNOW CUSTOMER CARE
RECHARGEITNOW SARAT
RECHARGEITNOW MAHESH
WAY2SMS RAJASEKHAR 9390036006

6/15/2018
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mailto:rajesh.m@arzoo.com
mailto:legal@consim.com
mailto:hotelcs@cleartrip.com
mailto:mangesh.bhanu@cleartrip.com
mailto:contactIndiafit@ebay.com
mailto:kchaudhary@ebay.com
mailto:cs@flipkart.com
mailto:grievance.officer@flipkart.com
mailto:care@irctc.co.in
mailto:support@mobikwik.com
mailto:amit@mobikwik.com
mailto:tamanna@mobikwik.com
mailto:heena@mobikwik.com
mailto:grievance-officer@olx.in
mailto:grievance-officer@olx.in
mailto:grievance-officer@olx.in
mailto:complaints@council.bbb.org
mailto:rahul.bali@paytm.com
mailto:security@paytm.com
mailto:ganesh.garg@rechargeitnow.com
mailto:care@rechargeitnow.com
mailto:sharat.jain@rechargeitnow.com
mailto:mahesh.agarwal@esteltelecom.com
mailto:support@way2online.com

PAYTM

PAYU

care@payu.in

IRCTC

MOBIKWIK

BOOKMYSHOW

OLA CABS

FREECHARGE

SBl eBUDDY

NODAL OFFICER

6/15/2018
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mailto:cybercell@paytm.com
mailto:reportfraud@payu.in
mailto:disutes@payu.in
mailto:itaf@irctc.co.in
mailto:care@irctc.co.in
mailto:fraudalerts@mobikwik.com
mailto:risk@mobikwik.com
mailto:helpdesk@bookmyshow.com
mailto:riskmanagement@bookmyshow.com
mailto:cybercrimeescalations@olacabs.com
mailto:anik@legaltrb.com
mailto:security@olacabs.com
mailto:risk.team@freecharge.com
mailto:care@freecharge.in
mailto:epg.cms@sbi.co.in
mailto:dm1it.cms@sbi.co.in
mailto:alert.buddy@sbi.co.in
mailto:agm.nodcyb@sbi.co.in
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""" MOBILE SERVICE PROVIDERS

ORGANISATION NODAL OFFICER PHONE NO EMAIL_ID
AIRCEL G JITHENDER 9700199501
AIRTEL DEEPAK KUMAR 9959011456
BSNL NODAL OFFICER
CELLONE BALA SINGH 9490682200
IDEA B SANTHOSH 9848002245
LOOP NODAL OFFICER
MTNL NODAL OFFICER
RELIANCE GUPTA 9347410041
TATA NODAL OFFICER
TATA M SRINIVAS 9030099333
UNINOR JAGAN
UNINOR V JAGAN MOHAN RAO 9059112523
VODAFONE G SIVA KUMARI 9885018536
6/15/2018 URM 50



mailto:ap.nodaldesk@aircel.co.in
mailto:nodalofficer3.ap@in.airtel.com
mailto:vightd10@bsnl.co.in
mailto:techcellone_hyd@bsnl.co.in
mailto:Inodal.ap1@idea.adityabirla.com
mailto:nodal.officer@loopmobile.in
mailto:gmvigil@mtnl.net.in
mailto:RCom.APNodalOfficer@relianceada.com
mailto:APSecurity.Wing@tatatel.co.in
mailto:AP.TTSLNodalofficer@tatatel.co.in
mailto:jagan.vellanki@uninor.in
mailto:CNO.AP@uninor.in
mailto:nodaldd.andhrapradesh@vodafone.com

f"mnn(};"”u’ "”

EIMAIL SERVICE PROVIDERS

(.,; ¥

ORGANISATION NODAL OFFICER PHONE NO EMAIL_ID
GOOGLE GITANJLI 9999300447
GOOGLE GOOGLE LEGAL SERVICES
HOTMAIL HOTMAIL
MICROSOFT MICROSOFT
REDIFF
REDIFF JYOTHI
REDIFF NODAL OFFICER
YAHOO ROBIN FERNANDEZ
FACEBOOK INDIA VIKRAM 8879222222

ORGANISATION

PAYMENT GATEWAYS

NODAL OFFICER

PHONE NO

EMAIL_ID

BILL DESK

GENIUS

6/15/20A8VENVES

NODAL OFFICER

URM
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mailto:gitanjli@google.com
mailto:lis-apac@google.com
mailto:lis-apac@google.com
mailto:lis-apac@google.com
mailto:msnwwcc@microsoft.com
mailto:indiacc@microsoft.com
mailto:dixond@rediff.co.in
mailto:jyotid@rediff.co.in
mailto:legal@rediff.co.in
mailto:robinfe@yahoo-inc.com
mailto:robinfe@yahoo-inc.com
mailto:robinfe@yahoo-inc.com
mailto:records@facebook.com
mailto:genius@billdesk.com
mailto:risk@ccavenue.com

™ EnCase Forensic Edition

File Edit Wiew Tools Help

“S]Mew [ Open Save
Table | B85 Gallery |:| Timeline Report

(o Print -‘iﬁg fidd Device % Acquire ) Search

/-

=== -

L R

A

L BN

| R

T e a

@ Case 1111C\Presentations and Documentst AMITYOperation Theseus india, pptiCompound Yolume\Big Block FAT

E Marne Filker REI;Drt Ei?: Tl:j::?e Catlz!;:ury Signature Description DEE':E
[0 ! |[T]GigElock FAT File, Internal
O 2 |[Z)mFT File, Internal
0 3 | root Entry Falder
4 Current User File:
O 5 |3 ObocumentSurmmaryInfarmation Folder
= Bvtes File
- Comparry File
s Hidden Slides File
a9 Links up-to-date File:
[ 10 Multimedia Clips File
[J11 Maokes File
11z Paragraphs File
113 Presentation Target File
] 14 Slides File
15 Pictures File:
g 16 PowerPoint Document Da.t a. a.b O U t t h e d a.ta. File
[ 17 |3 OSummaryInformation Folder
[]1s Authar File
12 Create Date File:
[ zo Edit: time File:
=21 Last Revised Date File:
[ z= Last Saved By File
123 Mumber of wards File
[ 24 Prograrm Yersion File:
[ a5 Revision Mumber File
=& Title File
1z @ Small Block FAT File, Internal
[]zs B Unalliocated Clusters File, Unallocated Clusters
< | >
F i |

T T e e L B i e e I B Y e L T I e P e o R ]




g

P
L%

Rart

. | et e L]
SEN
S :; e e

T

—
—+%
‘.:\I_‘

INFORMATION TEGHNOLOGY ACT - 2000

(U secrows T uws __T____powsiers____
R —secnon-os | sommercan eamor [ rosaamr asuncr v s
" ScETON 560 | FONSRNENTF DT THEF | FONSHILE TR WPRGOMENT P s
m

!I'l'!lllll “H'IIIIHE SEIIII.II EIH.IEI'I'.IEI' :

IIEI'IE'I'IH EIII..EII III SEIII.II.I.Il EIPI.IEITI.ET l -] TE!IIE SECOND III’FEHI.‘-E 7 YERRS
ST 77| e s oSk S s e

- 6/15/2018 URM 53



CYBERCRIMES -1.T.ACT.

PUNISHABLE WITH IMPRISONMENT UFTO 3 YEARS
Difences of Source Code Theft & Alteration

PUNISHABLE WITH IMPRISONMENT UPTD 3 YEARS
In Corperate Ofilces, MNC Etc.,

Hacking of Comiwter, Websites,
Email, Cards, Online Banking Sites, Social Media Profiles

RANSOMWARE

RESCUE PLAN

PUNISHABLE WITH IMPRISONMENT UPTO 5 YEARS
Publication of Obscene Content,
Text Messages, Emails Etc.,

PUNISHABLE WITH IMPRISONMENT UPTO 5 YEARS,
SECOND OFFENCE 7 YEARS
Publication in Electronic Form of Obscene
Act, Circulating Oscene Video, Images
InSecial Media, Emails, Websites Etc.,

SHARING
INFORMATION

6/15/2018

PUNISHABLE WITH IMPRISONMENT UPTO 3 YEARS
Stealing of Secarily Credentials of Paople,
Computer Resourca, Stealing of Fin Numbers, 0TF'S,
Passwords, C¥¥ Numbers, Phishing, vishing, Clonning,

Fake Websites.
s o

PUNISHABLE WITH IMPRISONMENT UPTO 3 YEARS
Fake Lottery, Jobs, Lean Scams, Fake Charity Scams,
fake Social Media Profiles, Matrimonial Etc,

PUNISHABLE WITH IMPRISONMENT UPTO 3 YEARS
Taking photos Of Frivate Parts of individuals or Gromps.
Siy Camers In Hetals, Toilets, Dressiny Rosmis.

[ —— ]
peterp Measures
Against A

Hiddea Spy
CANBRA

PUNISHABLE WITH IMPRISONMENT UPTO 2 YEARS,
Revealing Data of customers without Proper
Aulhmlll Iw the Content Possesors in Sofi Copy.

PUNISHRBLE WITH IMPRISONMENT
INHICH REAY EXTEND TO LIFE

PUNISHABLE WITH INPRISONMENT UPTO 5 YEARS,
SECOND OFFENCE 7 YEARS
Fublication / Pacesslon In Electronic Form
of Child Parn. Child Porn Making.

TERRORISM

YBERATTACK

s INTERNET et

URM
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___ CYBERCRINES -1, ieT.

Offences of Source Code Theft & Ateration PUNISHABLE WITH INIPRISONMENT UPTO 3 YEARS PUNISHABLE WITH INIPRISONMENT UPTO 3 YEARS PUNISHABLE WITH IMPRISONNENT UPTO 3 YEARS PUNISHABLE WITH IMPRISONMENT UPTO 3 YEARS
MERA AN M.  Hacking of Computer Websites Stealing of Security Credentials of People, Falke Lotery,Jobs, Loan Scams, Fake Charity Scams, ~ Taking photos Of Pivate Parts of individuals or Groups.
R O g e S v Sy Camers In Hotels, Toilets, Dressing Rooms.

Computer Resource, Stealing of Pin Numbers, 0TP', fake Social Media Frnﬁlea Matrimonial Etc,
Passwords, CWN Numbers, Phishing, vishing, Clonning, :

Fake Websites.

KIDDEN SPY SIM]
ey Neasmes
Against A

ﬁll]ll

TR RRIEEEE,
: = ﬂFACEBOOKLOTTERV @;

PUNISHABLE WITH IMPRISONMENT UPTO 2 YEARS, PUNISHABLE WITH IMPRISONMENT
PUNISHABLE WITH [MPRISONMENT UPTO 5 YEARS Revealing Data of customers without Proper INHICH MAY EXTEND TO LIFE
Publication of Obscene Content, PUNISHABLEWITHINPRISONWENT UPTOS YEARS,  ~ PUNISHABLE WITHIMPRISONMENTUPTOS VEARS, Buthorty by the Comtent Possesors in Soft Copy
; SECOND OFFENGE YEARS £COND OFFENCE 7 YEAR
rout essages EMISE. - pyyiatonn lctronic FormofOsene — 's it m; —
Act, Circulating Obscene Video, Images TN | AR W etlon
in Social Media, Emails, Websites Etc, 0f Child Porn. Child Porn Making.

m,m o Predators

B et

SToP
SHARING |
INFORMATION | 8

—

Disclosure
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Internet and
\ World Wide
\ Web
Best Thing of Internet -
Everything Connected and is
a Global Network
Worst Thing of Internet -
Everything Connected and is
, a Global Network
*E: 6/15/2018 URM 56
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Check for changes
In privacy settings
Don’t use your on a regular basis,
phone number or '
real address on
social sites.

Protect
photos.

Make use of How to
the privacy )

settings. DrOt e Ct Limit your friends or

contacts and make use

Yourself of circles or lists where

yOUu can categorize

them.






